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Chapter 1

Overview

1.1 Bitcoin

Bitcoin is a digital asset[10] and a payment sys-
tem[11] created by an unidentified programmer, or
group of programmers,[12] under the name of Satoshi
Nakamoto.[13] Bitcoin was introduced on 31 October
2008 to a cryptography mailing list,[14] and released
as open-source software in 2009.[15] There have been
several high-profile claims to the identity of Satoshi
Nakamoto; however, none of them have provided proof
beyond doubt that back up their claims.[13] The sys-
tem is peer-to-peer and transactions take place between
users directly, without an intermediary.[11]:4 These trans-
actions are verified by network nodes and recorded in a
public distributed ledger called the blockchain,[16] which
uses bitcoin as its unit of account. Since the system
works without a central repository or single adminis-
trator, the U.S. Treasury categorizes bitcoin as a de-
centralized virtual currency.[1] Bitcoin is often called
the first cryptocurrency,[17][18][19] although prior systems
existed[note 5] and it is more correctly described as the first
decentralized digital currency.[11][23] Bitcoin is the largest
of its kind in terms of total market value.[24]

Bitcoins are created as a reward for payment processing
work in which users offer their computing power to ver-
ify and record payments into a public ledger. This activ-
ity is called mining and miners are rewarded with trans-
action fees and newly created bitcoins.[11] Besides being
obtained by mining, bitcoins can be exchanged for other
currencies,[25] products, and services.[26] When sending
bitcoins, users can pay an optional transaction fee to the
miners.[27]

In February 2015, the number of merchants accepting
bitcoin for products and services passed 100,000.[28] In-
stead of 2–3% typically imposed by credit card proces-
sors, merchants accepting bitcoins often pay fees in the
range from 0% to less than 2%.[29] Despite the four-
fold increase in the number of merchants accepting bit-
coin in 2014, the cryptocurrency did not have much mo-
mentum in retail transactions.[30] The European Bank-
ing Authority[31] and other sources[11]:11 have warned
that bitcoin users are not protected by refund rights or
chargebacks. The use of bitcoin by criminals has at-
tracted the attention of financial regulators,[32] legislative

bodies,[33] law enforcement,[34] and media.[35] Criminal
activities are primarily centered around darknet markets
and theft, though officials in countries such as the United
States also recognize that bitcoin can provide legitimate
financial services.[33]

1.1.1 Etymology and orthography

The word bitcoin occurred in the white paper that de-
fined bitcoin published in 2008. It is a compound of the
words bit and coin.[36] The white paper frequently uses
the shorter coin.[37]

There is no uniform convention for bitcoin capitalization.
Some sources use Bitcoin, capitalized, to refer to the tech-
nology and network and bitcoin, lowercase, to refer to
the unit of account.[38] The Wall Street Journal,[39] The
Chronicle of Higher Education,[40] and the Oxford En-
glish Dictionary[36] advocate use of lowercase bitcoin in
all cases. This article follows the latter convention.

1.1.2 Design

Blockchain

See also: Blockchain (database)

The blockchain is a public ledger that records bitcoin
transactions.[41] A novel solution accomplishes this with-
out any trusted central authority: maintenance of the
blockchain is performed by a network of communi-
cating nodes running bitcoin software.[11] Transactions
of the form payer X sends Y bitcoins to payee Z are
broadcast to this network using readily available software
applications.[42] Network nodes can validate transactions,
add them to their copy of the ledger, and then broadcast
these ledger additions to other nodes. The blockchain is
a distributed database – to achieve independent verifica-
tion of the chain of ownership of any and every bitcoin
(amount), each network node stores its own copy of the
blockchain.[18] Approximately six times per hour, a new
group of accepted transactions, a block, is created, added
to the blockchain, and quickly published to all nodes.
This allows bitcoin software to determine when a partic-
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ular bitcoin amount has been spent, which is necessary
in order to prevent double-spending in an environment
without central oversight. Whereas a conventional ledger
records the transfers of actual bills or promissory notes
that exist apart from it, the blockchain is the only place
that bitcoins can be said to exist in the form of unspent
outputs of transactions.[43]

Units

The unit of account of the bitcoin system is bitcoin. As of
2014, symbols used to represent bitcoin are BTC,[note 2]

XBT,[note 3] and .[note 4][44]:2 Small amounts of bitcoin
used as alternative units are millibitcoin (mBTC), mi-
crobitcoin (µBTC), and satoshi. Named in homage to
bitcoin’s creator, a satoshi is the smallest amount within
bitcoin representing 0.00000001 bitcoin, one hundred
millionth of a bitcoin.[4] A millibitcoin equals to 0.001
bitcoin, one thousandth of bitcoin.[45] One microbitcoin
equals to 0.000001 bitcoin, one millionth of a bitcoin. A
microbitcoin is sometimes referred to as a bit.
A proposal was submitted to the Unicode Consortium in
October 2015 to add a codepoint for the symbol.[8] It is in
the pipeline for position 20BF ( ) in the Currency Sym-
bols block.

Ownership

Transaction

Owner 1's
Public key

Hash

Owner 0's
Signature

Owner 1's
Private Key

Transaction

Owner 2's
Public key

Hash

Owner 1's
Signature

Owner 2's
Private Key

Transaction

Owner 3's
Public key

Hash

Owner 2's
Signature

Owner 3's
Private Key

Simplified chain of ownership.[37] In reality, a transaction can
have more than one input and more than one output.

Ownership of bitcoins implies that a user can spend bit-
coins associated with a specific address. To do so, a payer
must digitally sign the transaction using the correspond-
ing private key. Without knowledge of the private key,
the transaction cannot be signed and bitcoins cannot be
spent. The network verifies the signature using the public
key.[43]:ch. 5

If the private key is lost, the bitcoin network will not rec-
ognize any other evidence of ownership;[11] the coins are
then unusable, and thus effectively lost. For example, in
2013 one user claimed to have lost 7,500 bitcoins, worth
$7.5 million at the time, when he accidentally discarded
a hard drive containing his private key.[46]

Transactions

See also: Bitcoin network

A transaction must have one or more inputs.[27] For the
transaction to be valid, every input must be an unspent
output of a previous transaction. Every input must be dig-
itally signed. The use of multiple inputs corresponds to
the use of multiple coins in a cash transaction. A transac-
tion can also have multiple outputs, allowing one to make
multiple payments in one go. A transaction output can be
specified as an arbitrary multiple of satoshi. As in a cash
transaction, the sum of inputs (coins used to pay) can ex-
ceed the intended sum of payments. In such a case, an
additional output is used, returning the change back to
the payer.[27] Any input satoshis not accounted for in the
transaction outputs become the transaction fee.[27]

Mining
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Relative mining difficulty,[note 6] the scale is logarithmic.[47]

A mining farm in Iceland

Mining is a record-keeping service.[note 7] Miners keep the
blockchain consistent, complete, and unalterable by re-
peatedly verifying and collecting newly broadcast trans-
actions into a new group of transactions called a block.[49]

Each block contains a cryptographic hash of the previous
block,[49] using the SHA-256 hashing algorithm,[43]:ch. 7

which links it to the previous block[49] thus giving the
blockchain its name.
In order to be accepted by the rest of the network, a
new block must contain a so-called proof-of-work.[49] The
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proof-of-work requires miners to find a number called a
nonce, such that when the block content is hashed along
with the nonce, the result is numerically smaller than the
network’s difficulty target.[43]:ch. 8 This proof is easy for
any node in the network to verify, but extremely time-
consuming to generate, as for a secure cryptographic
hash, miners must try many different nonce values (usu-
ally the sequence of tested values is 0, 1, 2, 3, …[43]:ch. 8)
before meeting the difficulty target.
Every 2016 blocks (approximately 14 days), the difficulty
target is adjusted based on the network’s recent perfor-
mance, with the aim of keeping the average time between
new blocks at ten minutes. In this way the system auto-
matically adapts to the total amount of mining power on
the network.[43]:ch. 8

Between 1 March 2014 and 1 March 2015, the aver-
age number of nonces miners had to try before creat-
ing a new block increased from 16.4 quintillion to 200.5
quintillion.[50]

The proof-of-work system, alongside the chaining of
blocks, makes modifications of the blockchain extremely
hard, as an attacker must modify all subsequent blocks
in order for the modifications of one block to be
accepted.[51] As new blocks are mined all the time, the
difficulty of modifying a block increases as time passes
and the number of subsequent blocks (also called confir-
mations of the given block) increases.[49]

Practicalities It has become common for miners to
join mining pools,[52] which combine the computational
resources of their members in order to increase the fre-
quency of generating new blocks. The reward for each
block is then split proportionately among the members,
creating a more predictable stream of income for each
miner without necessarily changing their long-term av-
erage income,[53] although a fee may be charged for the
service.[54][55]

The rewards of mining have led to ever-more-specialized
technology being utilized. The most efficient mining
hardware makes use of custom designed application-
specific integrated circuits, which outperform general-
purpose CPUs while using less power.[56] As of 2015, a
miner who is not using purpose-built hardware is unlikely
to earn enough to cover the cost of the electricity used in
their efforts, even if they are a member of a pool.[57]

Energy consumption In 2013, electricity use was es-
timated to be 0.36 terawatt-hours per year or the equiv-
alent of powering 31,000 US homes.[58] In 2014, it was
estimated that specialized computers mining bitcoins re-
quired 0.1 to 10 GW of power.[59] As of 2015, even if
all miners used energy-efficient processors, the combined
electricity consumption would be 1.46 terawatt-hours per
year—equal to the consumption of about 135,000 Amer-
ican homes.[60] Bitcoin miners have set up in places like

Iceland where geothermal energy is cheap and cooling
Arctic air is free.[61]

Supply
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The successful miner finding the new block is rewarded
with newly created bitcoins and transaction fees.[62] As
of 9 July 2016,[63] the reward amounted to 12.5 newly
created bitcoins per block added to the blockchain. To
claim the reward, a special transaction called a coinbase
is included with the processed payments.[43]:ch. 8 All bit-
coins in existence have been created in such coinbase
transactions. The bitcoin protocol specifies that the re-
ward for adding a block will be halved every 210,000
blocks (approximately every four years). Eventually, the
reward will decrease to zero, and the limit of 21 million
bitcoins[note 8] will be reached c. 2140; the record keeping
will then be rewarded by transaction fees solely.[64]

In other words, bitcoin’s inventor Nakamoto set a mon-
etary policy at the start of the bitcoin concept that there
would only ever be 21 million bitcoins in total, their num-
bers being released roughly every ten minutes, and the
rate at which they would be generated would drop by half
every four years until all were in circulation.[65]

Transaction fees

Paying a transaction fee is optional.[27] Miners can choose
which transactions to process[27] and prioritize those that
pay higher fees. Fees are based on the storage size of the
transaction generated, which in turn is dependent on the
number of inputs used to create the transaction. Further-
more, priority is given to older unspent inputs.[43]:ch. 8

Wallets

See also: Digital wallet
A wallet stores the information necessary to transact

bitcoins. While wallets are often described as a place to
hold[66] or store bitcoins,[67] due to the nature of the sys-
tem, bitcoins are inseparable from the blockchain trans-
action ledger. A better way to describe a wallet is some-
thing that “stores the digital credentials for your bit-
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Electrum bitcoin wallet

Bitcoin paper wallet generated at bitaddress.org

Trezor hardware wallet

coin holdings”[67] and allows you to access (and spend)
them. Bitcoin uses public-key cryptography, in which
two cryptographic keys, one public and one private, are
generated.[68] At its most basic, a wallet is a collection of
these keys.
There are several types of wallets. Software wallets con-
nect to the network and allow spending bitcoins in addi-
tion to holding the credentials that prove ownership.[69]

Software wallets can be split further in two categories:
full clients and lightweight clients.

• Full clients verify transactions directly on a local
copy of the blockchain (over 65 GB as of April
2016[70]). Because of its size / complexity, the entire
blockchain is not suitable for all computing devices.

• Lightweight clients on the other hand consult a
full client to send and receive transactions with-
out requiring a local copy of the entire blockchain
(see simplified payment verification – SPV). This

makes lightweight clients much faster to setup
and allows them to be used on low-power, low-
bandwidth devices such as smartphones. When
using a lightweight wallet however, the user must
trust the server to a certain degree. When using a
lightweight client, the server can not steal bitcoins,
but it can report faulty values back to the user. With
both types of software wallets, the users are re-
sponsible for keeping their private keys in a secure
place.[71]

Besides software wallets, Internet services called online
wallets offer similar functionality but may be easier to
use. In this case, credentials to access funds are stored
with the online wallet provider rather than on the user’s
hardware.[72][73] As a result, the user must have complete
trust in the wallet provider. A malicious provider or a
breach in server security may cause entrusted bitcoins to
be stolen. An example of such security breach occurred
with Mt. Gox in 2011.[74]

Physical wallets also exist and are more secure, as
they store the credentials necessary to spend bitcoins
offline.[67] Examples combine a novelty coin with these
credentials printed on metal,[75] Others are simply pa-
per printouts. Another type of wallet called a hard-
ware wallet keeps credentials offline while facilitating
transactions.[76]

Reference implementation The first wallet program
was released in 2009 by Satoshi Nakamoto as open-
source code.[15] Sometimes referred to as the “Satoshi
client,” this is also known as the reference client be-
cause it serves to define the bitcoin protocol and acts as a
standard for other implementations.[69] In version 0.5 the
client moved from the wxWidgets user interface toolkit
to Qt, and the whole bundle was referred to as Bitcoin-
Qt.[69] After the release of version 0.9, the software bun-
dle was renamed Bitcoin Core to distinguish itself from
the network.[77][78] Today, other forks of Bitcoin Core ex-
ist such as Bitcoin XT and Bitcoin Classic.

Privacy

Bitcoin is a pseudonymous currency, meaning that funds
are not tied to real-world entities but rather bitcoin ad-
dresses. Owners of bitcoin addresses are not explicitly
identified, but all transactions on the blockchain are pub-
lic. In addition, transactions can be linked to individuals
and companies through “idioms of use” (e.g., transactions
that spend coins from multiple inputs indicate that the in-
puts may have a common owner) and corroborating pub-
lic transaction data with known information on owners
of certain addresses.[79] Additionally, bitcoin exchanges,
where bitcoins are traded for traditional currencies, may
be required by law to collect personal information.[80]

To heighten financial privacy, a new bitcoin address can

https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Bitcoin_network#Payment_verification
https://en.wikipedia.org/wiki/Mt._Gox
https://en.wikipedia.org/wiki/Satoshi_Nakamoto
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/Reference_implementation
https://en.wikipedia.org/wiki/WxWidgets
https://en.wikipedia.org/wiki/Qt_(software)
https://en.wikipedia.org/wiki/Bitcoin_Core
https://en.wikipedia.org/wiki/Fork_(software_development)
https://en.wikipedia.org/wiki/Bitcoin_XT
https://en.wikipedia.org/wiki/Bitcoin_Classic


1.1. BITCOIN 5

be generated for each transaction.[81] For example, hi-
erarchical deterministic wallets generate pseudorandom
“rolling addresses” for every transaction from a single
seed, while only requiring a single passphrase to be re-
membered to recover all corresponding private keys.[82]

Additionally, “mixing” and CoinJoin services aggregate
multiple users’ coins and output them to fresh addresses
to increase privacy.[83] Researchers at Stanford University
and Concordia University have also shown that bitcoin
exchanges and other entities can prove assets, liabilities,
and solvency without revealing their addresses using zero-
knowledge proofs.[84]

According to Dan Blystone, “Ultimately, bitcoin resem-
bles cash as much as it does credit cards.”[85]

Fungibility

Wallets and similar software technically handle all bit-
coins as equivalent, establishing the basic level of
fungibility. Researchers have pointed out that the his-
tory of each bitcoin is registered and publicly available in
the blockchain ledger, and that some users may refuse to
accept bitcoins coming from controversial transactions,
which would harm bitcoin’s fungibility.[86] Projects such
as Zerocoin and Dark Wallet aim to address these privacy
and fungibility issues.[87][88]

1.1.3 History

Main article: History of bitcoin
Bitcoin was invented by Satoshi Nakamoto,[13] who pub-

Number of bitcoin transactions per month (logarithmic scale).[47]

lished the invention on 31 October 2008[14] in a research
paper called “Bitcoin: A Peer-to-Peer Electronic Cash
System”.[37] It was implemented as open source code
and released in January 2009. Bitcoin is often called
the first cryptocurrency[17][18][19] although prior systems
existed.[note 5] Bitcoin is more correctly described as the
first decentralized digital currency.[11][23]

One of the first supporters, adopters, contributor to bit-
coin and receiver of the first bitcoin transaction was
programmer Hal Finney. Finney downloaded the bit-
coin software the day it was released, and received
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Liquidity (estimated, USD/year, logarithmic scale).[47]

10 bitcoins from Nakamoto in the world’s first bitcoin
transaction.[89][90]

Bitcoin’s 'shadowy inventor' Satoshi Nakamoto, is esti-
mated to have mined 1 million bitcoins in the currency’s
early days.[91]

Other early supporters were Wei Dai, creator of bitcoin
predecessor b-money, and Nick Szabo, creator of bitcoin
predecessor bit gold.[92]

Based on bitcoin’s open source code, other cryptocurren-
cies started to emerge in 2011.[24]

In March 2013, a technical glitch caused a fork in the
blockchain, with one half of the network adding blocks
to one version of the chain and the other half adding to
another. For six hours two bitcoin networks operated at
the same time, each with its own version of the transac-
tion history. The core developers called for a temporary
halt to transactions, sparking a sharp sell-off.[93] Normal
operation was restored when the majority of the network
downgraded to version 0.7 of the bitcoin software.[93]

In 2013 some mainstream websites began accepting bit-
coins. WordPress had started in November 2012,[94]

followed by OKCupid in April 2013,[95] TigerDirect[96]

and Overstock.com in January 2014,[97] Expedia in June
2014,[98] Newegg and Dell in July 2014,[99] and Microsoft
in December 2014.[100][note 9] The Electronic Frontier
Foundation, a non-profit group, started accepting bitcoins
in January 2011,[102] stopped accepting them in June
2011,[103] and began again in May 2013.[104]

In May 2013, the Department of Homeland Security
seized assets belonging to the Mt. Gox exchange.[105] The
U.S. Federal Bureau of Investigation (FBI) shut down the
Silk Road website in October 2013.[106]

In October 2013, Chinese internet giant Baidu had al-
lowed clients of website security services to pay with
bitcoins.[107] During November 2013, the China-based
bitcoin exchange BTC China overtook the Japan-based
Mt. Gox and the Europe-based Bitstamp to become the
largest bitcoin trading exchange by trade volume.[108] On
19 November 2013, the value of a bitcoin on the Mt.
Gox exchange soared to a peak of US$900 after a United
States Senate committee hearing was told by the FBI that
virtual currencies are a legitimate financial service.[109]
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On the same day, one bitcoin traded for over RMB¥6780
(US$1,100) in China.[110] On 5 December 2013, the
People’s Bank of China prohibited Chinese financial in-
stitutions from using bitcoins.[111] After the announce-
ment, the value of bitcoins dropped,[112] and Baidu no
longer accepted bitcoins for certain services.[113] Buying
real-world goods with any virtual currency has been ille-
gal in China since at least 2009.[114]

The first bitcoin ATM was installed in October 2013 in
Vancouver, British Columbia, Canada.[115]

With about 12 million existing bitcoins in November
2013,[116] the new price increased the market cap for
bitcoin to at least US$7.2 billion.[117] By 23 November
2013, the total market capitalization of bitcoin exceeded
US$10 billion for the first time.[118]

In the U.S., two men were arrested in January 2014
on charges of money-laundering using bitcoins; one was
Charlie Shrem, the head of now defunct bitcoin exchange
BitInstant and a vice chairman of the Bitcoin Foundation.
Shrem allegedly allowed the other arrested party to pur-
chase large quantities of bitcoins for use on black-market
websites.[119]

In early February 2014, one of the largest bitcoin ex-
changes, Mt. Gox,[74] suspended withdrawals citing tech-
nical issues.[120] By the end of the month, Mt. Gox had
filed for bankruptcy protection in Japan amid reports that
744,000 bitcoins had been stolen.[121] Months before the
filing, the popularity of Mt. Gox had waned as users ex-
perienced difficulties withdrawing funds.[122]

On 18 June 2014, it was announced that bitcoin payment
service provider BitPay would become the new sponsor of
St. Petersburg Bowl under a two-year deal, renamed the
Bitcoin St. Petersburg Bowl. Bitcoin was to be accepted
for ticket and concession sales at the game as part of the
sponsorship, and the sponsorship itself was also paid for
using bitcoin.[123]

Less than one year after the collapse of Mt. Gox, United
Kingdom-based exhange Bitstamp announced that their
exchange would be taken offline while they investigate
a hack which resulted in about 19,000 bitcoins (equiva-
lent to roughly US$5 million at that time) being stolen
from their hot wallet.[124] The exchange remained offline
for several days amid speculation that customers had lost
their funds. Bitstamp resumed trading on 9 January after
increasing security measures and assuring customers that
their account balances would not be impacted.[125]

The bitcoin exchange service Coinbase launched the first
regulated bitcoin exchange in 25 US states on 26 Jan-
uary 2015. At the time of the announcement, CEO
Brian Armstrong stated that Coinbase intends to expand
to thirty countries by the end of 2015.[126] A spokesper-
son for Benjamin M. Lawsky, the superintendent of New
York state’s Department of Financial Services, stated that
Coinbase is operating without a license in the state of
New York. Lawsky is responsible for the development

of the so-called 'BitLicense', which companies need to
acquire in order to legally operate in New York.[127]

In August 2015 it was announced that Barclays would be-
come the first UK high street bank to start accepting bit-
coin, with the bank revealing that it plans to allow users
to make charitable donations using the currency.[128]

A major bitcoin exchange, Bitfinex, was hacked and
nearly 120,000 BTC (around $60m) was stolen in
2016.[129]

1.1.4 Economics

Classification

According to the director of the Institute for Money,
Technology and Financial Inclusion at the University
of California-Irvine there is “an unsettled debate about
whether bitcoin is a currency”.[130] Bitcoin is commonly
referred to with terms like: digital currency,[11]:1 digital
cash,[131] virtual currency,[4] electronic currency,[38] or
cryptocurrency.[130] Its inventor, Satoshi Nakamoto, used
the term electronic cash.[37] Bitcoins have three useful
qualities in a currency, according to the Economist in Jan-
uary 2015: they are “hard to earn, limited in supply and
easy to verify”.[60] Economists define money as a store of
value, a medium of exchange, and a unit of account and
agree that bitcoin has some way to go to meet all these
criteria.[132] It does best as a medium of exchange, as of
February 2015 the number of merchants accepting bit-
coin has passed 100,000.[28] As of March 2014, the bit-
coin market suffered from volatility, limiting the ability
of bitcoin to act as a stable store of value, and retailers
accepting bitcoin use other currencies as their principal
unit of account.[132]

Journalists and academics also debate what to call bit-
coin. Some media outlets do make a distinction between
“real” money and bitcoins,[133] while others call bitcoin
real money.[134] The Wall Street Journal declared it a
commodity in December 2013.[135] A Forbes journalist
referred to it as digital collectible.[136] Two University
of Amsterdam computer scientists proposed the term
“money-like informational commodity”.[137] The Wall
Street Journal,[138] Wired,[139] Daily Mail Australia,[140]

Forbes,[10] Business Wire[141] and Reuters[142] used the
digital asset classification for bitcoin. In a 2016 Forbes
article, bitcoin was characterized as a member of a new
asset class.[143]

The People’s Bank of China has stated that bitcoin “is fun-
damentally not a currency but an investment target”.[144]

In addition to the above, bitcoin is also characterized as a
payment system.[11]:1
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A Bitcoin ATM in California.

Buying and selling

Bitcoins can be bought and sold both on- and offline. Par-
ticipants in online exchanges offer bitcoin buy and sell
bids. Using an online exchange to obtain bitcoins en-
tails some risk, and, according to a study published in
April 2013, 45% of exchanges fail and take client bitcoins
with them.[145] Exchanges have since implemented mea-
sures to provide proof of reserves in an effort to convey
transparency to users.[146][147] Offline, bitcoins may be
purchased directly from an individual[148] or at a bitcoin
ATM.[149] Bitcoin machines are not however traditional
ATMs. Bitcoin kiosks are machines connected to the In-
ternet, allowing the insertion of cash in exchange for bit-
coins. Bitcoin kiosks do not connect to a bank and may
also charge transaction fees as high as 7% and exchange
rates $50 over rates from elsewhere.[150]

Price and volatility

According to Mark T. Williams, as of 2014, bitcoin
has volatility seven times greater than gold, eight times
greater than the S&P 500, and eighteen times greater than
the U.S. dollar.[151]

Attempting to explain the high volatility, a group of
Japanese scholars stated that there is no stabilization
mechanism.[152] The Bitcoin Foundation contends that
high volatility is due to insufficient liquidity,[153] while
a Forbes journalist claims that it is related to the uncer-
tainty of its long-term value,[154] and the high volatility of
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a startup currency makes sense, “because people are still
experimenting with the currency to figure out how useful
it is.”[155]

There are uses where volatility does not matter,
such as online gambling, tipping, and international
remittances.[155] As of 2014, pro-bitcoin venture capital-
ists argued that the greatly increased trading volume that
planned high-frequency trading exchanges would gener-
ate is needed to decrease price volatility.[156]

The price of bitcoins has gone through various cycles
of appreciation and depreciation referred to by some as
bubbles and busts.[157][158] In 2011, the value of one bit-
coin rapidly rose from about US$0.30 to US$32 before
returning to US$2.[159] In the latter half of 2012 and
during the 2012–13 Cypriot financial crisis, the bitcoin
price began to rise,[160] reaching a high of US$266 on
10 April 2013, before crashing to around US$50.[161] On
29 November 2013, the cost of one bitcoin rose to the
all-time peak of US$1,242.[162] In 2014, the price fell
sharply, and as of April remained depressed at little more
than half 2013 prices. As of August 2014 it was un-
der US$600.[163] In January 2015, noting that the bitcoin
price had dropped to its lowest level since spring 2013
– around US$224 – The New York Times suggested that
"[w]ith no signs of a rally in the offing, the industry is
bracing for the effects of a prolonged decline in prices.
In particular, bitcoin mining companies, which are essen-
tial to the currency’s underlying technology, are flashing
warning signs.”[164] Also in January 2015, Business In-
sider reported that deep web drug dealers were “freaking
out” as they lost profits through being unable to convert
bitcoin revenue to cash quickly enough as the price de-
clined – and that there was a danger that dealers selling
reserves to stay in business might force the bitcoin price
down further.[165]

On 4 November 2015, bitcoin had risen by more than
20%, exceeding $490. The Financial Times associ-
ated the rapid growth with the popularity of “socio-
financial networks” MMM operated by Russian business-
man Sergei Mavrodi.[166]

According to The Wall Street Journal, as of April 2016,
bitcoin is starting to look slightly more stable than
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gold.[167]

Speculative bubble dispute

Bitcoin has been labelled a speculative bubble by many
including former Fed Chairman Alan Greenspan[168] and
economist John Quiggin.[169] Nobel Memorial Prize lau-
reate Robert Shiller said that bitcoin “exhibited many of
the characteristics of a speculative bubble”.[170] Two lead
software developers of bitcoin, Gavin Andresen[171] and
Mike Hearn,[172] have warned that bubbles may occur.
David Andolfatto, a vice president at the Federal Reserve
Bank of St. Louis, stated, “Is bitcoin a bubble? Yes,
if bubble is defined as a liquidity premium.” According
to Andolfatto, the price of bitcoin “consists purely of a
bubble,” but he concedes that many assets have prices
that are greater than their intrinsic value.[48]:21 Journalist
Matthew Boesler rejects the speculative bubble label and
sees bitcoin’s quick rise in price as nothing more than nor-
mal economic forces at work.[173] The Washington Post
pointed out that the observed cycles of appreciation and
depreciation don't correspond to the definition of specu-
lative bubble.[159]

Ponzi scheme concerns

Various journalists, economists,[174][175] and bankers[176]

have voiced concerns that bitcoin is a Ponzi scheme.[177]

Eric Posner, a law professor at the University of
Chicago, stated in 2013 that “a real Ponzi scheme takes
fraud; bitcoin, by contrast, seems more like a collective
delusion.”[178] In 2014 reports by both the World Bank
and the Swiss Federal Council examined the concerns
and came to the conclusion that bitcoin is not a Ponzi
scheme.[179]:7[180]:21

Value forecasts

Financial journalists and analysts, economists, and in-
vestors have attempted to predict the possible future value
of bitcoin. In April 2013, economist John Quiggin stated,
“bitcoins will attain their true value of zero sooner or
later, but it is impossible to say when”.[169] A similar fore-
cast was made in November 2014 by economist Kevin
Dowd.[181] In November 2014, David Yermack, Profes-
sor of Finance at New York University Stern School of
Business, forecast that in November 2015 bitcoin may
be all but worthless.[182] In the indicated period bitcoin
has exchanged as low as $176.50 (January 2015) and
during November 2015 the bitcoin low was $309.90.[47]

In December 2013, finance professor Mark T. Williams
forecast a bitcoin would be worth less than $10 by July
2014.[183] In the indicated period bitcoin has exchanged
as low as $344 (April 2014) and during July 2014 the bit-
coin low was $609.[47][184] In December 2014, Williams
said, “The probability of success is low, but if it does hit,

the reward will be very large.”[185] In May 2013, Bank
of America FX and Rate Strategist David Woo forecast
a maximum fair value per bitcoin of $1,300.[186] Bitcoin
investor Cameron Winklevoss stated in December 2013
that the “small bull case scenario for bitcoin is... 40,000
USD a coin”.[187]

Obituaries

The “death” of bitcoin has been proclaimed numerous
times.[188] One journalist has recorded 29 such “obituar-
ies” as of early 2015.[188] Forbes magazine declared bit-
coin “dead” in June 2011,[189] followed by Gizmodo Aus-
tralia in August 2011.[190] Wired magazine wrote it had
“expired” in December 2012.[191] Ouishare Magazine de-
clared, “game over, bitcoin” in May 2013,[192] and New
York Magazine stated bitcoin was “on its path to grave”
in June 2013.[193] Reuters published an “obituary” for bit-
coin in January 2014.[194] Street Insider declared bitcoin
“dead” in February 2014,[195] followed by The Weekly
Standard in March 2014,[196] Salon in March 2014,[197]

Vice News in March 2014,[198] and Financial Times in
September 2014.[199] In January 2015, USA Today states
bitcoin was “headed to the ash heap”,[200] and The Tele-
graph declared “the end of bitcoin experiment”.[201] In
January 2016, former bitcoin developer Mike Hearn
called bitcoin a “failed project”.[202] Peter Greenhill, Di-
rector of E-Business Development for the Isle of Man,
commenting on the obituaries paraphrased Mark Twain
saying “reports of bitcoin’s death have been greatly
exaggerated”.[203]

Reception

Some economists have responded positively to bitcoin
while others have expressed skepticism. François R.
Velde, Senior Economist at the Chicago Fed described
it as “an elegant solution to the problem of creating a dig-
ital currency”.[204] Paul Krugman and Brad DeLong have
found fault with bitcoin questioning why it should act as a
reasonably stable store of value or whether there is a floor
on its value.[205] Economist John Quiggin has criticized
bitcoin as “the final refutation of the efficient-market hy-
pothesis".[169]

David Andolfatto, Vice President at the Federal Re-
serve Bank of St. Louis, stated that bitcoin is a threat
to the establishment, which he argues is a good thing
for the Federal Reserve System and other central banks
because it prompts these institutions to operate sound
policies.[48]:33[206][207]

Free software movement activist Richard Stallman has
criticized the lack of anonymity and called for reformed
development.[208] PayPal President David A. Marcus calls
bitcoin a “great place to put assets” but claims it will not
be a currency until price volatility is reduced.[209] Bill
Gates, in relation to the cost of moving money from place
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to place in an interview for Bloomberg L.P. stated: “Bit-
coin is exciting because it shows how cheap it can be.”[210]

Officials in countries such as Brazil,[211] the Isle of
Man,[212] Jersey,[213] the United Kingdom,[214] and the
United States[33] have recognized its ability to provide
legitimate financial services. Recent bitcoin develop-
ments have been drawing the interest of more finan-
cially savvy politicians and legislators as a result of bit-
coin’s capability to eradicate fraud, simplify transactions,
and provide transparency, when bitcoins are properly
utilized.[215][216][217]

Acceptance by merchants

Bitcoins are accepted in this café in Delft in the Netherlands as
of 2013

In 2015, the number of merchants accepting bitcoin ex-
ceeded 100,000.[28] Instead of 2–3% typically imposed
by credit card processors, merchants accepting bitcoins
often pay fees in the range from 0% to less than 2%.[29]

As of December 2014 select firms that accept payments
in bitcoin include:[note 9][note 12]

Acceptance by nonprofits

The Electronic Frontier Foundation,[104]

Greenpeace,[245] The Mozilla Foundation,[246] and
The Wikimedia Foundation.[247] Some U.S. political
candidates, including New York City Democratic Con-
gressional candidate Jeff Kurzon have said they would
accept campaign donations in bitcoin.[248] In late 2013
the University of Nicosia became the first university in
the world to accept bitcoins.[249]

Use in retail transactions

Due to the design of bitcoin, all retail figures are
only estimates.[30][250] According to Tim Swanson, head
of business development at a Hong Kong-based cryp-
tocurrency technology company, in 2014, daily retail

A Bitcoin ATM in Vienna – Westbahnhof

purchases made with bitcoin were worth about $2.3
million.[250] He estimates that, as of February 2015, fewer
than 5,000 bitcoins per day (worth roughly $1.2 million at
the time) were being used for retail transactions,[30] and
concluded that in 2014 “it appears there has been very
little if any increase in retail purchases using bitcoin.”[30]

Financial institutions

Bitcoin companies have had difficulty opening traditional
bank accounts because lenders have been leery of bit-
coin’s links to illicit activity.[251] According to Antonio
Gallippi, a co-founder of BitPay, “banks are scared to
deal with bitcoin companies, even if they really want
to”.[252] In 2014, the National Australia Bank closed ac-
counts of businesses with ties to bitcoin,[253] and HSBC
refused to serve a hedge fund with links to bitcoin.[254]

Australian banks in general have been reported as clos-
ing down bank accounts of operators of businesses in-
volving the currency;[255] this has become the subject of
an investigation by the Australian Competition and Con-
sumer Commission.[255] Nonetheless, Australian banks
have keenly adopted the blockchain technology on which

https://en.wikipedia.org/wiki/Brazil
https://en.wikipedia.org/wiki/Isle_of_Man
https://en.wikipedia.org/wiki/Isle_of_Man
https://en.wikipedia.org/wiki/Jersey
https://en.wikipedia.org/wiki/United_Kingdom
https://en.wikipedia.org/wiki/United_States
https://en.wikipedia.org/wiki/Caf%C3%A9
https://en.wikipedia.org/wiki/Delft
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Greenpeace
https://en.wikipedia.org/wiki/Mozilla_Foundation
https://en.wikipedia.org/wiki/Wikimedia
https://en.wikipedia.org/wiki/Jeff_Kurzon
https://en.wikipedia.org/wiki/University_of_Nicosia
https://en.wikipedia.org/wiki/Tony_Gallippi
https://en.wikipedia.org/wiki/Tony_Gallippi
https://en.wikipedia.org/wiki/BitPay
https://en.wikipedia.org/wiki/National_Australia_Bank
https://en.wikipedia.org/wiki/HSBC
https://en.wikipedia.org/wiki/Australian_Competition_and_Consumer_Commission
https://en.wikipedia.org/wiki/Australian_Competition_and_Consumer_Commission


10 CHAPTER 1. OVERVIEW

Bitcoin ATM in The D Las Vegas Casino. An early retail adopter
of bitcoin

bitcoin is based.[256]

In a 2013 report, Bank of America Merrill Lynch stated
that “we believe bitcoin can become a major means of
payment for e-commerce and may emerge as a serious
competitor to traditional money-transfer providers.”[257]

In June 2014, the first bank that converts deposits in cur-
rencies instantly to bitcoin without any fees was opened
in Boston.[258]

As an investment

Some Argentinians have bought bitcoins to protect their
savings against high inflation or the possibility that gov-
ernments could confiscate savings accounts.[80] During
the 2012–2013 Cypriot financial crisis, bitcoin purchases
in Cyprus rose due to fears that savings accounts would
be confiscated or taxed.[259] Other methods of investment
are bitcoin funds. The first regulated bitcoin fund was es-
tablished in Jersey in July 2014 and approved by the Jer-
sey Financial Services Commission.[260] Also, c. 2012
an attempt was made by the Winklevoss twins (who in

April 2013 claimed they owned nearly 1% of all bitcoins
in existence[261]) to establish a bitcoin ETF.[262] As of
early 2015, they have announced plans to launch a New
York-based bitcoin exchange named Gemini,[263] which
has received approval to launch on 5 October 2015.[264]

On 4 May 2015, Bitcoin Investment Trust started trad-
ing on the OTCQX market as GBTC.[265] Forbes started
publishing arguments in favor of investing in December
2015.[266]

In 2013 and 2014, the European Banking Author-
ity[31] and the Financial Industry Regulatory Author-
ity (FINRA), a United States self-regulatory organiza-
tion,[267] warned that investing in bitcoins carries signif-
icant risks. Forbes named bitcoin the best investment of
2013.[268] In 2014, Bloomberg named bitcoin one of its
worst investments of the year.[269] In 2015, bitcoin topped
Bloomberg’s currency tables.[270]

To improve access to price information and increase
transparency, on 30 April 2014 Bloomberg LP an-
nounced plans to list prices from bitcoin companies
Kraken and Coinbase on its 320,000 subscription finan-
cial data terminals.[156][271] In May 2015, Intercontinental
Exchange Inc., parent company of the New York Stock
Exchange, announced a bitcoin index initially based on
data from Coinbase transactions.[272]

Venture capital

Venture capitalists, such as Peter Thiel's Founders Fund,
which invested US$3 million in BitPay, do not purchase
bitcoins themselves, instead funding bitcoin infrastruc-
ture like companies that provide payment systems to mer-
chants, exchanges, wallet services, etc.[273] In 2012, an
incubator for bitcoin-focused start-ups was founded by
Adam Draper, with financing help from his father, ven-
ture capitalist Tim Draper, one of the largest bitcoin hold-
ers after winning an auction of 30,000 bitcoins,[274] at
the time called 'mystery buyer'.[275] The company’s goal
is to fund 100 bitcoin businesses within 2–3 years with
$10,000 to $20,000 for a 6% stake.[274] Investors also in-
vest in bitcoin mining.[276] According to a 2015 study by
Paolo Tasca, bitcoin startups raised almost $1 billion in
three years (Q1 2012 – Q1 2015).[277]

Political economy

The decentralization of money offered by virtual curren-
cies like bitcoin has its theoretical roots in the Austrian
school of economics,[278] especially with Friedrich von
Hayek in his book Denationalisation of Money: The Ar-
gument Refined, in which he advocates a complete free
market in the production, distribution and management
of money to end the monopoly of central banks.[279]

Bitcoin appeals to tech-savvy libertarians, because it so
far exists outside the institutional banking system and the
control of governments.[280] However, researchers look-
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ing to uncover the reasons for interest in bitcoin did not
find evidence in Google search data that this was linked
to libertarianism.[281]

Bitcoin’s appeal reaches from left wing critics, “who per-
ceive the state and banking sector as representing the
same elite interests, […] recognising in it the potential for
collective direct democratic governance of currency”[282]

and socialists proposing their “own states, complete with
currencies”,[283] to right wing critics suspicious of big
government, at a time when activities within the regu-
lated banking system were responsible for the severity
of the financial crisis of 2007–08,[284] “because govern-
ments are not fully living up to the responsibility that
comes with state-sponsored money”.[285] Bitcoin has been
described as “remov[ing] the imbalance between the big
boys of finance and the disenfranchised little man, poten-
tially allowing early adopters to negotiate favourable rates
on exchanges and transfers – something that only the very
biggest firms have traditionally enjoyed”.[286] Two WSJ
journalists describe bitcoin in their book as “about free-
ing people from the tyranny of centralised trust”.[287]

1.1.5 Legal status and regulation

Main article: Legality of bitcoin by country

The legal status of bitcoin varies substantially from coun-
try to country and is still undefined or changing in many
of them. While some countries have explicitly allowed its
use and trade, others have banned or restricted it. Like-
wise, various government agencies, departments, and
courts have classified bitcoins differently. Regulations
and bans that apply to bitcoin probably extend to simi-
lar cryptocurrency systems.[288]

In April 2013, Steven Strauss, a Harvard public pol-
icy professor, suggested that governments could outlaw
bitcoin,[289] and this possibility was mentioned again by
a bitcoin investment vehicle in a July 2013 report to a
regulator.[262] However, the vast majority of nations have
not done so as of 2014. It is illegal in Bangladesh,[290]

Bolivia,[291] Ecuador.[292]

In China in December 2013 the Chinese government de-
clared that “bitcoin is not a currency and should not be
circulated and used in the market as a currency.” 'While
people there are free to buy and sell it, financial institu-
tions have been warned away'.[293]

1.1.6 Criminal activity

The use of bitcoin by criminals has attracted the atten-
tion of financial regulators, legislative bodies, law en-
forcement, and the media.[32] The FBI prepared an intelli-
gence assessment,[34] the SEC has issued a pointed warn-
ing about investment schemes using virtual currencies,[32]

and the U.S. Senate held a hearing on virtual currencies

in November 2013.[33]

Several news outlets have asserted that the popularity of
bitcoins hinges on the ability to use them to purchase ille-
gal goods.[294][295] In 2014, researchers at the University
of Kentucky found “robust evidence that computer pro-
gramming enthusiasts and illegal activity drive interest in
bitcoin, and find limited or no support for political and
investment motives.”[281]

Theft

There have been many cases of bitcoin theft.[68] One way
this is accomplished involves a third party accessing the
private key to a victim’s bitcoin address,[296] or of an on-
line wallet.[297] If the private key is stolen, all the bitcoins
from the compromised address can be transferred. In that
case, the network does not have any provisions to iden-
tify the thief, block further transactions of those stolen
bitcoins, or return them to the legitimate owner.[262]

Theft also occurs at sites where bitcoins are used to pur-
chase illicit goods. In late November 2013, an esti-
mated $100 million in bitcoins were allegedly stolen from
the online illicit goods marketplace Sheep Marketplace,
which immediately closed.[298] Users tracked the coins as
they were processed and converted to cash, but no funds
were recovered and no culprits identified.[298] A different
black market, Silk Road 2, stated that during a Febru-
ary 2014 hack, bitcoins valued at $2.7 million were taken
from escrow accounts.[299]

Sites where users exchange bitcoins for cash or store
them in “wallets” are also targets for theft. Inputs.io,
an Australian wallet service, was hacked twice in Octo-
ber 2013 and lost more than $1 million in bitcoins.[300]

In late February 2014 Mt. Gox, one of the largest vir-
tual currency exchanges, filed for bankruptcy in Tokyo
amid reports that bitcoins worth $350 million had been
stolen.[121] Flexcoin, a bitcoin storage specialist based in
Alberta, Canada, shut down on March 2014 after saying
it discovered a theft of about $650,000 in bitcoins.[301]

Poloniex, a digital currency exchange, reported on March
2014 that it lost bitcoins valued at around $50,000.[302] In
January 2015 UK-based bitstamp, the third busiest bit-
coin exchange globally, was hacked and $5 million in bit-
coins were stolen.[303] February 2015 saw a Chinese ex-
change named BTER lose bitcoins worth nearly $2 mil-
lion to hackers.[304]

A major bitcoin exchange, Bitfinex, was hacked and
nearly 120,000 bitcoins (around $60m) was stolen in
2016. Bitfinex was forced to suspend its trading. The
theft is the second largest bitcoin heist ever, dwarfed only
by Mt. Gox theft in 2014. According to Forbes, “All
of Bitfinex’s customers,... will stand to lose money. The
company has announced a haircut of 36.067% across the
board.”[129]
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Black markets

Main article: Darknet market

A CMU researcher estimated that in 2012, 4.5% to
9% of all transactions on all exchanges in the world
were for drug trades on a single deep web drugs market,
Silk Road.[305] Child pornography,[306] murder-for-hire
services,[307] and weapons[308] are also allegedly available
on black market sites that sell in bitcoin. Due to the
anonymous nature and the lack of central control on these
markets, it is hard to know whether the services are real
or just trying to take the bitcoins.[309]

Several deep web black markets have been shut by au-
thorities. In October 2013 Silk Road was shut down by
U.S. law enforcement[310][311][312] leading to a short-term
decrease in the value of bitcoin.[313] In 2015, the founder
of the site was sentenced to life in prison.[314] Alternative
sites were soon available, and in early 2014 the Australian
Broadcasting Corporation reported that the closure of
Silk Road had little impact on the number of Australians
selling drugs online, which had actually increased.[315] In
early 2014, Dutch authorities closed Utopia, an online il-
legal goods market, and seized 900 bitcoins.[316] In late
2014, a joint police operation saw European and Ameri-
can authorities seize bitcoins and close 400 deep web sites
including the illicit goods market Silk Road 2.0.[317] Law
enforcement activity has resulted in several convictions.
In December 2014, Charlie Shrem was sentenced to two
years in prison for indirectly helping to send $1 million
to the Silk Road drugs site,[318] and in February 2015, its
founder, Ross Ulbricht, was convicted on drugs charges
and faces a life sentence.[319]

Some black market sites may seek to steal bitcoins from
customers. The bitcoin community branded one site,
Sheep Marketplace, as a scam when it prevented with-
drawals and shut down after an alleged bitcoins theft.[320]

In a separate case, escrow accounts with bitcoins belong-
ing to patrons of a different black market were hacked in
early 2014.[299]

According to the Internet Watch Foundation, a UK-based
charity, bitcoin is used to purchase child pornography,
and almost 200 such websites accept it as payment. Bit-
coin isn't the sole way to purchase child pornography on-
line, as Troels Oertling, head of the cybercrime unit at
Europol, states, “Ukash and Paysafecard... have [also]
been used to pay for such material.” However, the In-
ternet Watch Foundation lists around 30 sites that ex-
clusively accept bitcoins.[306] Some of these sites have
shut down, such as a deep web crowdfunding website that
aimed to fund the creation of new child porn.[321] Further-
more, hyperlinks to child porn websites have been added
to the blockchain as arbitrary data can be included when
a transaction is made.[322][323]

Money laundering

Bitcoins may not be ideal for money laundering be-
cause all transactions are public.[324] Authorities, includ-
ing the European Banking Authority[31] the FBI,[34] and
the Financial Action Task Force of the G7[325] have ex-
pressed concerns that bitcoin may be used for money
laundering. In early 2014, an operator of a U.S. bitcoin
exchange was arrested for money laundering.[119] A re-
port by UK’s Treasury and Home Office named “UK na-
tional risk assessment of money laundering and terrorist
financing” (2015 October) found that, of the twelve meth-
ods examined in the report, bitcoin carries the lowest risk
of being used for money laundering, with the most com-
mon money laundering method being the banks.[326]

Ponzi scheme

In a Ponzi scheme that utilized bitcoins, The Bitcoin Sav-
ings and Trust promised investors up to 7 percent weekly
interest, and raised at least 700,000 bitcoins from 2011
to 2012.[327] In July 2013 the U.S. Securities and Ex-
change Commission charged the company and its founder
in 2013 “with defrauding investors in a Ponzi scheme in-
volving bitcoin”.[327] In September 2014 the judge fined
Bitcoin Savings & Trust and its owner $40 million for op-
erating a bitcoin Ponzi scheme.[328]

Malware

Bitcoin-related malware includes software that steals bit-
coins from users using a variety of techniques, software
that uses infected computers to mine bitcoins, and dif-
ferent types of ransomware, which disable computers or
prevent files from being accessed until some payment
is made. Security company Dell SecureWorks said in
February 2014 that it had identified almost 150 types of
bitcoin malware.[329]

Unauthorized mining In June 2011, Symantec
warned about the possibility that botnets could mine
covertly for bitcoins.[330] Malware used the parallel pro-
cessing capabilities of GPUs built into many modern
video cards.[331] Although the average PC with an inte-
grated graphics processor is virtually useless for bitcoin
mining, tens of thousands of PCs laden with mining mal-
ware could produce some results.[332]

In mid-August 2011, bitcoin mining botnets were
detected,[333] and less than three months later, bitcoin
mining trojans had infected Mac OS X.[334]

In April 2013, electronic sports organization E-Sports
Entertainment was accused of hijacking 14,000 comput-
ers to mine bitcoins; the company later settled the case
with the State of New Jersey.[335]

German police arrested two people in December 2013
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who customized existing botnet software to perform bit-
coin mining, which police said had been used to mine at
least $950,000 worth of bitcoins.[336]

For four days in December 2013 and January 2014,
Yahoo! Europe hosted an ad containing bitcoin min-
ing malware that infected an estimated two million
computers.[337] The software, called Sefnit, was first de-
tected in mid-2013 and has been bundled with many soft-
ware packages. Microsoft has been removing the mal-
ware through its Microsoft Security Essentials and other
security software.[338]

Several reports of employees or students using univer-
sity or research computers to mine bitcoins have been
published.[339]

Malware stealing Some malware can steal private
keys for bitcoin wallets allowing the bitcoins themselves
to be stolen. The most common type searches computers
for cryptocurrency wallets to upload to a remote server
where they can be cracked and their coins stolen.[340]

Many of these also log keystrokes to record passwords,
often avoiding the need to crack the keys.[340] A differ-
ent approach detects when a bitcoin address is copied to
a clipboard and quickly replaces it with a different ad-
dress, tricking people into sending bitcoins to the wrong
address.[341] This method is effective because bitcoin
transactions are irreversible.
One virus, spread through the Pony botnet, was reported
in February 2014 to have stolen up to $220,000 in cryp-
tocurrencies including bitcoins from 85 wallets.[342] Se-
curity company Trustwave, which tracked the malware,
reports that its latest version was able to steal 30 types of
digital currency.[343]

A type of Mac malware active in August 2013, Bit-
vanity posed as a vanity wallet address generator and
stole addresses and private keys from other bitcoin client
software.[344] A different trojan for Mac OS X, called
CoinThief was reported in February 2014 to be re-
sponsible for multiple bitcoin thefts.[344] The software
was hidden in versions of some cryptocurrency apps on
Download.com and MacUpdate.[344]

Ransomware Another type of bitcoin-related mal-
ware is ransomware. One program called CryptoLocker,
typically spread through legitimate-looking email attach-
ments, encrypts the hard drive of an infected computer,
then displays a countdown timer and demands a ransom,
usually two bitcoins, to decrypt it.[345] Massachusetts po-
lice said they paid a 2 bitcoin ransom in November 2013,
worth more than $1,300 at the time, to decrypt one of
their hard drives.[346] Linkup, a combination ransomware
and bitcoin mining program that surfaced in February
2014, disables internet access and demands credit card in-
formation to restore it, while secretly mining bitcoins.[345]

1.1.7 Security

Various potential attacks on the bitcoin network and its
use as a payment system, real or theoretical, have been
considered. The bitcoin protocol includes several fea-
tures that protect it against some of those attacks, such
as unauthorized spending, double spending, forging bit-
coins, and tampering with the blockchain. Other at-
tacks, such as theft of private keys, require due care by
users.[11][347][348][349][2][350][351]

Unauthorized spending

Unauthorized spending is mitigated by bitcoin’s imple-
mentation of public-private key cryptography. For ex-
ample; when Alice sends a bitcoin to Bob, Bob becomes
the new owner of the bitcoin. Eve observing the trans-
action might want to spend the bitcoin Bob just received,
but she cannot sign the transaction without the knowledge
of Bob’s private key.[11]

Double spending

A specific problem that an internet payment system must
solve is double-spending, whereby a user pays the same
coin to two or more different recipients. An example of
such a problem would be if Eve sent a bitcoin to Alice and
later sent the same bitcoin to Bob. The bitcoin network
guards against double-spending by recording all bitcoin
transfers in a ledger (the blockchain) that is visible to all
users, and ensuring for all transferred bitcoins that they
haven't been previously spent.[11]:4

Race attack

If Eve offers to pay Alice a bitcoin in exchange for goods
and signs a corresponding transaction, it is still possible
that she also creates a different transaction at the same
time sending the same bitcoin to Bob. By the rules, the
network accepts only one of the transactions. This is
called a race attack, since there is a race which transaction
will be accepted first. Alice can reduce the risk of race
attack stipulating that she will not deliver the goods until
Eve’s payment to Alice appears in the blockchain.[347]

A variant race attack (which has been called a Finney
attack by reference to Hal Finney) requires the partici-
pation of a miner. Instead of sending both payment re-
quests (to pay Bob and Alice with the same coins) to the
network, Eve issues only Alice’s payment request to the
network, while the accomplice tries to mine a block that
includes the payment to Bob instead of Alice. There is
a positive probability that the rogue miner will succeed
before the network, in which case the payment to Alice
will be rejected. As with the plain race attack, Alice can
reduce the risk of a Finney attack by waiting for the pay-
ment to be included in the blockchain.[348]
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History modification

Each block that is added to the blockchain, starting with
the block containing a given transaction, is called a con-
firmation of that transaction. Ideally, merchants and ser-
vices that receive payment in bitcoin should wait for at
least one confirmation to be distributed over the network,
before assuming that the payment was done. The more
confirmations that the merchant waits for, the more diffi-
cult it is for an attacker to successfully reverse the trans-
action in a blockchain—unless the attacker controls more
than half the total network power, in which case it is
called a 51% attack.[349]

Deanonymisation of clients

Along with transaction graph analysis, which may
reveal connections between bitcoin addresses
(pseudonyms),[2][350] there is a possible attack[351]

which links a user’s pseudonym to its IP address. If
the peer is using Tor, the attack includes a method to
separate the peer from the Tor network, forcing them
to use their real IP address for any further transactions.
The attack makes use of bitcoin mechanisms of relaying
peer addresses and anti-DoS protection. The cost of the
attack on the full bitcoin network is under €1500 per
month.[351]

1.1.8 Data in the blockchain

While it is possible to store any digital file in the
blockchain, the larger the transaction size, the larger any
associated fees become.[352] Various items have been em-
bedded, including URLs to child pornography, an ASCII
art image of Ben Bernanke, material from the Wikileaks
cables, prayers from bitcoin miners, and the original bit-
coin whitepaper.[353]

1.1.9 In academia

In the fall of 2014, undergraduate students at the
Massachusetts Institute of Technology (MIT) each re-
ceived bitcoins worth $100 “to better understand this
emerging technology”. The bitcoins were not provided
by MIT but rather the MIT Bitcoin Club, a student-run
club.[354][355]

1.1.10 In art, entertainment, and media

Films

A documentary film called The Rise and Rise of Bit-
coin (late 2014) features interviews with people who
use bitcoin, such as a computer programmer and a drug
dealer.[356]

Music

Several lighthearted songs celebrating bitcoin have been
released.[357]

Literature

In Charles Stross' science fiction novel Neptune’s Brood
(2014), a modification of bitcoin is used as the univer-
sal interstellar payment system. The functioning of the
system is a major plot element of the book.[358]

Television

In early 2015, the CNN series Inside Man featured an
episode about bitcoin. Filmed in July 2014, it featured
Morgan Spurlock living off of bitcoins for a week to fig-
ure out whether the world is ready for a new kind of
money.[359]

1.1.11 See also

• Alternative currency

• Bitcoin Center NYC

• Bitcoin Classic

• Bitcoin XT

• Coinscrum

• Comparison of bitcoin wallets

• Crypto-anarchism

• Decentralized autonomous organization

• Digital gold currency

• Private currency

• World currency

• Comparison of payment systems

1.1.12 Notes

[1] Bitcoin does not have a central authority.[1]</ref>Date
of introduction 3 January 2009User(s) WorldwideSupply
growth 12.5 bitcoins per block (approximately every ten
minutes) until mid 2020,[2] and then afterwards 6.25 bit-
coins per block for 4 years until next halving. This halv-
ing continues until 2110–40, when 21 million bitcoins will
have been issued.Subunit 10−3 millibitcoin 10−6 microbit-
coin, bit[3] 10−8 satoshi[4]Symbol BTC,[note 2] It does not
conform to ISO 4217 as BT is the country code of Bhutan.
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[2] As of 2014, BTC is a commonly used code.<ref
name='standardize'>Nermin Hajdarbegovic (7 October
2014). “Bitcoin Foundation to Standardise Bitcoin Sym-
bol and Code Next Year”. CoinDesk. Retrieved 28 Jan-
uary 2015.

[3] As of 2014, XBT, a code that conforms to ISO 4217
though is not officially part of it, is used by Bloomberg
L.P.,[5] CNNMoney,[6] and xe.com.[7]

[4] The proposal for the addition of bitcoin sign has been
accepted by Unicode.[8]</ref> Ƀ[9] millibitcoin mBTC
microbitcoin, bit[3] μBTCCoins Unspent outputs of trans-
actions denominated in any multiple of satoshis<ref
name='Antonopoulos2014' group=''>

[5] DigiCash was first used for a transaction in 1994,[20][21]

and OpenCoin, now known as Ripple, had code written
prior to November 2008.[22]

[6] Relative mining difficulty is defined as the ratio of the dif-
ficulty target on 9 January 2009 to the current difficulty
target.

[7] It is misleading to think that there is an analogy between
gold mining and bitcoin mining. The fact is that gold min-
ers are rewarded for producing gold, while bitcoin min-
ers are not rewarded for producing bitcoins; they are re-
warded for their record-keeping services.[48]

[8] The exact number is 20,999,999.9769 bitcoins.[43]:ch. 8

[9] Some of these firms use bitcoin payment processors such
as BitPay and Coinbase and do not handle or store bitcoins
themselves.[101]

[10] The price of 1 bitcoin in U.S. dollars.

[11] Volatility is calculated on a yearly basis.

[12] Retailers usually offer in-store credit, instead of a re-
turn transfer (or chargeback) as the only option when cus-
tomers return items purchased with bitcoins.[218]
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[357] Paul Vigna (18 February 2014). “BitBeat: Mt. Gox’s
Pyrrhic Victory”. Money Beat. The Wall Street Jour-
nal. Retrieved 30 September 2014. 'Ode to Satoshi' is a
bluegrass-style song with an old-timey feel that mixes ref-
erences to Satoshi Nakamoto and blockchains (and, ahem,
'the fall of old Mt. Gox') with mandolin-picking and har-
monicas.

[358] ...[E]very exchange between two beacons must be crypto-
graphically signed by a third party bank in another star
system: it take years to settle a transaction. It’s theft-proof
too – for each bitcoin is cryptographically signed by the
mind of its owner. Charles Stross. Neptune’s Brood (Kin-
dle edition). Ace, 2013, p. 109 (reference; citation on the
Google Books)

[359] Jason Kurtz (20 February 2015). “Buying bitcoin: Mor-
gan Spurlock looks to live off online currency”. CNN.
Retrieved 25 February 2015.

1.2 History of Bitcoin

Further information: Bitcoin
Bitcoin is a cryptocurrency, a form of money that uses

Number of bitcoin transactions per month (logarithmic scale)

cryptography to control its creation and management,
rather than relying on central authorities.[1] The presumed
pseudonymous Satoshi Nakamoto (the creator of bit-
coin, see below) integrated many existing ideas from the
cypherpunk community when creating bitcoin.

1.2.1 Pre-history

Prior to the release of bitcoin there were a number of dig-
ital cash technologies starting with the issuer based ecash
protocols of David Chaum [2] and Stefan Brands. Adam
Back developed hashcash, a proof-of-work scheme for
spam control. The first proposals for distributed digital
scarcity based cryptocurrencies were Wei Dai's b-money
and Nick Szabo's bit gold. Hal Finney developed RPOW.
Bit gold, b-money and RPOW all used hashcash as their
proof-of-work algorithm.
Independently and at around the same time, Wei Dai pro-
posed b-money[3] and Nick Szabo proposed bit gold.[4][5]

Subsequently, Hal Finney implemented and deployed

RPOW a reusable form of hashcash based on IBM se-
cure TPM hardware and remote attestation (centralized
but with no issuer inflation risk).
In the bit gold proposal which proposed a collectible mar-
ket based mechanism for inflation control, Nick Szabo
also investigated some additional enabling aspects includ-
ing a Byzantine fault-tolerant asset registry to store and
transfer the chained proof-of-work solutions.[5]

There has been much speculation as to the identity of
Satoshi Nakamoto with suspects including Wei Dai, Hal
Finney and accompanying denials.[6][7] The possibility
that Satoshi Nakamoto was a computer collective in the
European financial sector has also been bruited.[8]

1.2.2 Creation

In November 2008, a paper was posted on the internet
under the name Chuck Norris titled bitcoin: A Peer-to-
Peer Electronic Cash System. This paper detailed meth-
ods of using a peer-to-peer network to generate what was
described as “a system for electronic transactions with-
out relying on trust”.[9][10][11][12] In January 2009, the bit-
coin network came into existence with the release of the
first open source bitcoin client and the issuance of the first
bitcoins,[10][13][14][15] with Satoshi Nakamoto mining the
first block of bitcoins ever (known as the “genesis block”),
which had a reward of 50 bitcoins. The value of the first
bitcoin transactions were negotiated by individuals on the
bitcointalk forums with one notable transaction of 10,000
BTC used to indirectly purchase two pizzas delivered by
Papa John’s.[10]

On 6 August 2010, a major vulnerability in the bit-
coin protocol was spotted. Transactions weren't prop-
erly verified before they were included in the transac-
tion log or "blockchain" which let users bypass bitcoin’s
economic restrictions and create an indefinite number
of bitcoins.[16][17] On 15 August, the vulnerability was
exploited; over 184 billion bitcoins were generated in a
transaction, and sent to two addresses on the network.
Within hours, the transaction was spotted and erased
from the transaction log after the bug was fixed and
the network forked to an updated version of the bitcoin
protocol.[18][19] This was the only major security flaw
found and exploited in bitcoin’s history.[16][17]

1.2.3 Growth

Wikileaks[20] and other organizations began to accept bit-
coins for donations. The Electronic Frontier Foundation
began, and then temporarily suspended, bitcoin accep-
tance, citing concerns about a lack of legal precedent
about new currency systems.[21] The EFF’s decision was
reversed on 17 May 2013 when they resumed accepting
bitcoin.[22]

On 22 March 2011 WeUseCoins published the first vi-
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ral video [23] which has had over 6.4 million views. On
23 December 2011, Douglas Feigelson of BitBills filed a
patent application for “Creating And Using Digital Cur-
rency” with the United States Patent and Trademark Of-
fice, an action which was contested based on prior art in
June 2013.[24][25]

In January 2012, bitcoin was featured as the main subject
within a fictionalized trial on the CBS legal drama The
Good Wife in the third season episode "Bitcoin for Dum-
mies". The host of CNBC's Mad Money, Jim Cramer,
played himself in a courtroom scene where he testifies
that he doesn't consider bitcoin a true currency, saying
“There’s no central bank to regulate it; it’s digital and
functions completely peer to peer”.[26]

In October 2012, BitPay reported having over 1,000 mer-
chants accepting bitcoin under its payment processing
service.[27]

In February 2013 the bitcoin-based payment processor
Coinbase reported selling US$1 million worth of bitcoins
in a single month at over $22 per bitcoin.[28] The Internet
Archive announced that it was ready to accept donations
as bitcoins and that it intends to give employees the option
to receive portions of their salaries in bitcoin currency.[29]

In March the bitcoin transaction log or “blockchain” tem-
porarily forked into two independent logs with differing
rules on how transactions could be accepted. The Mt.
Gox exchange briefly halted bitcoin deposits and the ex-
change rate briefly dipped by 23% to $37 as the event
occurred[30][31] before recovering to previous level of ap-
proximately $48 in the following hours.[32] In the US, the
Financial Crimes Enforcement Network (FinCEN) es-
tablished regulatory guidelines for “decentralized virtual
currencies” such as bitcoin, classifying American “bitcoin
miners” who sell their generated bitcoins as Money Ser-
vice Businesses (or MSBs), that may be subject to regis-
tration and other legal obligations.[33][34][35]

In April, payment processors BitInstant and Mt. Gox
experienced processing delays due to insufficient
capacity[36] resulting in the bitcoin exchange rate drop-
ping from $266 to $76 before returning to $160 within
six hours.[37]

Bitcoin gained greater recognition when services such as
OkCupid and Foodler began accepting it for payment.[38]

On 15 May 2013, the US authorities seized accounts as-
sociated with Mt. Gox after discovering that it had not
registered as a money transmitter with FinCEN in the
US.[39][40]

On 23 June 2013, it was reported that the US Drug
Enforcement Administration listed 11.02 bitcoins as a
seized asset in a United States Department of Justice
seizure notice pursuant to 21 U.S.C. § 881.[41] It is the
first time a government agency has claimed to have seized
bitcoin.[42][43]

In July 2013 a project began in Kenya linking bitcoin with

M-Pesa, a popular mobile payments system, in an exper-
iment designed to spur innovative payments in Africa.[44]

During the same month the Foreign Exchange Admin-
istration and Policy Department in Thailand stated that
bitcoin lacks any legal framework and would therefore be
illegal, which effectively banned trading on bitcoin ex-
changes in the country.[45][46] According to Vitalik Bu-
terin, a writer for Bitcoin Magazine, “bitcoin’s fate in
Thailand may give the electronic currency more credibil-
ity in some circles”, but he was concerned it didn't bode
well for bitcoin in China.[47]

On 6 August 2013, Federal Judge Amos Mazzant of the
Eastern District of Texas of the Fifth Circuit ruled that
bitcoins are “a currency or a form of money” (specifically
securities as defined by Federal Securities Laws), and as
such were subject to the court’s jurisdiction,[48][49] and
Germany’s Finance Ministry subsumed bitcoins under the
term “unit of account”—a financial instrument—though
not as e-money or a functional currency, a classification
nonetheless having legal and tax implications.[50]

In October 2013, the FBI seized roughly 26,000 BTC
from website Silk Road during the arrest of alleged owner
Ross William Ulbricht.[51][52][53]

Two companies, Robocoin and Bitcoiniacs launched
the world’s first bitcoin ATM on 29 October 2013
in Vancouver, BC, Canada, allowing clients to sell
or purchase bitcoin currency at a downtown coffee
shop.[54][55][56]

In November 2013, the University of Nicosia announced
that it would be accepting bitcoin as payment for tu-
ition fees, with the university’s chief financial offi-
cer calling it the “gold of tomorrow”.[57] In December
Overstock.com[58] announced plans to accept bitcoin in
the second half of 2014. In January 2014, Zynga[59] an-
nounced it was testing bitcoin for purchasing in-game as-
sets in seven of its games. That same month, The D Las
Vegas Casino Hotel and Golden Gate Hotel & Casino
properties in downtown Las Vegas announced they would
also begin accepting bitcoin, according to an article by
USA Today. The article also stated the currency would
be accepted in five locations, including the front desk and
certain restaurants.[60]

In September 2014 TeraExchange, LLC, received ap-
proval from the U.S.Commodity Futures Trading Com-
mission “CFTC” to begin listing an over-the-counter
swap product based on the price of a bitcoin. The CFTC
swap product approval marks the first time a U.S. regula-
tory agency approved a bitcoin financial product.[61]

1.2.4 Prices and value history

Among the factors which may have contributed
to this rise were the European sovereign-debt cri-
sis—particularly the 2012–2013 Cypriot financial
crisis—statements by FinCEN improving the cur-
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The price of a bitcoin reached an all-time high of US$1124.76
on 29 November 2013, up from just US$13.36 on 5 January
at the start of the year; the price subsequently dropped into the
$200-$300 range. (semi logarithmic plot)

rency’s legal standing and rising media and Internet
interest.[62][63][64][65] The current all-time high was set
on 17 November 2013 at US$1216.73 on the Mt. Gox
exchange.[66]

As the market valuation of the total stock of bitcoins ap-
proached US$1 billion, some commentators called bit-
coin prices a bubble.[67][68][69] In early April 2013, the
price per bitcoin dropped from $266 to around $50 and
then rose to around $100. Over two weeks starting late
June 2013 the price dropped steadily to $70. The price
began to recover, peaking once again on 1 October at
$140. On 2 October, The Silk Road was seized by the
FBI. This seizure caused a flash crash to $110. The
price quickly rebounded, returning to $200 several weeks
later.[70] The latest run went from $200 on 3 November
to $900 on 18 November.[71] bitcoin passed a US$1000
all-time high on 28 November 2013 at Mt. Gox.
Prices fell to around $400 in April 2014, before rallying
in the middle of the year. They then declined to not much
more than $200 in early 2015.[72]

Until 2013 almost all market with bitcoins were in US
$.[73][74][75]

1.2.5 Satoshi Nakamoto

Main article: Satoshi Nakamoto

“Satoshi Nakamoto” is presumed to be a pseudonym
for the person or people who designed the original bit-
coin protocol in 2008 and launched the network in 2009.
Nakamoto was responsible for creating the majority of
the official bitcoin software and was active in making
modifications and posting technical information on the
BitcoinTalk Forum.[86]

Investigations into the real identity of Satoshi Nakamoto
were attempted by The New Yorker and Fast Company.
The New Yorker’s investigation brought up at least two
possible candidates: Michael Clear and Vili Lehdonvirta.
Fast Company's investigation brought up circumstantial
evidence linking an encryption patent application filed
by Neal King, Vladimir Oksman and Charles Bry on 15
August 2008, and the bitcoin.org domain name which

was registered 72 hours later. The patent application
(#20100042841) contained networking and encryption
technologies similar to bitcoin’s, and textual analysis re-
vealed that the phrase "... computationally impractical
to reverse” appeared in both the patent application and
bitcoin’s whitepaper.[9] All three inventors explicitly de-
nied being Satoshi Nakamoto.[87][88] In May 2013, Ted
Nelson speculated that Japanese mathematician Shinichi
Mochizuki is Satoshi Nakamoto.[89] Later in 2013 the
Israeli researchers Dorit Ron and Adi Shamir pointed
to Silk Road-linked Ross William Ulbricht as the pos-
sible person behind the cover. The two researchers based
their suspicion on an analysis of the network of bitcoin
transactions.[90] These allegations were contested.[91] Ron
and Shamir later retracted their claim.[92]

Nakamoto’s involvement with bitcoin does not appear to
extend past mid-2010.[93] In April 2011, Nakamoto com-
municated with a bitcoin contributor, saying that he had
“moved on to other things”.[94]

Stefan Thomas, a Swiss coder and active commu-
nity member, graphed the time stamps for each of
Nakamoto’s 500-plus bitcoin forum posts; the resulting
chart showed a steep decline to almost no posts between
the hours of 5 a.m. and 11 a.m. Greenwich Mean Time.
Because this pattern held true even on Saturdays and Sun-
days, it suggested that Nakamoto was asleep at this time,
and the hours of 5 a.m. to 11 a.m. GMT are midnight to
6 a.m. Eastern Standard Time (North American Eastern
Standard Time). Other clues suggested that Nakamoto
was British: A newspaper headline he had encoded in the
genesis block came from the UK-published newspaper
The Times, and both his forum posts and his comments
in the bitcoin source code used British English spellings,
such as “optimise” and “colour”.[95]

An Internet search by an anonymous blogger of texts sim-
ilar in writing to the bitcoin whitepaper suggests Nick Sz-
abo's “bit gold” articles as having a similar author.[6] Nick
denied being Satoshi, and stated his official opinion on
Satoshi and bitcoin in a May 2011 article.[96]

In a March 2014 article in Newsweek, journalist Leah
McGrath Goodman doxed Dorian S. Nakamoto of
Temple City, California, saying that Satoshi Nakamoto
is the man’s birth name.[97][98]

In June 2016, the London Review of Books published a
piece by Andrew O'Hagan about Nakamoto.[99]

1.2.6 The fork of March 2013

On 12 March 2013, a bitcoin miner running version 0.8.0
of the bitcoin software created a large block that was con-
sidered invalid in version 0.7 (due to an undiscovered in-
consistency between the two versions). This created a
split or “fork” in the blockchain since computers with the
recent version of the software accepted the invalid block
and continued to build on the diverging chain, whereas
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older versions of the software rejected it and continued
extending the blockchain without the offending block.
This split resulted in two separate transaction logs being
formed without clear consensus, which allowed for the
same funds to be spent differently on each chain. In re-
sponse, the Mt. Gox exchange temporarily halted bitcoin
deposits.[100] The exchange rate fell 23% to $37 on the
Mt. Gox exchange but rose most of the way back to its
prior level of $48.[30][31]

Miners resolved the split by downgrading to version 0.7,
putting them back on track with the canonical blockchain.
User funds largely remained unaffected and were avail-
able when network consensus was restored.[101] The net-
work reached consensus and continued to operate as nor-
mal a few hours after the split.[102]

1.2.7 Regulatory issues

On 18 March 2013, the Financial Crimes Enforcement
Network (or FinCEN), a bureau of the United States
Department of the Treasury, issued a report regarding
centralized and decentralized “virtual currencies” and
their legal status within "money services business" (MSB)
and Bank Secrecy Act regulations.[35][40] It classified dig-
ital currencies and other digital payment systems such
as bitcoin as "virtual currencies" because they are not
legal tender under any sovereign jurisdiction. FinCEN
cleared American users of bitcoin of legal obligations[40]

by saying, “A user of virtual currency is not an MSB un-
der FinCEN’s regulations and therefore is not subject to
MSB registration, reporting, and recordkeeping regula-
tions.” However, it held that American entities who gen-
erate “virtual currency” such as bitcoins are money trans-
mitters or MSBs if they sell their generated currency for
national currency: "...a person that creates units of con-
vertible virtual currency and sells those units to another
person for real currency or its equivalent is engaged in
transmission to another location and is a money transmit-
ter.” This specifically extends to “miners” of the bitcoin
currency who may have to register as MSBs and abide
by the legal requirements of being a money transmitter if
they sell their generated bitcoins for national currency and
are within the United States.[33] Since FinCEN issued this
guidance, dozens of virtual currency exchangers and ad-
ministrators have registered with FinCEN, and FinCEN
is receiving an increasing number of suspicious activity
reports (SARs) from these entities.[103]

Additionally, FinCEN claimed regulation over American
entities that manage bitcoins in a payment processor set-
ting or as an exchanger: “In addition, a person is an ex-
changer and a money transmitter if the person accepts
such de-centralized convertible virtual currency from one
person and transmits it to another person as part of the ac-
ceptance and transfer of currency, funds, or other value
that substitutes for currency.”[34][35]

In summary, FinCEN’s decision would require bitcoin ex-

changes where bitcoins are traded for traditional curren-
cies to disclose large transactions and suspicious activity,
comply with money laundering regulations, and collect
information about their customers as traditional financial
institutions are required to do.[40][104][105]

Patrick Murck of the Bitcoin Foundation criticized Fin-
CEN’s report as an “overreach” and claimed that Fin-
CEN “cannot rely on this guidance in any enforcement
action”.[106]

Jennifer Shasky Calvery, the director of FinCEN said,
“Virtual currencies are subject to the same rules as other
currencies. ... Basic money-services business rules apply
here.”[40]

In its October 2012 study, Virtual currency schemes, the
European Central Bank concluded that the growth of vir-
tual currencies will continue, and, given the currencies’
inherent price instability, lack of close regulation, and
risk of illegal uses by anonymous users, the Bank warned
that periodic examination of developments would be nec-
essary to reassess risks.[107]

In 2013, the U.S. Treasury extended its anti-money
laundering regulations to processors of bitcoin
transactions.[108][109]

In June 2013, Bitcoin Foundation board member Jon Ma-
tonis wrote in Forbes that he received a warning letter
from the California Department of Financial Institutions
accusing the foundation of unlicensed money transmis-
sion. Matonis denied that the foundation is engaged in
money transmission and said he viewed the case as “an
opportunity to educate state regulators.”[110]

In late July 2013, the industry group Committee for the
Establishment of the Digital Asset Transfer Authority
began to form to set best practices and standards, to
work with regulators and policymakers to adapt exist-
ing currency requirements to digital currency technol-
ogy and business models and develop risk management
standards.[111]

In 2014, the U.S. Securities and Exchange Commission
filed an administrative action against Erik T. Voorhees,
for violating Securities Act Section 5 for publicly offering
unregistered interests in two bitcoin websites in exchange
for bitcoins.[112]

1.2.8 Theft and exchange shutdowns

Theft of bitcoin has been documented on numerous occa-
sions. At other times, bitcoin exchanges have shut down,
taking their clients’ bitcoins with them. A Wired study
published April 2013 showed that 45 percent of bitcoin
exchanges end up closing.[113]

On 19 June 2011, a security breach of the Mt. Gox bit-
coin exchange caused the nominal price of a bitcoin to
fraudulently drop to one cent on the Mt. Gox exchange,
after a hacker used credentials from a Mt. Gox auditor’s
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compromised computer illegally to transfer a large num-
ber of bitcoins to himself. They used the exchange’s soft-
ware to sell them all nominally, creating a massive “ask”
order at any price. Within minutes, the price reverted to
its correct user-traded value.[114][115][116][117][118][119] Ac-
counts with the equivalent of more than US$8,750,000
were affected.[116]

In July 2011, the operator of Bitomat, the third-largest
bitcoin exchange, announced that he lost access to his
wallet.dat file with about 17,000 bitcoins (roughly equiv-
alent to US$220,000 at that time). He announced that he
would sell the service for the missing amount, aiming to
use funds from the sale to refund his customers.[120]

In August 2011, MyBitcoin, a now defunct bitcoin trans-
action processor, declared that it was hacked, which
caused it to be shut down, paying 49% on customer
deposits, leaving more than 78,000 bitcoins (equiva-
lent to roughly US$800,000 at that time) unaccounted
for.[121][122]

In early August 2012, a lawsuit was filed in San Fran-
cisco court against Bitcoinica — a bitcoin trading venue
— claiming about US$460,000 from the company. Bit-
coinica was hacked twice in 2012, which led to allegations
that the venue neglected the safety of customers’ money
and cheated them out of withdrawal requests.[123][124]

In late August 2012, an operation titled Bitcoin Sav-
ings and Trust was shut down by the owner, leav-
ing around US$5.6 million in bitcoin-based debts;
this led to allegations that the operation was a Ponzi
scheme.[125][126][127][128] In September 2012, the U.S.
Securities and Exchange Commission had reportedly
started an investigation on the case.[129]

In September 2012, Bitfloor, a bitcoin exchange, also re-
ported being hacked, with 24,000 bitcoins (worth about
US$250,000) stolen. As a result, Bitfloor suspended
operations.[130][131] The same month, Bitfloor resumed
operations; its founder said that he reported the theft to
FBI, and that he plans to repay the victims, though the
time frame for repayment is unclear.[132]

On 3 April 2013, Instawallet, a web-based wallet
provider, was hacked,[133] resulting in the theft of over
35,000 bitcoins[134] which were valued at US$129.90 per
bitcoin at the time, or nearly $4.6 million in total. As a
result, Instawallet suspended operations.[133]

On 11 August 2013, the Bitcoin Foundation announced
that a bug in a pseudorandom number generator within
the Android operating system had been exploited to steal
from wallets generated by Android apps; fixes were pro-
vided 13 August 2013.[135]

In October 2013, Inputs.io, an Australian-based bitcoin
wallet provider was hacked with a loss of 4100 bitcoins,
worth over A$1 million at time of theft. The service was
run by the operator TradeFortress. Coinchat, the asso-
ciated bitcoin chat room, has been taken over by a new
admin.[136]

On 26 October 2013, a Hong-Kong based bitcoin trad-
ing platform owned by Global Bond Limited (GBL) van-
ished with 30 million yuan (US$5 million) from 500
investors.[137]

Mt. Gox, the Japan-based exchange that in 2013 han-
dled 70% of all world-wide Bitcoin traffic, declared
bankruptcy in February 2014, with bitcoins worth about
$390 million missing, for unclear reasons. The CEO was
arrested and charged with embezzlement.[138]

On 3 March 2014, Flexcoin announced it was closing its
doors because of a hack attack that took place the day
before.[139][140][141] In a statement that now occupies their
homepage, they announced on 3 March 2014 that “As
Flexcoin does not have the resources, assets, or otherwise
to come back from this loss [the hack], we are closing our
doors immediately.”[142] Users can no longer log in to the
site.
Chinese cryptocurrency exchange Bter lost $2.1 million
in BTC in February 2015.[143]

The Slovenian exchange Bitstamp lost bitcoin worth $5.1
million to a hack in January 2015.[144]

The US-based exchange Cryptsy declared bankruptcy
in January 2016, ostensibly because of a 2014 hacking
incident; the court-appointed receiver later alleged that
Cryptsy’s CEO had stolen $3.3 million.[145]

In May 2016, GateCoin closed temporarily after a breach
had caused a loss of about $2 million in cryptocurrency. It
pledged to reopen and make reimburse its customers.[146]

In August 2016, hackers stole some $72 million in
customer bitcoin from the Hong-Kong-based exchange
Bitfinex.[147]

1.2.9 Taxation and regulation

In 2012, the Cryptocurrency Legal Advocacy Group
(CLAG) stressed the importance for taxpayers to deter-
mine whether taxes are due on a bitcoin-related transac-
tion based on whether one has experienced a "realization
event": when a taxpayer has provided a service in ex-
change for bitcoins, a realization event has probably oc-
curred and any gain or loss would likely be calculated us-
ing fair market values for the service provided.”[148]

In August 2013, the German Finance Ministry char-
acterized bitcoin as a unit of account,[50][149] usable in
multilateral clearing circles and subject to capital gains
tax if held less than one year.[149]

On 5 December 2013, the People’s Bank of China an-
nounced in a press release regarding bitcoin regulation
that whilst individuals in China are permitted to freely
trade and exchange bitcoins as a commodity, it is prohib-
ited for Chinese financial banks to operate using bitcoins
or for bitcoins to be used as legal tender currency, and that
entities dealing with bitcoins must track and report suspi-
cious activity to prevent money laundering.[150] The value
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of bitcoin dropped on various exchanges between 11 and
20 percent following the regulation announcement, be-
fore rebounding upward again.[151]

1.2.10 Sports sponsorship

On June 18, 2014, it was announced that bitcoin payment
service provider BitPay would become the new sponsor of
the St. Petersburg Bowl game under a two-year deal, re-
named the Bitcoin St. Petersburg Bowl. Bitcoin will be
accepted for ticket and concession sales as part of the
sponsorship, and the sponsorship itself was also paid for
using bitcoin.[152] On April 2, 2015, after one year of
sponsorship, BitPay declined to renew sponsorship of the
game.[153]
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1.2.12 External Links

• Interactive bitcoin history

• Wolfram|Alpha bitcoin price tracking

1.3 Legality of bitcoin by country

The legal status of bitcoin varies substantially from coun-
try to country and is still undefined or changing in many
of them. While some countries have explicitly allowed its
use and trade, others have banned or restricted it. Like-
wise, various government agencies, departments, and
courts have classified bitcoins differently. While this ar-
ticle provides the legal status of bitcoin, regulations and
bans that apply to this cryptocurrency likely extend to
similar systems as well.

1.3.1 List by country

1.3.2 Details by country

Australia

In December 2013, the governor of the Reserve Bank of
Australia (RBA) indicated in an interview about bitcoin
legality stating, “There would be nothing to stop people in
this country deciding to transact in some other currency
in a shop if they wanted to. There’s no law against that,
so we do have competing currencies.”[2]

Australia classifies bitcoin as property[47] and therefore
purchases made with bitcoin as barter.[48] The Australian
government has released tax guidelines for individuals[49]

and businesses.[50]

China

While private parties can hold and trade bitcoins in China,
regulation prohibits financial firms like banks from do-
ing the same.[10]:China On 5 December 2013, China Cen-
tral Bank made its first step in regulating bitcoin by
prohibiting financial institutions from handling bitcoin
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transactions.[51] In a statement on the central bank’s web-
site the People’s Bank of China said financial institutions
and payment companies cannot give pricing in, buy and
sell bitcoin or insure bitcoin-linked products. On 16 De-
cember it was speculated that the People’s Bank of China
had issued a new ban on third-party payment processors
from doing business with bitcoin exchanges,[52] however
a statement from BTC China suggests this isn't accurate,
and rather payment processors had voluntarily withdrawn
their services.[53] On 1 April 2014 China Central Bank
ordered commercial banks and payment companies to
close bitcoin trading accounts in two weeks.[54] Trading
bitcoins by individuals is legal in China.[51][55]

Czech Republic

On 25 September 2013, Analytical department of Min-
istry of Finance of Czech Republic published legal guid-
ance for buying and selling digital currencies.[56] Trans-
actions worth more than 1.000 EUR are considered
“AML high-risk” in accordance to § 6 para. of Act No.
253/2008 Code. Transactions worth more than 15.000
EUR are considered “AML suspicious” in accordance to
§ 18 of Act No. 253/2008 Code.[note 1]

The Czech National Bank (CNB) stated on February 10,
2014:[12]

• “The data in the bitcoin protocol do not have the
character of receivables from another person, there-
fore they are neither cashless means of payment nor
electronic money (§4 of ZPS - Czech Payment Sys-
tem Law) resp. funds in the sense of §2/1c ZPS. The
purchase or sale of bitcoins for personal use is nei-
ther a payment service in the sense of §3/1 ZPS, nor
a cashless trade with foreign currency (§2/1e ZPS).
In the same vein, sending a transaction in the bitcoin
protocol (e.g., sending a specific amount of bitcoins
to another user) or 'management of a bitcoin account
for another person' (when a different person man-
ages bitcoins for their owner, typically using a 'vir-
tual wallet' at an Internet page) does not represent a
payment service in the sense of ZPS... Therefore,
bitcoin trading does not require authorization by the
CNB (and the CNB cannot grant such an authoriza-
tion), and is not a subject of supervision.”[note 2]

• “A purchase or sale of bitcoins does not induce the
status of an obliged person in terms of AML reg-
ulations, but if an obliged person – a financial in-
stitution, real estate business, etc. – meets bitcoin
trading, it should pay a special attention...”[note 3]

• “We conclude that an authorization for acceptance
of bitcoins in payment for goods or services by CNB
is not needed. But it is important to warn that in the
Czech environment, a systematic denial of domestic
banknotes and coins could carry out the attributes of

a criminal act, threatening the circulation of domes-
tic money.”[note 4]

Denmark

On 17 December 2013, Denmark’s Financial Supervi-
sory Authority (FSA) has issued a statement that echoes
EBA’s warning. In addition, FSA says that doing busi-
ness with bitcoin does not fall under its regulatory author-
ity and therefore FSA does not currently prevent anyone
from opening such businesses.[57] FSA’s chief legal ad-
viser says that Denmark might consider amending exist-
ing financial legislation to cover virtual currencies.[58]

Ecuador

The National Assembly of Ecuador banned bitcoins
including other decentralized digital/crypto currencies.
Due to the establishment of a new state-run electronic
money system. Ecuador’s new project would be con-
trolled by the government and tied directly to the local
currency—the dollar. Users will be able to pay for se-
lect services and send money between individuals. This
will begin in mid-February 2015. “Electronic money is
designed to operate and support the monetary scheme of
dollarization,” economist Diego Martinez, a delegate of
the President of the Republic to the Board of Regulation
and Monetary and Financial Policy.[59]

Estonia

The Estonian Central bank refers to bitcoin as a “prob-
lematic scheme” and “Ponzi scheme”.[60] The Estonian
Financial Intelligence Unit stated that every person who
exchanges any amount of bitcoin requires a license and
that every person who trades more than 1000 Euro per
months needs to be met in person and a copy of id made
and kept.[61]

European Union

According to the European Central Bank, traditional fi-
nancial sector regulation is not applicable to bitcoin be-
cause it does not involve traditional financial actors.[62]:5

Others in the EU have stated, however, that existing
rules can be extended to include bitcoin and bitcoin
companies.[10]

The European Central Bank classifies bitcoin as a con-
vertible decentralized virtual currency.[62]:6 In July 2014
the European Banking Authority advised European banks
not to deal in virtual currencies such as bitcoin until a reg-
ulatory regime was in place.[63]

In October 2015, the European Court of Justice ruled
that bitcoin transactions are exempt from consumption
tax similarly as traditional cash.[64] According to judges,
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the tax shouldn’t be charged because bitcoins should be
treated as a means of payment.[65]

Finland

Ruling 034/2014 by the Finnish Central Board of Taxes
(CBT) stated that commission fees charged on bitcoin
purchases by an exchange market were, under the EU
VAT Directive, banking services and therefore VAT ex-
empt. This is because the court classified bitcoins as pay-
ment instruments - whereas most countries treat their use
as an unregulated method for the exchange of goods, or
even as a crime.[66]

France

The French Ministry of Finance issued regulations on
July 11, 2014 requiring:[14]

1) Identity verification during the opening of, withdrawal
from, or deposit to a virtual currency account.
2) Capital gains are taxable as business profits (BIC) or
as non-commercial profits (BNC), depending on if the
activity is undertaken habitually or not. Assets held in
bitcoin must also be reported pertaining to the wealth tax
(ISF).
3) Proposed ceiling on payments consistent with current
rules for cash payments.
4) Conformance with regulations at the European Union
level for bitcoin exchanges pertaining to identity verifica-
tion of transaction participants and anti-money launder-
ing.

G7

In 2013 the G7's Financial Action Task Force issued the
following statement in guidelines which may be appli-
cable to companies involved in transmitting bitcoin and
other currencies, “Internet-based payment services that
allow third party funding from anonymous sources may
face an increased risk of [money laundering/terrorist fi-
nancing].” They concluded that this may “pose challenges
to countries in [anti-money laundering/counter terrorist
financing] regulation and supervision”.[15]

Germany

On 19 August 2013, the German Finance Ministry an-
nounced that bitcoin is now essentially a “unit of account”
and can be used for the purpose of tax and trading in
the country. It is not classified as a foreign currency or
e–money but stands as “private money” which can be
used in “multilateral clearing circles”, according to the
ministry.[67]

Hong Kong

On 16 November 2013, Norman Chan, the chief exec-
utive of Hong Kong Monetary Authority (HKMA) said
that bitcoins is only a virtual commodity. He also decided
that bitcoins will not be regulated by HKMA. However,
the authority will be closely watching the usage of bitcoins
locally and its development overseas.[68]

Iceland

The Icelandic Central Bank confirmed that “it is prohib-
ited to engage in foreign exchange trading with the elec-
tronic currency bitcoin, according to the Icelandic For-
eign Exchange Act”.[69]

India

In June 2013, the Reserve Bank of India (RBI) issued a
notice acknowledging that virtual currencies posed legal,
regulatory and operational challenges.[70] In August 2013,
a spokesperson wrote in an email that bitcoin was under
observation.[71]

On 24 December 2013, the Reserve Bank of India issued
an advisory to the Indian public to be cautious in buying
or selling of virtual currencies, including bitcoin.[72][73]

Following the announcement bitcoin operators in the
country began suspending operations.[74]

The first raid in India was undertaken a couple of days
later in Ahmedabad by the Enforcement Directorate
(ED) on the office of the website, buysellbit.co.in, that
provided a platform to trade in this virtual currency. The
preliminary investigations found it to be in violation of
the Foreign Exchange Management Act (FEMA).[75]

On 28 December 2013, the Deputy Governor of the RBI,
K. C. Chakrabarty, made a statement that RBI had no
plans to regulate bitcoin.[19][76]

Indonesia

On 21 December 2013, Difi Ahmad, the executive di-
rector of communication at Bank Indonesia (BI) said that
bitcoin is a potential payment method but could poten-
tially be used in scams and money laundering operations.
Since it is not regulated by banks, it has its associated
risks. The central bank of Indonesia is currently study-
ing bitcoin and they have no plans to issue regulations on
it.[77]

On 16 January 2014, Ronald Waas, deputy governor of
Bank Indonesia said that bitcoin usage would break a
number of laws including Undang-undang Bank Indone-
sia (Bank Indonesia Act), Undang-undang Informasi dan
Transaksi Elektronik (Information and Electronic Trans-
action Act), and Undang-undang Mata Uang (Monetary
Act). For example, Undang-undang Mata Uang states
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that Rupiah is the only legal tender in the country. He
also strongly advised the public against using bitcoins be-
cause security of bitcoins transactions are not guaranteed.
However, currently BI does not have detailed policies of
regulating or banning bitcoins usage.[78][79]

On 6 February 2014, Bank Indonesia is stating that bit-
coin and other virtual currencies are not currencies or
legal tender in Indonesia. The people are urged to ex-
ercise caution towards bitcoin and other virtual curren-
cies. All risks regarding ownership or use of bitcoin are
borne by the owner or user of bitcoin and other virtual
currencies.[20][80] In September 2014, deputy governor of
BI discourage the public against using bitcoin as a pay-
ment method.[81]

Israel

On February 19, 2014, the Bank of Israel issued a public
service announcement detailing some of the risks associ-
ated with using bitcoin.[82]

On August 11, 2014, the Bank of Israel announced the
formation of an inter-bureau team exploring the bitcoin
issue, including representatives of the Bank of Israel,
Ministry of Finance, Israel Money Laundering and Ter-
ror Financing Prohibition Authority, Israel Tax Author-
ity, Israel Securities Authority and more. As of March
2015, no official guidelines regarding bitcoin have been
published.[83]

The Israel Bar Association considers the virtual currency
an appropriate form of payment for attorneys.[84]

Japan

On 7 March 2014, the Japanese government, in response
to a series of questions asked in the National Diet, made
a cabinet decision on the legal treatment of bitcoins in the
form of answers to the questions.[85] The decision did not
see bitcoin as currency nor bond under the current Bank-
ing Act and Financial Instruments and Exchange Law,
prohibiting banks and securities companies from dealing
in bitcoins. The decision also acknowledges that there
are no laws to unconditionally prohibit individuals or le-
gal entities from receiving bitcoins in exchange for goods
or services. Taxes may be applicable to bitcoins.
According to Nikkei Asian Review, in February 2016,
“Japanese financial regulators have proposed handling
virtual currencies as methods of payment equivalent to
conventional currencies”.[86]

Jordan

The Central Bank of Jordan prohibits banks, currency
exchanges, financial companies, and payment service
companies from dealing in bitcoins or other digital

currencies.[87] While it warned the public of risks of bit-
coins, and that they are not legal tender, bitcoins are still
accepted by small businesses and merchants.[87]

Lithuania

Bank of Lithuania released a warning on 31 January 2014
that bitcoin is not recognized as legal tender in Lithuania
and that bitcoin users should be aware of high risks that
come with the usage of it.[24]

Luxembourg

The Commission de Surveillance du Secteur Financier
(CSSF) issued a communication in February 2014 stating
the country’s position regarding “virtual currencies":[25]

“virtual” currencies are considered as money, since they
are accepted as a means of payment of goods and services
by a sufficiently large group of people.
More specifically, they are scriptural money as opposed
to cash in the form of banknotes and coins. The scrip-
tural nature does not require a tangible writing, similarly
to electronic documents or signatures that do not require
paper. Virtual currencies may thus be electronic money,
but not necessarily within the meaning of the European
Directive 2009/110 which provides for a definition of
electronic money limited to its own scope.
The issuing of virtual currencies is not regulated from a
monetary point of view. On the other hand, the CSSF re-
minds that nobody can be established in Luxembourg to
carry out an activity of the financial sector without an au-
thorisation by the Minister of Finance and without being
subject to the prudential supervision of the CSSF (Article
14 of the law of 5 April 1993 on the financial sector).
Therefore, the potential interested persons who would
like to establish themselves in Luxembourg in order to
carry out an activity of the financial sector (as, for in-
stance, the issuing of means of payments in the form
of virtual or other currencies, the provision of payment
services using virtual or other currencies, the creation of
a market (platform) to trade virtual or other currencies)
shall define their business purpose and their activity in
a sufficiently concrete and precise manner to allow the
CSSF to determine for which status they need to receive
the ministerial authorisation.
The CSSF encouraged these individuals to contact its
officials about facilitating digital currency-related com-
merce in the country, and suggested it will operate on a
case-by-case basis with its regulatory decisions.[26]

The first Luxembourg “BitLicence” has been granted on
12 October 2015 to SnapSwap.[27] The CSSF explained
in May 2015 that a few companies were in the process of
acquiring a similar licences, further adding it was possible
to get “Your licence within six months”.[88]
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Malaysia

On 4 November 2013, Bank Negara Malaysia (BNM)
met with local bitcoin proponents to learn more about the
currency but did not comment at the time.[89] BNM is-
sued a statement on 6 January 2014 that bitcoin is not
recognised as a legal tender in Malaysia. The central bank
will not regulate bitcoin operations at the moment and
users should aware of the risks associated with bitcoin
usage.[90][91]

Norway

The Norwegian Tax Administration stated in December
2013 that they don't define bitcoin as money but regard it
as an asset. Profits are subjected to wealth tax. In busi-
ness, use of bitcoin falls under the sales tax regulation.[92]

Philippines

On 6 March 2014, Bangko Sentral ng Pilipinas (BSP) is-
sued a statement on risks associated with bitcoin trading
and usage. Bitcoin exchanges are not regulated by BSP
at the moment. BSP will be monitoring the possibility
of bitcoin usage in money laundering and other illegal
purposes.[30]

Poland

Szymon Woźniak of the Ministry of Finance made an
official announcement on the legality of bitcoin on 18
December 2013 at a conference at the Warsaw School
of Economics stating that the Ministry of Finance does
not consider bitcoin illegal and does not want to hin-
der its development.[93] He clarified that while not ille-
gal, bitcoin cannot be considered legal tender, and, in the
light of the directives of the European Union, it is nei-
ther electronic money.[93] As of January 27, 2015 sev-
eral banks have closed accounts of clients trading bitcoin,
and indicated “presumption of criminal offense” as the
cause, with “criminal offense” presumably being “cryp-
tocurrency trade”.[94]

Russia

CNBC reported that bitcoin was illegal in Russia in
2014,[33] as did the European Parliament.[10]:Russia Var-
ious Russian authorities and organizations have spoken
out or taken actions against bitcoin. In early 2015,
Russia’s media regulator blocked several bitcoin-related
websites,[32] and a Russian state-owned media outlet re-
ported that according to “the [Russian] Central Bank...
bitcoin usage [is] illegal under Russian federal law,”[32]

and in February 2014, the Russian Prosecutor General’s
Office was quoted as saying, “Cyber currencies... includ-
ing the most well-known, bitcoin, are money substitutes

and cannot be used by individuals or legal entities.”[34] In
2014 the Bank of Russia issued a statement on bitcoin
usage in which it was characterized as money substitute
banned in Russia.[95] In February 2014, Russia’s Prose-
cutor General’s Office claimed that bitcoin is a money
substitute and “cannot be used by individuals or legal
entities”.[96] In September 2014, Deputy Finance Minis-
ter Aleksey Moiseev announced that a law will be passed
by Spring 2015.[97] In July 2016, Deputy Finance Min-
ister Aleksey Moiseev announced that the new law will
define bitcoin as a foreign currency. Russians will be able
to buy bitcoins and use them abroad. He is also expected
that the new law will pass by the end of 2016.[98]

Singapore

On September 22, 2013, the Monetary Authority of Sin-
gapore (MAS) warned users of the risks associated with
using bitcoin stating “If bitcoin ceases to operate, there
may not be an identifiable party responsible for refund-
ing their monies or for them to seek recourse”[99] and in
December 2013 stated “Whether or not businesses accept
bitcoins in exchange for their goods and services is a com-
mercial decision in which MAS does not intervene”[100]

In January 2014, the Inland Revenue Authority of Singa-
pore issued a series of tax guidelines according to which
bitcoin transactions may be treated as a barter exchange if
it is used as a payment method for real goods and services.
Businesses that deal with bitcoin currency exchanges will
be taxed based on their bitcoin sales.[101]

Slovenia

On December 23, 2013 the Slovenian Ministry of Fi-
nance made an announcement [102] stating that bitcoin is
neither a currency nor an asset. There is no capital gains
tax chargeable on bitcoin, however bitcoin mining is taxed
and businesses selling goods/services in bitcoin are also
taxed.

Slovakia

The National Bank of Slovakia (NBS), stated[35] that bit-
coin does not have the legal attributes of a currency, and
therefore does not fall under national control.[note 5] Euro-
pean legislation, including the Slovak law, does not define
the activities associated with virtual currency. Such ac-
tivities are not regulated and supervised by the National
Bank of Slovakia or the European Central Bank. At the
same time NBS points out that any legal person or natural
person in the Slovak Republic shall not issue any notes or
any other coins. Unlawful manufacturing of banknotes
and coins and putting them into circulation is punishable
by law. In this context, NBS points out that virtual curren-
cies have not a physical counterpart in the form of legal
tender and participation in such a scheme (virtual cur-

https://en.wikipedia.org/wiki/Bank_Negara_Malaysia
https://en.wikipedia.org/wiki/Malaysia
https://en.wikipedia.org/wiki/Norwegian_Tax_Administration
https://en.wikipedia.org/wiki/Asset
https://en.wikipedia.org/wiki/Sales_tax
https://en.wikipedia.org/wiki/Bangko_Sentral_ng_Pilipinas
https://en.wikipedia.org/wiki/Ministry_of_Finance_(Poland)
https://en.wikipedia.org/wiki/Warsaw_School_of_Economics
https://en.wikipedia.org/wiki/Warsaw_School_of_Economics
https://en.wikipedia.org/wiki/Legal_tender
https://en.wikipedia.org/wiki/Electronic_money
https://en.wikipedia.org/wiki/European_Parliament
https://en.wikipedia.org/wiki/Bank_of_Russia
https://en.wikipedia.org/wiki/Monetary_Authority_of_Singapore
https://en.wikipedia.org/wiki/Monetary_Authority_of_Singapore
https://en.wikipedia.org/wiki/Inland_Revenue_Authority_of_Singapore
https://en.wikipedia.org/wiki/Inland_Revenue_Authority_of_Singapore


40 CHAPTER 1. OVERVIEW

rency) is at your own risk. Exchanges or purchases of
virtual currencies represent the business risk of investors
and investors’ money are not protected. For any compen-
sation or losses caused by such exchanges or purchases
there is no legal entitlement.

South Africa

The South Africa Reserve Bank Position Paper on Vir-
tual Currencies issued on 3 December 2014 came to 3
conclusions:[103]

1. The Bank does not oversee, supervise or regulate the
Virtual Currency (VC) landscape, systems or intermedi-
aries for effectiveness, soundness, integrity or robustness.
Consequently, any and all activities related to the acqui-
sition, trading or use of VCs (particularly Decentralized
Convertible Virtual Currencies - DCVCs) are performed
at the end-user‟s sole and independent risk and have no
recourse to the Bank.
2. Given the current landscape and information currently
available, the Bank contends that VCs pose no significant
risk to financial stability, price stability or the National
Payment System. However, end-users, whether individu-
als or businesses that accept VCs and businesses involved
in the VCs ecosystem, are cautioned that any activities
performed or undertaken with VCs are at their sole and
independent risk.
3. In line with the Bank‟s position that regulation should
follow innovation, the Bank continues monitoring devel-
opments in this regard and reserves the right to change
its position should the landscape warrant regulatory in-
tervention.

South Korea

There are no laws in South Korea regulating the use of bit-
coin at present.[1]:South Korea On December 12, 2013, the
president of the Bank of Korea recommended at a press
conference that bitcoin be regulated in the future.[104]

Sweden

The Swedish jurisdiction is in general quite favorable for
bitcoin businesses and users as compared to other coun-
tries within the EU and the rest of the world. The gov-
ernmental regulatory and supervisory body Swedish Fi-
nancial Supervisory Authority (Finansinspektionen) have
legitimized the fast growing industry by publicly pro-
claiming bitcoin and other digital currencies as a means
of payment. For certain businesses interacting with fiat
(mainly exchanges) the current regulation dictates that an
application for approval/license must be filed and all the
AML/CTF and KYC regulations applicable to more tra-
ditional financial service providers must be followed.

Switzerland

On 5 December 2013 a proposal was put forth by 45
members of the Swiss Parliament for digital sustainability
(Pardigli), that calls on the Swiss government to evaluate
the opportunities for utilization of bitcoin by the country’s
financial sector.[105] It also seeks clarification on the bit-
coin’s legal standing with respect to VAT, securities and
anti-money laundering laws.[106]

In response to the parliament postulates, the Swiss
Federal Council issued a report on virtual currencies in
June 2014.[107] The report states that since virtual cur-
rencies are not in a legal vacuum, the Federal Council has
concluded that there is no need for legislative measures to
be taken at the moment.

Taiwan

While bitcoin itself is not illegal here, approvals for bit-
coin ATMs have been refused.[1]:Taiwan

On 6 December 2013, Perng Fai-nan said that bitcoin is
only used in certain communities. Besides, he also opined
that the value of bitcoin is a bubble and is highly volatile.
Therefore, he advised the public against the speculation
of bitcoins to prevent making a loss during the process.
The central bank is closely watching the development of
bitcoin and plan to impose regulations in the future.[108]

On 31 December 2013, Financial Supervisory Commis-
sion (Republic of China) (FSC) and CBC issued a joint
statement which warns against the use of bitcoins. It is
stated that bitcoins remains highly volatile, highly specu-
lative, and is not entitled to legal claims or guarantee of
conversion.[109]

On 5 January 2014, FSC chairman Tseng Ming-chung
stated that FSC will not allow the installation of bitcoin
ATM in Taiwan because bitcoin is not a currency and
it should not be accepted by individuals and banks as
payment.[110]

However, despite this, three of the four major conve-
nience store chains in Taiwan make available bitcoin pur-
chases through their kiosk systems,[111] and the largest
chain now allows bitcoin to be used for purchases.[112]

Thailand

In 2013, the Thai monetary authority, the Bank of Thai-
land, “issued a preliminary ruling that using bitcoins as
described was illegal.”[43] A bitcoin startup denied a busi-
ness license was reportedly told that “buying and selling
bitcoins, using bitcoins to buy or sell goods and services,
and transferring bitcoins in and out of Thailand were all
currently illegal.”[43]
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Turkey

Bitcoin is not regulated as it is not considered to be elec-
tronic money according to the law.[1]:Turkey[113]

United Kingdom

Bitcoin is treated as 'private money'. When bitcoin is ex-
changed for sterling or for foreign currencies, such as euro
or dollar, no VAT will be due on the value of the bitcoins
themselves. However, in all instances, VAT will be due in
the normal way from suppliers of any goods or services
sold in exchange for bitcoin or other similar cryptocur-
rency. Profits and losses on cryptocurrencies are subject
to capital gains tax.[114]

United States

The U.S. Treasury classified bitcoin as a convertible de-
centralized virtual currency in 2013.[45] A Magistrate
Judge of a Texas U.S. District Court classified bitcoin as
a currency.[115] A June 2014 U.S. government auction of
almost 30,000 bitcoins, which the U.S. Marshals Service
seized in October 2013 from Silk Road, was said to in-
crease legitimacy of the currency.[116]

The U.S. Government Accountability Office (GAO)
recommended in May 2013, that the Internal Rev-
enue Service (IRS) formulate a tax guidance for bitcoin
businesses.[117] End of March 2014, in time for 2013 tax
filing, the IRS issued a guidance that it considered virtual
currency as property for federal taxation and that “an indi-
vidual who 'mines’ virtual currency as a trade or business
[is] subject to self-employment tax”.[118]

In November 2013, the United States Senate held a com-
mittee hearing titled “Beyond Silk Road: Potential Risks,
Threats and Promises of Virtual Currencies” to discuss
virtual currencies.[119] At this hearing, held by senator
Tom Carper, bitcoin and other currencies were received
generally positively, in that bitcoin was a “legal means
of exchange” and that “online payment systems, both
centralized and decentralized, offer legitimate financial
services” per US officials Peter Kadzik and Mythili Ra-
man.[120][121]

The Federal Election Commission (FEC) deadlocked in
November 2013 on whether to allow bitcoin in politi-
cal campaigns with three Democrat members voting nay,
three Republicans voting yea.[122] Political bitcoin pio-
neers New Hampshire House member Mark Warden[123]

and Southern California politician Michael B. Glenn[124]

independently from each other accepted bitcoin in their
campaigns, and paved the way for others to follow suit. In
May 2014, the FEC issued draft guidance to U.S. politi-
cians who want to receive bitcoin donations.[125] It de-
clined to declare bitcoins currency, stating they fit into its
“anything of value” definition.[126]

In May 2014, Brett Stapper, co-founder of Falcon Global
Capital, registered to lobby members of Congress and
federal agencies on issues related to bitcoin.[127]

In January 2014, the U.S. Securities and Exchange Com-
mission (SEC) focused on whether bitcoin-denominated
stock exchanges were illegal, and inquired into unregis-
tered securities offerings of the gambling site SatoshiDice
and FeedZeBirds.[128] In May it warned investors that
“both fraudsters and promoters of high-risk invest-
ment schemes may target bitcoin users”.[129] The SEC
charged and settled with the former owner of SatoshiDice
and FeedZeBirds in June 2014 for selling unregistered
securities.[130] In October 2014, former SEC Chair
Arthur Levitt joined BitPay, a bitcoin payment processor,
and Vaurum, a bitcoin exchange for institutional investors
in advisory roles.[131]

The U.S. Commodity Futures Trading Commission
(CFTC) stated in March 2014 it considered regulation
of digital currencies[132] after TeraExchange announced
to launch a swap. TeraExchange constructed an index
for the value of bitcoin from six different exchanges.
The dollar value of a given bitcoin amount is locked
in the swap. The CFTC approved the financial prod-
uct in September 2014, satisfied it “could not easily be
manipulated”.[133] There may be significant legal issues
around security interests in bitcoin[134] under the Uniform
Commercial Code.
In June 2014 California Assemblyman Roger Dickinson
(D–Sacramento) submitted draft legislation (Assembly
Bill 129) to legalize bitcoin and other forms of alternative
and digital currency.[135][136] After the GAO had called
for increased oversight of bitcoin, the Consumer Finan-
cial Protection Bureau warned consumers of bitcoin be-
ing risky.[137]

As of May 2015, New York state is the only state
with a final bitcoin rule, commonly referred to as a
BitLicense.[138] In March 2014, the New York State De-
partment of Financial Services led by superintendent
Benjamin Lawsky had officially invited bitcoin exchanges
to apply with them,[139] and in July 2014 it published draft
regulations for virtual currency businesses.[140] Busi-
nesses would have to provide transaction receipts, disclo-
sures about risks, policies to handle customer complaints,
maintain a cybersecurity program, hire a compliance offi-
cer and verify details about their customers to follow anti-
money-laundering rules, per FinCEN.[140]

1.3.3 Footnotes
[1] Translated from: Podle § 6 odst. 1 AML zákona je za

podezřelý obchod třeba považovat „obchod uskutečněný
za okolností vyvolávajících podezření ze snahy o legal-
izaci výnosů z trestné činnosti nebo podezření, že v ob-
chodu užité prostředky jsou určeny k financování teror-
ismu“. FAÚ proto vyzývá všechny povinné osoby, aby v
souvislosti s nákupem/prodejem jakékoli digitální měny,
jako je například Bitcoin, byla jako velmi riziková k
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posouzení a k rozhodnutí o dalších opatřeních podle okol-
ností každá platba nad hodnotu 1.000 EUR a vždy jako
podezřelý obchod postupem podle § 18 AML zákona
oznámena transakce nad hodnotu 15.000 EUR.

[2] Translated from: Data evidovaná v protokolu bitcoin...
nemají charakter pohledávky držitele bitcoinů za jinou os-
obou, nejsou to tedy bezhotovostní peněžní prostředky ani
elektronické peníze (§ 4 ZPS), resp. peněžní prostředky
ve smyslu ustanovení § 2 odst. 1 písm. c) ZPS. Nákup
či prodej bitcoinů na vlastní účet nepředstavuje žádnou
z platebních služeb podle § 3 odst. 1 ZPS ani bezho-
tovostní obchod s cizí měnou [§ 2 odst. 1 písm. e)
ZPS]. Stejně tak nepředstavuje žádnou platební službu ve
smyslu ZPS provedení transakce v rámci protokolu bitcoin
(např. zaslání určitého množství bitcoinů jinému uživateli
protokolu) ani “vedení účtu v bitcoinech” (kdy za vlast-
níka bitcoinů spravuje jeho bitcoiny, typicky v rámci “vir-
tuální peněženky” na internetové stránce, jiná osoba)...
Obchodování s bitcoiny proto nevyžaduje povolení ČNB
(takové povolení ČNB ani nemůže udělit) a nepodléhá
dohledu ČNB.

[3] Translated from: Samotný nákup a prodej bitcoinů statut
povinné osoby nezakládá, ale pokud se některá povinná
osoba – finanční instituce, obchodník s nemovitostmi či
kulturními památkami, provozovatel loterie aj. – v rámci
své podnikatelské činnosti setká s obchody s bitcoiny,
měla by jim věnovat zvýšenou pozornost...

[4] Translated from: Závěrem dodáváme, že povolení ČNB
není potřebné ani k přijímání úhrad zboží a služeb
prostřednictvím bitcoinů. Je však třeba upozornit, že
soustavné odmítání tuzemských bankovek a mincí by
mohlo naplnit znaky skutkové podstaty trestného činu
ohrožování oběhu tuzemských peněz.

[5] Translated from: ...bitcoin nespĺňa atribúty meny v
právnom zmysle (jeho platnosť na určitom území nie je
mocensky ustanovená, právny poriadok neupravuje jej
obeh ani ochranu), zastávame názor, že ho nie je možné
označovať za menu.
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Chapter 2

People

2.1 Satoshi Nakamoto

Satoshi Nakamoto is the name used by the person
or people who designed bitcoin and created its original
reference implementation, Bitcoin Core (formerly known
as Bitcoin-Qt).[1]

2.1.1 Development of bitcoin

In October 2008, Nakamoto published a paper[2][3]

on The Cryptography Mailing list at metzdowd.com[4]

describing the bitcoin digital currency. In January
2009, Nakamoto released the first bitcoin software that
launched the network and the first units of the bitcoin
cryptocurrency, called bitcoins.[5][6]

Nakamoto continued to collaborate with other developers
on the bitcoin software until mid-2010. Around this time,
he handed over control of the source code repository and
network alert key to Gavin Andresen,[7] transferred sev-
eral related domains to various prominent members of
the bitcoin community, and stopped his involvement in
the project.
The public bitcoin transaction log shows that Nakamoto’s
known addresses contain roughly one million bitcoins.[8]

As of 22 August 2016, this is the equivalent of US$581
million.[9]

2.1.2 Characteristics

On his P2P Foundation profile as of 2012, Nakamoto
claimed to be a 37-year-old male who lived in Japan,[10]

but some speculated he was unlikely to be Japanese due
to his use of perfect English and his bitcoin software not
being documented or labelled in Japanese.[11]

Occasional British English spelling and terminology
(such as the phrase “bloody hard”) in both source
code comments and forum postings led to speculation
that Nakamoto, or at least one individual in the con-
sortium claiming to be him, was of Commonwealth
origin.[2][11][12]

Stefan Thomas, a Swiss coder and active commu-

nity member, graphed the time stamps for each of
Nakamoto’s bitcoin forum posts (more than 500); the re-
sulting chart showed a steep decline to almost no posts
between the hours of 5 a.m. and 11 a.m. Greenwich
Mean Time. Because this pattern held true even on Satur-
days and Sundays, it suggested that Nakamoto was asleep
at this time.[11] If Nakamoto is a single individual with
conventional sleeping habits, it suggests he resided in a
region using the UTC−05:00 or UTC−06:00 time off-
set. This includes the parts of North America that fall
within the Eastern Time Zone and Central Time Zone,
as well as parts of Central America, the Caribbean and
South America.

2.1.3 Candidates

There is still doubt about the real identity of Satoshi
Nakamoto, as the below information shows:

Nick Szabo

In December 2013, a blogger named Skye Grey linked
Nick Szabo to the bitcoin’s whitepaper using a stylometric
analysis.[13][14][15] Szabo is a decentralized currency en-
thusiast and published a paper on “bit gold”, which is con-
sidered a precursor to bitcoin.[14][15] He is known to have
been interested in using pseudonyms in the 1990s.[16] In a
May 2011 article, Szabo stated about the bitcoin creator:
“Myself, Wei Dai, and Hal Finney were the only people
I know of who liked the idea (or in Dai’s case his related
idea) enough to pursue it to any significant extent until
Nakamoto (assuming Nakamoto is not really Finney or
Dai).”[17]

Detailed research by financial author Dominic Frisby pro-
vides much circumstantial evidence but, as he admits, no
proof that Satoshi is Szabo.[18] Speaking on RT’s The
Keiser Report, he said “I've concluded there is only one
person in the whole world that has the sheer breadth but
also the specificity of knowledge and it is this chap ...”.[19]

But Szabo has denied being Satoshi. In a July 2014 email
to Frisby, he said: 'Thanks for letting me know. I'm
afraid you got it wrong doxing me as Satoshi, but I'm used
to it'.[20] Nathaniel Popper wrote in the New York Times
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that “the most convincing evidence pointed to a reclu-
sive American man of Hungarian descent named Nick
Szabo.”[21]

Dorian Nakamoto

In a high-profile March 6, 2014, article in the maga-
zine Newsweek,[22] journalist Leah McGrath Goodman
identified Dorian Prentice Satoshi Nakamoto, a Japanese
American man living in California, whose birth name is
Satoshi Nakamoto,[22][23][24] as the Nakamoto in ques-
tion. Besides his name, Goodman pointed to a number
of facts that circumstantially suggested he was the bitcoin
inventor.[22] Trained as a physicist, Nakamoto worked
as a systems engineer on classified defense projects and
computer engineer for technology and financial informa-
tion services companies. Nakamoto was laid off twice
in the early 1990s and turned libertarian, according to
his daughter, and encouraged her to start her own busi-
ness and “not be under the government’s thumb.” In the
article’s seemingly biggest piece of evidence, Goodman
wrote that when she asked him about bitcoin during a
brief in-person interview, Nakamoto seemed to confirm
his identity as the bitcoin founder by stating: “I am no
longer involved in that and I cannot discuss it. It’s been
turned over to other people. They are in charge of it now.
I no longer have any connection.”[22] (This quote was later
confirmed by deputies at the Los Angeles County Sher-
iff’s Department who were present at the time.)[25]

The article’s publication led to a flurry of media interest,
including reporters camping out near Dorian Nakamoto’s
house and briefly chasing him by car when he drove to
an interview.[26] However, during the subsequent full-
length interview, Dorian Nakamoto denied all connec-
tion to bitcoin, saying he had never heard of the currency
before, and that he had misinterpreted Goodman’s ques-
tion as being about his previous work for military con-
tractors, much of which was classified.[27] Later that day,
the pseudonymous Nakamoto’s P2P Foundation account
posted its first message in five years, stating: “I am not
Dorian Nakamoto.”[28][29]

Hal Finney

Hal Finney (May 4, 1956 – August 28, 2014) was a pre-
bitcoin cryptographic pioneer and the first person (other
than Satoshi himself) to use the software, file bug re-
ports, and make improvements.[30] He also lived a few
blocks from Dorian Nakamoto’s family home, accord-
ing to Forbes journalist Andy Greenberg.[31] Greenberg
asked the writing analysis consultancy Juola & Asso-
ciates to compare a sample of Finney’s writing to Satoshi
Nakamoto’s, and they found that it was the closest re-
semblance they had yet come across (including the can-
didates suggested by Newsweek, Fast Company, The New
Yorker, Ted Nelson and Skye Grey).[31] Greenberg the-
orized that Finney may have been a ghostwriter on be-

half of Nakamoto, or that he simply used his neighbor
Dorian’s identity as a “drop” or “patsy whose personal
information is used to hide online exploits”. However,
after meeting Finney, seeing the emails between him and
Satoshi, his bitcoin wallet’s history including the very first
bitcoin transaction (from Satoshi to him, which he for-
got to pay back) and hearing his denial, Greenberg con-
cluded Finney was telling the truth. Juola & Associates
also found that Satoshi’s emails to Finney more closely re-
semble Satoshi’s other writings than Finney’s do. Finney’s
fellow extropian and sometimes co-blogger Robin Han-
son assigned a subjective probability of “at least” 15%
that “Hal was more involved than he’s said”, before fur-
ther evidence suggested that was not the case.[32]

Craig Steven Wright

On 8 December 2015, Wired wrote that Craig Steven
Wright, an Australian former academic, “either invented
bitcoin or is a brilliant hoaxer who very badly wants us to
believe he did”.[33] Craig Wright took down his Twitter
account and neither he nor his ex-wife responded to press
inquiries. The same day, Gizmodo published a story with
evidence obtained by a hacker who supposedly broke into
Wright’s email accounts, claiming that Satoshi Nakamoto
was a joint pseudonym for Craig Steven Wright and
computer forensics analyst David Kleiman, who died in
2013.[34] A number of prominent bitcoin promoters re-
mained unconvinced by the reports.[35] Subsequent re-
ports also raised the possibility that the evidence pro-
vided was an elaborate hoax,[36][37] which Wired ac-
knowledged “cast doubt” on their suggestion that Wright
was Nakamoto.[38]

On 9 December, only hours after Wired claimed Wright
was Nakamoto, Wright’s home in Gordon, New South
Wales was raided by at least ten police officers. His
business premises in Ryde, New South Wales were also
searched by police. The Australian Federal Police stated
they conducted searches to assist the Australian Taxation
Office and that “This matter is unrelated to recent media
reporting regarding the digital currency bitcoin.”[39] Ac-
cording to a document released by Gizmodo alleged to be
a transcript of a meeting between Wright and the ATO,
he had been involved in a taxation dispute with them for
several years.[34]

On 2 May 2016, Craig Wright posted on his blog pub-
licly claiming to be Satoshi Nakamoto. In articles re-
leased on the same day, journalists from the BBC and
The Economist stated that they saw Wright signing a mes-
sage using the private key associated with the first bitcoin
transaction.[40][41] Wright’s claim was supported by Jon
Matonis (former director of the Bitcoin Foundation) and
bitcoin developer Gavin Andresen, both of whom met
Wright and witnessed a similar signing demonstration.[42]

However, bitcoin developer Peter Todd said that Wright’s
blog post, which appeared to contain cryptographic
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proof, actually contained nothing of the sort.[43] The
Bitcoin Core project released a statement on Twitter
saying “There is currently no publicly available cryp-
tographic proof that anyone in particular is Bitcoin’s
creator.”[44][45] Bitcoin developer Jeff Garzik agreed that
evidence publicly provided by Wright does not prove any-
thing, and security researcher Dan Kaminsky concluded
Wright’s claim was “intentional scammery”.[46][47]

On May 4, Wright made another post on his blog promis-
ing to publish “a series of pieces that will lay the founda-
tions for this extraordinary claim”.[48][49] But the follow-
ing day, he deleted all his blog posts and replaced them
with a notice entitled “I'm Sorry”, which read in part:

I believed that I could put the years of
anonymity and hiding behind me. But, as the
events of this week unfolded and I prepared
to publish the proof of access to the earliest
keys, I broke. I do not have the courage. I
cannot.[50][51]

In June 2016, the London Review of Books published a
35,000 word article by Andrew O'Hagan about the events,
based on discussions with Wright and many of the other
people involved.[52][53] It also reveals that the Canadian
company nTrust was behind Wright’s claim made in May
2016.

Other speculation

• In a 2011 article in The New Yorker, Joshua
Davis claimed to have narrowed down the iden-
tity of Nakamoto to a number of possible individ-
uals, including the Finnish economic sociologist Dr.
Vili Lehdonvirta and Irish student Michael Clear,
then a graduate student in cryptography at Trinity
College Dublin.[54] Clear strongly denied he was
Nakamoto,[55] as did Lehdonvirta.[56]

• In October 2011, writing for Fast Company, inves-
tigative journalist Adam Penenberg cited circum-
stantial evidence suggesting Neal King, Vladimir
Oksman and Charles Bry could be Nakamoto.[57]

They jointly filed a patent application that contained
the phrase “computationally impractical to reverse”
in 2008, which was also used in the bitcoin white pa-
per by Nakamoto.[58] The domain name bitcoin.org
was registered three days after the patent was filed.
All three men denied being Nakamoto when con-
tacted by Penenberg.[57]

• In May 2013, Ted Nelson speculated that
Nakamoto is really Japanese mathematician
Shinichi Mochizuki.[59] Later, an article was
published in The Age newspaper that claimed that
Mochizuki denied these speculations, but without
attributing a source for the denial.[60]

• A 2013 article,[61] in Vice listed Gavin Andresen,
Jed McCaleb, or a government agency as possible
candidates to be Nakamoto. Dustin D. Trammell,
a Texas-based security researcher, was suggested as
Nakamoto, but he publicly denied it.[62]

• In 2013, two Israeli mathematicians, Dorit Ron and
Adi Shamir, published a paper claiming a link be-
tween Nakamoto and Ross William Ulbricht. The
two based their suspicion on an analysis of the net-
work of bitcoin transactions,[63] but later retracted
their claim.[64]

Some considered Nakamoto might be a team of people;
Dan Kaminsky, a security researcher who read the bitcoin
code,[65] said that Nakamoto could either be a “team of
people” or a “genius";[12] Laszlo Hanyecz, a former bit-
coin core developer who had emailed Nakamoto, had the
feeling the code was too well designed for one person.[11]
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2.1.5 External links

• The Satoshi Affair. Andrew O'Hagan on the many
lives of Satoshi Nakamoto

2.2 Hal Finney

Harold Thomas Finney II (May 4, 1956 – August 28,
2014) was a developer for PGP Corporation, and was the
second developer hired after Phil Zimmermann. In his
early career, he was credited as lead developer on several
console games. He also was an early bitcoin user and re-
ceived the first bitcoin transaction from bitcoin’s creator
Satoshi Nakamoto.

2.2.1 Early life and education

Finney was born in Coalinga, California, in 1956. He
went on to attend the California Institute of Technology,
graduating with a BS in engineering in 1981.

2.2.2 Career

After graduation from Caltech, he went to work in the
computer gaming field for a company that developed
video games such as Adventures of Tron, Armor Ambush,
Astroblast and Space Attack.[1] He later went to work for
the PGP Corporation with whom he remained until his
retirement in 2011.[2]

Finney was a noted cryptographic activist.[3] During the
early 1990s, in addition to being a regular poster on the
cypherpunks listserv, Finney ran two anonymous remail-
ers.[4] Further cryptographic activism included running a
(successful) contest to break the export-grade encryption
Netscape used.[5]

In 2004, Finney created the first reusable proof of work
system before bitcoin.[6] In January 2009, Finney was the
bitcoin network’s first transaction recipient.[7]

2.2.3 Private life, illness

In October 2009, Finney announced in an essay on
the blog Less Wrong that he had been diagnosed with
Amyotrophic Lateral Sclerosis (ALS) in August 2009.[8]

Prior to his illness, Finney had been an active run-
ner. Finney and his wife Fran Finney raised money
for ALS research with the Santa Barbara International
Marathon.[9][10][11]

During the last year of his life, the Finneys received
anonymous calls demanding an extortion fee of 1,000
bitcoin. They became victims of swatting — a hoax
“where the perpetrator calls up emergency dispatch us-
ing a spoofed telephone number and pretends to have
committed a heinous crime in the hopes of provoking an
armed police response to the victim’s home”.[12]

2.2.4 Death

Hal Finney died in Phoenix August 28, 2014 and was
cryopreserved by the Alcor Life Extension Founda-
tion.[2][13][14]
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[3] “For instance, many ACLU members do not share the
generalized antipathy toward government that is a com-
mon premise of “cypherpunk” activists like Hal Finney
and Tim May.” David Brin, The Transparent Society ch2

[4] “Prospects for remailers - Parekh - First Monday”. Re-
trieved 24 February 2015.

[5] “Give Us Some Credit: Your Card is Safe”, The Washing-
ton Post, 1996

[6] “Here’s The Problem With The New Theory That A
Japanese Math Professor Is The Inventor Of Bitcoin”. SF-
Gate. Retrieved 24 February 2015.

[7] “Hal Finney received the first Bitcoin transaction. Here’s
how he describes it.”. Washington Post. Retrieved 24
February 2015.

[8] “Dying Outside”. Retrieved 24 February 2015.

[9] Fight for a Cure for ALS: A Marathoners Story

[10] “Hal and Fran Finney Are Running for a Cause”. Re-
trieved 24 February 2015.

[11] “After a Year of ALS, Reality Begins to Hit Home for Hal
and Fran Finney”. Retrieved 24 February 2015.

[12] Robert McMillan (29 December 2014). “An Extor-
tionist Has Been Making Life Hell for Bitcoin’s Earliest
Adopters”. Wired. Condé Nast. Retrieved 3 January
2015.

[13] Max More (2014-08-28). “Hal Finney being cryopre-
served now”.

[14] Andy Greenberg (2014-08-28). “Bitcoin’s Earliest
Adopter Is Cryonically Freezing His Body to See the Fu-
ture”.

2.2.6 External links

• “Hal Finney home page”. Archived from the origi-
nal on 2014-04-03.

• Review: Vernor Vinge’s ‘Fast Times’ (review by
Finney in Extropy)

• Hal Finney’s profile in Forbes Magazine

2.3 Gavin Andresen

Gavin Andresen (born Gavin Bell[1]) is based in
Amherst, Massachusetts. After graduating from
Princeton University in 1988,[1] Andresen began his ca-
reer working on 3D graphics software at Silicon Graph-
ics Computer Systems.[2] In 1996, he co-authored the
VRML 2.0 specification,[3] and later published a refer-
ence manual for VRML 2.0.[4]

Since leaving Silicon Valley in 1996, Andresen has tack-
led a wide variety of software-related ventures, includ-
ing CTO of an early voice-over-the-Internet startup and

co-founder of a company that made multiplayer online
games for blind people and their sighted friends.[2]

In April 2011, Forbes quoted Andresen as saying, “Bit-
coin is designed to bring us back to a decentralized cur-
rency of the people,” and “this is like better gold than
gold.”[5]

Prior to 2014 Andresen was the lead developer for a part
of the bitcoin digital currency project, working to create
a secure, stable “cash for the Internet.”[6]

Andresen also created ClearCoin, an escrow-type of ser-
vice, which was closed c. June 23, 2011.[7]

2.3.1 References
[1] Simonite, Tom (15 August 2014). “The Man Who Really

Built Bitcoin”. MIT Technology Review. Massachusetts
Institute of Technology. Retrieved 25 August 2014.

[2] “The Future of Payments - Panelists - Bitcoin 2013: The
Future of PaymentsMay 17-19, 2013 - San Jose, CA”.
Bitcoin 2013. 2011-04-16. Retrieved 2014-03-06.

[3] “VRML 2.0”.

[4] “The Annotated VRML 2.0 Reference Manual”.

[5] “Crypto Currency”. Forbes. 2011-04-20. Retrieved
2014-03-06.

[6] “Gavin Andresen Steps Down”.

[7] “ClearCoin - Bitcoin”. En.bitcoin.it. Retrieved 2014-03-
06.

2.3.2 External links

• “Bitcoin Foundation: Transperency: Board Mem-
bers”. Bitcoin Foundation. Retrieved 2015-01-15.

• “Bitcoin 2013: The Future of Payments - Panelists
- Bitcoin 2013: The Future of Payments May 17-
19, 2013 - San Jose, CA”. Bitcoin Foundation. Re-
trieved 2013-08-07.

• Gavin Andresen interviewed on the TV show Tri-
angulation on the TWiT.tv network 15 May 2013,
duration: 60 min.

• Can Bitcoin Go Mainstream? Voices of the Next
Generation with Gavin Andresen of Bitcoin, Coun-
cil of Foreign Relations, February 6, 2014

2.4 Nick Szabo

Nick Szabo is a computer scientist, legal scholar and
cryptographer known for his research in digital contracts
and digital currency. He graduated from the University of
Washington in 1989 with a degree in computer science.[1]
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The phrase and concept of "smart contracts" was devel-
oped by Szabo with the goal of bringing what he calls the
“highly evolved” practices of contract law and practice
to the design of electronic commerce protocols between
strangers on the Internet.[2][3] Smart contracts are a major
feature of cryptocurrencies[4][5] and the E programming
language.[6]

Szabo influentially[7] argued that a minimum granularity
of micropayments is set by mental transaction costs.[8][9]

2.4.1 Bit gold

In 1998, Szabo designed a mechanism for a decentralized
digital currency he called “bit gold”.[10][11] Bit gold failed
to garner widespread support, but has been called ‘a direct
precursor to the Bitcoin architecture.’ [12]

In Szabo’s bit gold scheme, a participant would dedicate
computer power to solving cryptographic puzzles. In a
bit gold network, solved puzzles would be sent to the
Byzantine fault-tolerant public registry and assigned to
the public key of the solver. Each solution would become
part of the next challenge, creating a growing chain of
new property. This aspect of the system provided a way
for the network to verify and time-stamp new coins, be-
cause unless a majority of the parties agreed to accept
new solutions, they couldn’t start on the next puzzle.[13][14]

When attempting to design transactions with a digital
coin, you run into the “double-spending problem.” Once
data have been created, reproducing them is a simple mat-
ter of copying and pasting. Most digital currencies solve
the problem by relinquishing some control to a central au-
thority, which keeps track of each account’s balance. This
was an unacceptable solution for Szabo. “I was trying to
mimic as closely as possible in cyberspace the security
and trust characteristics of gold, and chief among those
is that it doesn’t depend on a trusted central authority,” he
said.[10]

2.4.2 Bitcoin speculation

In 2008, a mysterious figure who wrote under the
name Satoshi Nakamoto released a proposal for bitcoin.
Nakamoto’s true identity remained a secret, which led
to speculation about a long list of people suspected to
be Nakamoto. Although Szabo has repeatedly denied it,
people have speculated that he is Nakamoto.[15][16]

Research by financial author Dominic Frisby provides
circumstantial evidence but, as he admits, no proof that
Satoshi is Szabo.[17] Speaking on RT’s Keiser Report, he
said “I've concluded there is only one person in the whole
world that has the sheer breadth but also the specificity of
knowledge and it is this chap...”.[18] In a July 2014 email
to Frisby, Szabo said: 'Thanks for letting me know. I'm
afraid you got it wrong doxing me as Satoshi, but I'm used
to it.'[19]

Nathaniel Popper wrote in The New York Times that “the
most convincing evidence pointed to a reclusive Amer-
ican man of Hungarian descent named Nick Szabo.” In
2008, prior to the release of bitcoin, Szabo wrote a com-
ment on his blog about the intent of creating a live version
of his hypothetical currency.[20]

In 2015, the subsequent blockchain Ethereum named a
subunit of the Ethereum value token the "Szabo".
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2.4.4 External links

• Essays and Papers

• Personal Blog

• Nick Szabo on Twitter

2.5 Winklevoss twins

Warning: Page using Template:Infobox sportsperson
with unknown parameter “Brother” (this message is
shown only in preview).

The Winklevoss twins (born August 21, 1981), col-
lectively referred to as the Winklevi[1][2] or Winkle-
vii,[3] are American rowers and Internet entrepreneurs,
Cameron Winklevoss and Tyler Winklevoss. They com-
peted in the men’s pair rowing event at the 2008 Beijing
Olympics. They are known for co-founding HarvardCon-
nection (later renamed ConnectU) along with Harvard
University classmate Divya Narendra. In 2004, the Win-
klevoss brothers sued Facebook founder Mark Zucker-
berg, claiming he stole their ConnectU idea to create the
popular social networking site, and ultimately received
$65 million.
They are now venture capitalists,[4] and have led a
seed funding round for bitcoin payment processor
BitInstant.[5] In April 2013, the brothers claimed they
owned nearly 1% of all bitcoin in existence at the time.

2.5.1 Early life and education

The Winklevoss twins were born in Southampton, New
York, and raised in Greenwich, Connecticut.[6] Their
father is Howard Edward Winklevoss, Jr.;[7][8] Howard
was a professor of actuarial science at the Wharton
School of the University of Pennsylvania.[9] He is the au-
thor of Pension Mathematics with Numerical Illustrations,
and founder of Winklevoss Consultants and Winklevoss
Technologies.
The twins went to the Greenwich Country Day School be-
fore attending the Brunswick School for high school.[10]

They showed a fondness for the classics in high school,
studying Latin and Ancient Greek. During their junior

year, they co-founded the crew program.[11][12] They en-
rolled at Harvard University in 2000 for their undergrad-
uate studies where they majored in economics, earning
B.A. degrees and graduating in 2004. At Harvard, they
were members of the men’s varsity crew, the Porcellian
Club[13][14] and the Hasty Pudding Club.
In 2009, they began graduate business study at the Saïd
Business School at the University of Oxford and com-
pleted MBA degrees in 2010.[15] While at Oxford, the
brothers were members of Christ Church,[16] and rowed
in the Blue Boat in the Oxford-Cambridge Boat Race
earning them an Oxford Blue.[17][18]

2.5.2 ConnectU

Main article: ConnectU

ConnectU (originally HarvardConnection) was a social
networking website launched on May 21, 2004,[19] that
was founded by Harvard students Cameron Winklevoss,
Tyler Winklevoss, and Divya Narendra in December
2002.[20] Users could add people as friends, send them
messages, and update their personal profiles to notify
friends about themselves.[21] Users were placed in net-
works based upon the domain name associated with the
email address they used for registration.[22]

2.5.3 Bitcoin

The twins’ company, Math-Based Asset Services LLC,
filed to register a bitcoin-based exchange-traded fund
called Winklevoss Bitcoin Trust in 2013.[23][24][25]

In 2013, the twins led a $1.5 million in seed funding
of BitInstant, a bitcoin payment processor. However,
in January 2014, Charlie Shrem, CEO of BitInstant,
was arrested and charged with money laundering related
to the Silk Road online black market investigation.[26]

The brothers said they were passive investors in the
company.[25]

In 2014, the twins launched Winkdex, a financial index
that tracks the price of bitcoin.[25] The index uses data
from seven exchanges, weighed based on the daily trading
volume of each exchange.[25]

In March 2014, it was announced that the twins had pur-
chased seats on Richard Branson's Virgin Galactic shuttle
using the profits they had made from bitcoin.[27]

In October 2015, Gemini, the twins’ Bitcoin exchange,
received approval to launch from the New York State De-
partment of Financial Services. The exchange is targeted
at both first-time users and professional traders. [28]
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2.5.4 Popular culture

Both twins are played by actor Armie Hammer in The
Social Network (2010), a film directed by David Fincher
about the founding of Facebook. Actor Josh Pence was
the body double for Tyler with Hammer’s face super-
imposed. In an episode of The Simpsons, "The D'oh-
cial Network", Patty and Selma take part in the Olympic
rowing, and race against the Winklevoss twins, who are
voiced by Armie Hammer.[29]
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2.6 Mark Karpelès

MarkMarie Robert Karpelès[1][2] (born June 1, 1985),
also sometimes known by his online alias MagicalTux,
was the CEO of bitcoin exchange Mt. Gox.[3][4] He
moved to Japan in 2009.[5][6]

2.6.1 Early life and education

Karpelès was born in 1985 in Chenôve, France, the child
of Anne-Robert Karpelès, a geologist.[7] He was raised
in Dijon.[7][8] Between 1995 and 2000, Karpelès was
educated at Collège Prieuré de Binson in Châtillon-sur-
Marne and Prieuré De Binson in Dormans.[3] He then
spent one year at Lycée Claude Bernard in Paris, before
completing his education in 2003 at Lycée Louis Armand
in Paris.[3]
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2.6.2 Career

According to Karpelès’ LinkedIn page, he worked from
2003 to 2005 at Linux Cyberjoueurs as a software de-
veloper and network administrator.[9] Karpelès is a PHP
developer, and has contributed to the language’s official
repository of extensions with proctitle,[10] which allows
the name of the current process to be changed on Linux
systems.
Karpelès founded Tibanne Co. Ltd. in 2009. He is
CEO.[11][12] He was a founding member of the Bitcoin
Foundation, created in 2012 with a mission to standardize
and promote bitcoin, and served on its board until Febru-
ary 2014.[13][14][15]

Karpelès acquired 88% of the Tokyo-based company Mt.
Gox from programmer Jed McCaleb in 2011.[16][17][18]

Mt. Gox filed for bankruptcy in Japan on February
28, 2014 and for Chapter 15, Title 11, United States
Code bankruptcy in the United States (Texas) in March
2014.[1][19][20]

Karpelès was subpoenaed by the United States Depart-
ment of the Treasury's Financial Crimes Enforcement
Network to appear in Washington, D.C. to provide testi-
mony on April 18, 2014. Karpelès, in a court filing by Mt.
Gox lawyers, responded that he does not have a lawyer
for this matter and therefore declined to appear.[21][22]

Karpelès sought to appear in D.C. to testify on May 5,
2014.[23][24]

According to a joint report by Cyrus Farivar of Ars Tech-
nica and Pierre Alonso of Le Monde, Karpelès was found
guilty of fraud when he was tried in absentia in France in
2010. He also admitted to having “pirated” a server to
French authorities. He was sentenced to a year in jail but
has not yet served his sentence.[25][26]

Ross William Ulbricht, while on trial for operating the
undercover Silk Road marketplace, claimed in 2015 that
the pseudonymous “Dread Pirate Roberts” behind Silk
Road was not him but Mark Karpelès.[27] Karpelès pub-
licly denied the claim on Twitter,[28] and Ulbricht was
eventually found guilty.[29]

2.6.3 Arrest and prosecution

Karpelès was arrested on 1 August 2015 by Japanese
police on suspicion of having accessed the exchange’s
computer system to falsify data on its outstanding
balance,[30][31][32] he was never released but re-arrested
and allegedly charged with embezzlement.[33]
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Chapter 3

Organizations

3.1 Bitcoin Foundation

The Bitcoin Foundation is an American nonprofit cor-
poration. It was founded in September 2012 with the
stated mission to “standardize, protect and promote the
use of bitcoin cryptographic money for the benefit of
users worldwide.”[1] The organization was modeled on
the Linux Foundation and is funded mainly through
grants made by for-profit companies that depend on the
bitcoin technology.[2]

In March 2014, the Foundation hired Jim Harper of the
Cato Institute as Global Policy Counsel and Amy Weiss
of Weiss Public Affairs as a media consultant.[3]

3.1.1 History

According to its founding documents, the Bitcoin Foun-
dation’s original members included Gavin Andresen,
Charlie Shrem, Mark Karpeles, Peter Vessenes, Roger
Ver, and Patrick Murck. Current board members are di-
vided into one of three categories: Founding Members,
Industry Members, and Individual Members. The board
is made up of a combination of elected members of the
aforementioned categories.
Former lead bitcoin developer Gavin Andresen is em-
ployed by the foundation as “chief scientist.”[2] In June
2013, the foundation received media attention when it
published a letter from the California Department of Fi-
nancial Institutions requesting that they “cease and desist
from conducting the business of money transmission in
this state,”[4] and again when it published their detailed
response to the regulators.[5] In November 2013, Patrick
Murck, general counsel of the Bitcoin Foundation, testi-
fied before a United States Senate committee convened to
assess digital currencies, at which the reception of bitcoin
by lawmakers was generally positive.[6]

3.1.2 Leadership

Bitcoin Foundation’s board of directors, as of May 2014,
included chairperson Peter Vessenes, Gavin Andresen,
Bobby Lee, Micky Malka, Jon Matonis, Brock Pierce,

and Elizabeth Ploshay.[7] In October 2014, Jon Matonis
resigned from his position of Executive Director of the
Foundation, and at the end of the election cycle on 31
December 2014 stepped down from the group’s board of
directors.[8]

BTC China CEO Bobby Lee and venture capitalist
Brock Pierce were appointed to the foundation’s board
of directors following a May 2014 runoff election, fill-
ing vacancies left by the earlier resignations of former
BitInstant CEO Charlie Shrem and Mt. Gox CEO Mark
Karpelès.[7] Nine members of the foundation resigned
following the May election, citing opposition to the ap-
pointments and the direction of the organization.[9]

On 13 April 2015, the board appointed investor and fi-
nancial consultant Bruce Fenton as Executive Director of
the Bitcoin Foundation.[10] At the Blockchain Training
Conference / DEVCORE Toronto, the Bitcoin Founda-
tion announced the appointment of Llew Claasen as Ex-
ecutive Director, effective 1 July 2016 [11]

3.1.3 Awards

On 29 March 2016, the Bitcoin Foundation was listed by
UK-based company Richtopia at number 27 in the list of
100 Most Influential Blockchain Organisations.[12][13]

3.1.4 Criticism

The Foundation and its leadership have been criticized by
some in the media.[14][15] Former vice-chairman Charlie
Shrem pleaded guilty to aiding and abetting the operation
of an unlicensed money-transmitting business related to
his role in assisting agents of the online marketplace Silk
Road.[16][17][18] Executive chairman Peter Vessenes’ busi-
ness relationship to former board member Mark Karpe-
les, the former CEO of collapsed Bitcoin exchange Mt.
Gox, has been highlighted as inappropriate.[15] The Foun-
dation has also suffered scrutiny and resignations over its
hiring of former child star Brock Pierce.[19]

In November 2014, the Bitcoin Foundation announced
that it would seek to wind down its education, outreach
and public policy initiatives as it turns its focus to core
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development. Three surveys conducted earlier by the Bit-
coin Foundation suggest that many community members,
both inside and outside of the organization, want to see
it adopt a stronger focus on bitcoin’s open-source tech-
nology development.[20] The bitcoin community itself is
divided over the role of the Foundation as a community or
industry representative.[14] Some libertarian bitcoin advo-
cates have criticized the organization’s strategy of politi-
cal lobbying and participation with federal regulators.[14]

In November 2014, Cody Wilson announced his run for
board seat in the Bitcoin Foundation, stating “I will run
on a platform of the complete dissolution of the Bitcoin
Foundation and will begin and end every single one of my
public statements with that message.” [21]

Professor and author Mark T. Williams criticized the Bit-
coin Foundation’s priorities, writing in a Business Insider
editorial that “A Foundation of 'B' players has no busi-
ness claiming it is a protector of a system that remains
vulnerable and untrustworthy.”[22]

In early 2015, Jim Harper, a fellow at the Cato Institute
and Olivier Janssens, a founder of the Freedom Invest-
ment Group, were elected to the Bitcoin Foundation’s
Board.[23] In July 2015, towards the beginning of his term
as board member, Janssens made a public announcement
on both the Bitcoin Foundation online forum and Reddit
concerning the near-term insolvency of the Bitcoin Foun-
dation, which had been kept secret by the board. As a
result of this and a lack of cash flow, various staff were
terminated.[24] Following disagreement over the future of
the organization—Harper and Janssens having both cast
votes to dissolve the Foundation—Harper resigned and
Janssens was removed the Board in December 2015.[25]

Although their philosophies and interests differ, Fenton,
Janssens and Harper may all be considered reformers.
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3.1.6 External links

• Official website

https://bitcoinfoundation.org/


Chapter 4

Technologies

4.1 Bitcoin network

For a broader coverage related to this topic, see Bitcoin.

The bitcoin network is a peer-to-peer payment network
that operates on a cryptographic protocol. Users send
bitcoins, the units of currency, by broadcasting digitally
signed messages to the network using bitcoin wallet soft-
ware. Transactions are recorded into a distributed, repli-
cated public database known as the blockchain, with con-
sensus achieved by a proof-of-work system called “min-
ing”. The protocol was designed in 2008 and released in
2009 as open source software by "Satoshi Nakamoto", the
name or pseudonym of the original developer/developer
group.
The network requires minimal structure to share trans-
actions. Messages are broadcast on a best effort ba-
sis, and nodes can leave and rejoin the network at will.
Upon reconnection, a node downloads and verifies new
blocks from other nodes to complete its local copy of the
blockchain.[1][2]

4.1.1 Transactions

A bitcoin is defined by a sequence of digitally signed
transactions that began with the bitcoin’s creation as a
block reward. The owner of a bitcoin transfers it by digi-
tally signing it over to the next owner using a bitcoin trans-
action, much like endorsing a traditional bank check. A
payee can examine each previous transaction to verify the
chain of ownership. Unlike traditional check endorse-
ments, bitcoin transactions are irreversible, which elimi-
nates risk of chargeback fraud.[3]

Although it is possible to handle bitcoins individually, it
would be unwieldy to require a separate transaction for
every bitcoin in a transaction. Transactions are therefore
allowed to contain multiple inputs and outputs,[4] allow-
ing bitcoins to be split and combined. Common trans-
actions will have either a single input from a larger pre-
vious transaction or multiple inputs combining smaller
amounts, and one or two outputs: one for the payment,
and one returning the change, if any, to the sender. Any
difference between the total input and output amounts of
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a transaction goes to miners as a transaction fee.[1]

4.1.2 Mining

To form a distributed timestamp server as a peer-to-
peer network, bitcoin uses a proof-of-work system simi-
lar to Adam Back's Hashcash and the internet rather than
newspaper or Usenet posts.[2] The work in this system is
what is often referred to as bitcoin mining.
The mining process involves identifying a value that when
hashed twice with SHA-256, begins with a number of
zero bits. While the average work required increases ex-
ponentially with the number of leading zero bits required,
a hash can always be verified by executing a single round
of double SHA-256.
For the bitcoin timestamp network, a valid “proof-of-
work” is found by incrementing a nonce until a value is
found that gives the block’s hash the required number of
leading zero bits. Once the hashing has produced a valid
result, the block cannot be changed without redoing the
work. As later blocks are chained after it, the work to
change the block would include redoing the work for each
subsequent block.
Majority consensus in bitcoin is represented by the
longest chain, which required the greatest amount of ef-
fort to produce. If a majority of computing power is
controlled by honest nodes, the honest chain will grow
fastest and outpace any competing chains. To modify a
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The best chain (black) consists of the longest series of transac-
tion records from the genesis block (green) to the current block or
record. Orphaned records (purple) exist outside of the best chain.

past block, an attacker would have to redo the proof-of-
work of that block and all blocks after it and then surpass
the work of the honest nodes. The probability of a slower
attacker catching up diminishes exponentially as subse-
quent blocks are added.[2]

To compensate for increasing hardware speed and vary-

ing interest in running nodes over time, the difficulty of
finding a valid hash is adjusted roughly every two weeks.
If blocks are generated too quickly, the difficulty in-
creases and more hashes are required to make a block
and to generate new bitcoins.[2]

Bitcoin mining is a competitive endeavor. An "arms race"
has been observed through the various hashing technolo-
gies that have been used to mine bitcoins: basic CPUs,
high-end GPUs common in many gaming computers,
FPGAs and ASICs all have been used, each reducing the
profitability of the less-specialized technology. Bitcoin-
specific ASICs are now available.[5] As bitcoins become
more difficult to mine, computer hardware manufactur-
ing companies have seen an increase in sales of high-end
products.[6]

Computing power is often bundled together or “pooled”
to reduce variance in miner income. Individual min-
ing rigs often have to wait for long periods to confirm a
block of transactions and receive payment. In a pool, all
participating miners get paid every time a participating
server solves a block. This payment is proportional to the
amount of work an individual miner contributed to help
find that block.[7]

Process

A rough overview of the process to mine bitcoins is:[2]

1. New transactions are broadcast to all nodes.

2. Each miner node collects new transactions into a
block.

3. Each miner node works on finding a proof-of-work
code for its block.

4. When a node finds a proof-of-work, it broadcasts
the block to all nodes.

5. Receiving nodes validate the transactions it holds
and accept only if all are valid.

6. Nodes express their acceptance by moving to work
on the next block, incorporating the hash of the ac-
cepted block.

Mined bitcoins

By convention, the first transaction in a block is a spe-
cial transaction that produces new bitcoins owned by the
creator of the block. This is the incentive for nodes to
support the network.[1] It provides the way to move new
bitcoins into circulation.

4.1.3 Local system resources

Once the latest transaction of a coin is buried under
enough blocks, fully spent transactions that preceded it
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can be discarded to save disk space. To facilitate this
without breaking the block’s hash, transactions are hashed
in a Merkle tree, with only the root included in the block’s
hash. Old blocks can then be compacted by stubbing off
branches of the tree. The interior hashes need not be
stored.[1]

4.1.4 Payment verification

Upon receiving a new transaction a node must validate it:
in particular, verify that none of the transaction’s inputs
have been previously spent. To carry out that check the
node needs to access the blockchain. Any user who does
not trust his network neighbors, should keep a full local
copy of the blockchain, so that any input can be verified.

Diagram showing how Bitcoin transactions can be verified

As noted in Nakamoto’s whitepaper, it is possible to ver-
ify bitcoin payments without running a full network node
(simplified payment verification, SPV). A user only needs
a copy of the block headers of the longest chain, which
are available by querying network nodes until it is appar-
ent that the longest chain has been obtained. Then, get the
Merkle branch linking the transaction to its block. Link-
ing the transaction to a place in the chain demonstrates
that a network node has accepted it, and blocks added
after it further establish the confirmation.[1]

4.1.5 See also

• Blockchain (database) § Sidechains
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4.2 Cryptocurrency

A cryptocurrency (or crypto currency) is a medium
of exchange using cryptography to secure the transac-
tions and to control the creation of additional units of the
currency.[1] Cryptocurrencies are a subset of alternative
currencies, or specifically of digital currencies.
Bitcoin became the first decentralized cryptocurrency
in 2009.[2] Since then, numerous cryptocurrencies have
been created.[3] These are frequently called altcoins, as a
blend of bitcoin alternative.[4][5]

Cryptocurrencies use decentralized control[6] as opposed
to centralized electronic money/centralized banking
systems.[7] The decentralized control is related to the use
of bitcoin’s blockchain transaction database in the role of
a distributed ledger.[8]

4.2.1 Overview

Decentralized cryptocurrency is produced by the entire
cryptocurrency system collectively, at a rate which is de-
fined when the system is created and which is publicly
known. In centralized banking and economic systems
such as the Federal Reserve System, corporate boards
or governments control the supply of currency by print-
ing units of fiat money or demanding additions to digital
banking ledgers. However, companies or governments
cannot produce units of cryptocurrency and as such, have
not so far provided backing for other firms, banks or
corporate entities which hold asset value measured in a
decentralized cryptocurrency. The underlying technical
system upon which decentralized cryptocurrencies are
based was created by the group or individual known as
Satoshi Nakamoto.[9][10][11]

As of March 2015, hundreds of cryptocurrency spec-
ifications exist; most are similar to and derived from
the first fully implemented decentralized cryptocurrency,
bitcoin.[12][13] Within cryptocurrency systems the safety,
integrity and balance of ledgers is maintained by a com-
munity of mutually distrustful parties referred to as min-
ers: members of the general public using their computers
to help validate and timestamp transactions adding them
to the ledger in accordance with a particular timestamp-
ing scheme.[14]

The security of cryptocurrency ledgers is based on the
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assumption that the majority of miners are honestly trying
to maintain the ledger, having financial incentive to do so.
Most cryptocurrencies are designed to gradually de-
crease production of currency, placing an ultimate cap
on the total amount of currency that will ever be in
circulation, mimicking precious metals.[1][15] Compared
with ordinary currencies held by financial institutions
or kept as cash on hand, cryptocurrencies are less sus-
ceptible to seizure by law enforcement.[1][16] Existing
cryptocurrencies are all pseudo-anonymous, though ad-
ditions such as Zerocoin and its distributed laundry[17]

feature have been suggested, which would allow for true
anonymity.[18][19][20]

4.2.2 History

In 1998, Wei Dai published a description of “b-money”,
an anonymous, distributed electronic cash system.[21]

Shortly thereafter, Nick Szabo created “Bit Gold”.[22]

Like bitcoin and other cryptocurrencies that would fol-
low it, Bit Gold was an electronic currency system which
required users to complete a proof of work function with
solutions being cryptographically put together and pub-
lished. A currency system based on a reusable proof of
work was later created Hal Finney who followed the work
of Dai and Szabo.
The first decentralized cryptocurrency, bitcoin, was
created in 2009 by pseudonymous developer Satoshi
Nakamoto. It used SHA-256, a cryptographic hash
function, as its proof-of-work scheme.[23][24][25] In April
2011, Namecoin was created as an attempt at forming a
decentralized DNS, which would make internet censor-
ship very difficult. Soon after, in October 2011, Litecoin
was released. It was the first successful cryptocurrency to
use scrypt as its hash function instead of SHA-256. An-
other notable cryptocurrency, Peercoin was the first to use
a proof-of-work/proof-of-stake hybrid.[26] Many other
cryptocurrencies have been created though few have been
successful, as they have brought little in the way of techni-
cal innovation.[27] On 6 August 2014, the UK announced
its Treasury had been commissioned to do a study of cryp-
tocurrencies, and what role, if any, they can play in the
UK economy. The study was also to report on whether
regulation should be considered.[28]

Publicity

Central bank representatives have stated that the adop-
tion of cryptocurrencies such as bitcoin pose a significant
challenge to central banks’ ability to influence the price of
credit for the whole economy.[29] They have also stated
that as trade using cryptocurrencies become more popu-
lar, there is bound to be a loss of consumer confidence in
fiat currencies.[30] Gareth Murphy, a senior central bank-
ing officer has stated “widespread use [of cryptocurrency]
would also make it more difficult for statistical agencies

to gather data on economic activity, which are used by
governments to steer the economy”. He cautioned that
virtual currencies pose a new challenge to central banks’
control over the important functions of monetary and ex-
change rate policy.[31]

Jordan Kelley, founder of Robocoin, launched the first
bitcoin ATM in the United States on February 20, 2014.
The kiosk installed in Austin, Texas is similar to bank
ATMs but has scanners to read government-issued iden-
tification such as a driver’s license or a passport to confirm
users’ identities.[32]

The Dogecoin Foundation, a charitable organization cen-
tered around Dogecoin and co-founded by Dogecoin
co-creator Jackson Palmer, donated more than $30,000
worth of Dogecoin to help fund the Jamaican bob-
sled team's trip to the 2014 Olympic games in Sochi,
Russia.[33] The growing community around Dogecoin is
looking to cement its charitable credentials by raising
funds to sponsor service dogs for children with special
needs.[34]

4.2.3 Legality

The legal status of cryptocurrencies varies substantially
from country to country and is still undefined or chang-
ing in many of them. While some countries have explic-
itly allowed their use and trade, others have banned or
restricted it. Likewise, various government agencies, de-
partments, and courts have classified bitcoins differently.
China Central Bank banned the handling of bitcoins by
financial institutions in China during an extremely fast
adoption period in early 2014.[35] In Russia, though cryp-
tocurrencies are legal, it is illegal to actually purchase
goods with any currency other than the Russian ruble.[36]

On March 25, 2014, the United States Internal Revenue
Service (IRS) ruled that bitcoin will be treated as prop-
erty for tax purposes as opposed to currency. This means
bitcoin will be subject to capital gains tax. One benefit
of this ruling is that it clarifies the legality of bitcoin. No
longer do investors need to worry that investments in or
profit made from bitcoins are illegal or how to report them
to the IRS.[37] In a paper published by researchers from
Oxford and Warwick it was shown that bitcoin has some
characteristics similar to the precious metals market more
than to traditional currencies, hence in agreement to the
IRS decision even if based on different reasons.[38]

Legal issues not dealing with governments have also
arisen for cryptocurrencies. Coinye, for example, is an
altcoin that used rapper Kanye West as its logo without
permission. Upon hearing of the release of Coinye, orig-
inally called Coinye West, attorneys for Kanye West sent
a cease and desist letter to the email operator of Coinye,
David P. McEnery Jr. The letter stated that Coinye was
willful trademark infringement, unfair competition, cy-
berpiracy, and dilution and instructed Coinye to stop us-
ing the likeness and name of Kanye West.[39]
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Concerns of an unregulated global economy

As the popularity of and demand for online currencies
increases since the inception of bitcoin in 2009,[40] so do
concerns that such an unregulated person to person global
economy that cryptocurrencies offer may become a threat
to society. Concerns abound that altcoins may become
tools for anonymous web criminals.[41]

Cryptocurrency networks display a marked lack of regu-
lation that attracts many users who seek decentralized ex-
change and use of currency, however these very same lack
of regulations have been critiqued as potentially enabling
criminals who seek to evade taxes and launder money.
Transactions that occur through the use and exchange of
these altcoins are independent from formal banking sys-
tems, and therefore can make tax evasion simpler for in-
dividuals. Since charting taxable income is based upon
what a recipient reports to the revenue service, it becomes
extremely difficult to account for transactions made us-
ing existing cryptocurrencies, a mode of exchange that is
complex (and in some cases impossible) to track.[41]

Systems of anonymity that most cryptocurrencies offer
can also serve as a simpler means to launder money.
Rather than laundering money through an intricate net of
financial actors and offshore bank accounts, laundering
money through altcoins stands outside institutions and can
be achieved through anonymous transactions.[41] Laun-
dering services for cryptocurrency exist to service the
bitcoin currency, in which multiple sourced bitcoins are
blended to obscure the relationship between input and
output addresses.[41]

Arrests

There have been arrests in the United States related to
cryptocurrency. A notable case was the arrest of Charlie
Shrem, the CEO of BitInstant.[42][43]

Fraud

On August 6, 2013, Magistrate Judge Amos Mazzant of
the Eastern District of Texas federal court ruled that be-
cause cryptocurrency (expressly bitcoin) can be used as
money (it can be used to purchase goods and services, pay
for individual living expenses, and exchanged for conven-
tional currencies), it is a currency or form of money. This
ruling allowed for the SEC to have jurisdiction over cases
of securities fraud involving cryptocurrency.[44]

GBL, a Chinese bitcoin trading platform, suddenly shut
down on October 26, 2013. Subscribers, unable to log in,
lost up to $5 million worth of bitcoin.[45][46][47]

In February 2014, cryptocurrency made national head-
lines due to the world’s largest bitcoin exchange, Mt. Gox,
declaring bankruptcy. The company stated that it had lost
nearly $473 million of their customer’s bitcoins likely due

to theft. This was equivalent to approximately 750,000
bitcoins, or about 7% of all the bitcoins in existence. Due
to this crisis, among other news, the price of a bitcoin fell
from a high of about $1,160 in December to under $400
in February.[48]

On March 31, 2015, two now-former agents from the
Drug Enforcement Administration and the U.S. Secret
Service were charged with wire fraud, money laundering
and other offenses for allegedly stealing bitcoin during the
federal investigation of Silk Road, an underground illicit
black market federal prosecutors shut down in 2013.[49]

On December 1, 2015, the owner of the now-defunct
GAW Miners website was accused of securities fraud
following his development of the cryptocurrency known
as Paycoin. He is accused of masterminding an elab-
orate ponzi scheme under the guise of “cloud mining”
with mining equipment hosted in a data center. He pur-
ported the cloud miners known as “hashlets” to be min-
ing cryptocurrency within the Zenportal “cloud” when in
fact there were no miners actively mining cryptocurrency.
Zenportal had over 10,000 users that had purchased hash-
lets for a total of over 19 million U.S. dollars.[50][51]

On August 24, 2016, a federal judge in Florida certi-
fied a class action lawsuit[52] against defunct cryptocur-
rency exchange Cryptsy and Cryptsy’s owner. He is ac-
cused of misappropriating millions of dollars of user de-
posits, destroying evidence, and is believed to have fled
to China.[53]

Darknet markets

Main article: Darknet market

Cryptocurrency is also used in controversial settings in
the form of online black markets, such as Silk Road. The
original Silk Road was shut down in October 2013 and
there have been two more versions in use since then; the
current version being Silk Road 3.0. The successful for-
mat of Silk Road has been widely used in online dark
markets, which has led to a subsequent decentralization
of the online dark market. In the year following the initial
shutdown of Silk Road, the number of prominent dark
markets increased from four to twelve, while the amount
of drug listings increased from 18,000 to 32,000.[41]

Darknet markets present growing challenges in regard to
legality. Bitcoins and other forms of cryptocurrency used
in dark markets are not clearly or legally classified in al-
most all parts of the world. In the U.S., bitcoins are la-
belled as “virtual assets”. This type of ambiguous classifi-
cation puts mounting pressure on law enforcement agen-
cies around the world to adapt to the shifting drug trade
of dark markets.[54]

Since most darknet markets run through Tor, they can be
found with relative ease on public domains. This means
that their addresses can be found, as well as customer
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reviews and open forums pertaining to the drugs being
sold on the market, all without incriminating any form
of user.[41] This kind of anonymity enables users on both
sides of dark markets to escape the reaches of law en-
forcement. The result is that law enforcement adheres to
a campaign of singling out individual markets and drug
dealers to cut down supply. However, dealers and sup-
pliers are able to stay one step ahead of law enforce-
ment, who cannot keep up with the rapidly expanding and
anonymous marketplaces of dark markets.[54]

4.2.4 Timestamping

Cryptocurrencies use various timestamping schemes to
avoid the need for a trusted third party to timestamp
transactions added to the blockchain ledger.

Proof-of-work schemes

The first timestamping scheme invented was the proof-
of-work scheme. The most widely used proof-of-work
schemes are based on SHA-256, which was introduced
by bitcoin, and scrypt, which is used by currencies
such as Litecoin.[26] The latter now dominates over the
world of cryptocurrencies, with at least 480 confirmed
implementations.[55]

Some other hashing algorithms that are used for proof-
of-work include CryptoNight, Blake, SHA-3, and X11.

Proof-of-stake and combined schemes

Some cryptocurrencies use a combined proof-of-
work/proof-of-stake scheme.[26][56] The proof-of-stake
is a method of securing a cryptocurrency network and
achieving distributed consensus through requesting users
to show ownership of a certain amount of currency. It is
different from proof-of-work systems that run difficult
hashing algorithms to validate electronic transactions.
The scheme is largely dependent on the coin, and there’s
currently no standard form of it.

4.2.5 Economics

Cryptocurrencies are used primarily outside existing
banking and governmental institutions, and exchanged
over the Internet. While these alternative, decentralized
modes of exchange are in the early stages of development,
they have the unique potential to challenge existing sys-
tems of currency and payments.

Competition in cryptocurrency markets

Today, there are over 700[57] digital currencies in exis-
tence. Entry into the marketplace is undertaken by so

many due to the low cost of entry and opportunity for
profit making through the creation of coins.
Network effects play an important role in analyzing the
development of cryptocurrency markets. Since any given
currency gains use value as the number of its users in-
crease, popularity of a certain currency is integral in that
currency’s success. Economists postulate that large com-
petitors (such as the most popular cryptocurrency: bit-
coin) will attract more new users due to the size of their
growing exchange pools and as a result will effectively
dominate the market.
A study entitled “Competition in the Cryptocurrency
Market” conducted by members of the NET Institute over
three periods between 2013 and 2014 charts the analysis
of changes in price data over time in regards to budding
cryptocurrency markets. It analyzes bitcoin and other
similar cryptocurrencies referred to as “altcoins”. These
include Litecoin, Peercoin, and Namecoin; cryptocurren-
cies listed in order by which account for the largest per-
centages of digital market capitalization behind bitcoin
(which accounts for 90%).
The NET study found that of these four, all were early
entrants into the digital currency marketplace, designed
to correct perceived bitcoin’s flaws and amass popularity
in an infant market whose popularity was rapidly grow-
ing. This study introduced the question of the role of de-
mand in cryptocurrency markets, and what impetus de-
mand has in relation to emerging coins. The study dealt
namely with two common forces of demand that shaped
the market: reinforcement and substitution effects. The
reinforcement effect expects demand to increase based
on usership, and that the cryptocurrency that could gain
the most buyers and sellers would win out above all oth-
ers, thus dominating the marketplace. The substitution
effect implies that as the price of bitcoins rose with in-
creased usership, people would begin to look for other
options in the cryptocurrency market, thus discouraging
any one coin from gaining complete dominance.

Indices

In order to follow the development of the market of cryp-
tocurrencies, indices keep track of notable cryptocurren-
cies and their cumulative market value.

Crypto Index - CRIX The cryptocurrency index
CRIX is a conceptual measurement jointly developed by
statisticians at Humboldt University of Berlin, Singapore
Management University and the enterprise CoinGecko
and was launched in 2016.[58] The index represents cryp-
tocurrency market characteristics dating back until July
31, 2014.[59] Its algorithm takes into account that the
cryptocurrency market is frequently changing, with the
continuous creation of new cryptocurrencies and infre-
quent trading of some of the existing ones.[60][61] There-
fore, the number of index members is adjusted quarterly
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according to their relevance on the cryptocurrency mar-
ket as a whole.[59] It is the first dynamic index reflecting
changes on the cryptocurrency market.

4.2.6 List

Main article: List of cryptocurrencies

4.2.7 Academic studies

Journals

In September 2015, the establishment of the peer-
reviewed academic journal Ledger (ISSN 2379-5980)
was announced. It will cover studies of cryptocurren-
cies and related technologies, and is published by the
University of Pittsburgh.[62][63] The journal encourages
authors to digitally sign a file hash of submitted pa-
pers, which will then be timestamped into the bitcoin
blockchain. Authors are also asked to include a personal
bitcoin address in the first page of their papers.[64][65]

4.2.8 Criticism

• In 2013, journalists Joshua Brustein and Timothy
Lee expressed concern that bitcoin is problematic
due to its high volatility.[66]

• In December 2013, Jason O'Grady reported on var-
ious pump and dump schemes in altcoins distinct
from bitcoin and Litecoin.[67]

• Community refers to premining, hidden launches,
or extreme rewards for the altcoin founders as a de-
ceptive practice,[68] but it can also be used as an in-
herent part of a digital cryptocurrency’s design, as in
the case of Ripple.[69] Pre-mining means currency is
generated by the currency’s founders prior to mining
code being released to the public.[70]

• Most cryptocurrencies are duplicates of existing
cryptocurrencies with minor changes and no novel
technical developments. One such, Coinye West,
a comedy cryptocurrency alluding to the rapper
Kanye West, was served a cease-and-desist letter on
7 January 2014, for using West’s name and implying
a connection that did not exist.[71]

• Banks generally do not offer services for cryptocur-
rencies and sometimes refuse to offer services to
virtual-currency companies.[72]

• There are ways to permanently lose cryptocurrency
from local storage due to malware or data loss. This
can also happen through the destruction of the phys-
ical media, effectively removing lost cryptocurren-
cies forever from their markets.[73]

• There are many perceived criteria that cryptocurren-
cies must reach before they can become mainstream.
For example, the number of merchants accepting
cryptocurrencies is increasing, but still only a few
merchants accept them.[74]

• With technological advancement in cryptocurren-
cies such as bitcoin, the cost of entry for min-
ers requiring specialized hardware and software is
high.[75]

• Cryptocurrency transactions are normally irre-
versible after a number of blocks confirm the trans-
action. One of the features cryptocurrency lacks in
comparison to credit cards is consumer protection
against fraud, such as chargebacks.[14]

• Some coins may be a project with little to no com-
munity backing and no visible developer.[76]

• While cryptocurrencies are digital currencies that
are managed through advanced encryption tech-
niques, many governments have taken a cautious ap-
proach toward them, fearing their lack of central
control and the effects they could have on financial
security.[77]

• Environmentally conscious people are concerned
with the enormous amount of energy that goes into
cryptocurrency mining with little to show in return,
but it is important to compare it to the consumption
of the legacy financial system.[78]

• Traditional financial products have strong consumer
protections. However, if bitcoins are lost or stolen,
there is no intermediary with the power to limit con-
sumer losses.[79]

• Regulators in several countries have warned against
their use and some have taken concrete regulatory
measures to dissuade users.[80]

• The success of some cryptocurrencies has caused
multi-level marketing schemes to arise with pseudo
cryptocurrencies, such as Onecoin.

4.2.9 See also

• Blockchain (database)

• Cryptocurrency tumbler

• Cryptographic protocol

• Digital currency exchanger

• Virtual currency
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4.3 Elliptic Curve Digital Signa-
ture Algorithm

In cryptography, the Elliptic Curve Digital Signature
Algorithm (ECDSA) offers a variant of the Digital Sig-
nature Algorithm (DSA) which uses elliptic curve cryp-
tography.

4.3.1 Key and signature-size comparison
to DSA

As with elliptic-curve cryptography in general, the bit size
of the public key believed to be needed for ECDSA is
about twice the size of the security level, in bits. For ex-
ample, at a security level of 80 bits (meaning an attacker
requires the equivalent of about 280 operations to find the
private key) the size of an ECDSA public key would be
160 bits, whereas the size of a DSA public key is at least
1024 bits. On the other hand, the signature size is the
same for both DSA and ECDSA: 4t bits, where t is the
security level measured in bits, that is, about 320 bits for
a security level of 80 bits.

4.3.2 Signature generation algorithm

Suppose Alice wants to send a signed message to
Bob. Initially, they must agree on the curve parameters
(CURVE, G, n) . In addition to the field and equation of

the curve, we need G , a base point of prime order on the
curve; n is the multiplicative order of the point G .
Alice creates a key pair, consisting of a private key integer
dA , randomly selected in the interval [1, n − 1] ; and a
public key curve point QA = dA × G . We use × to
denote elliptic curve point multiplication by a scalar.
For Alice to sign a message m , she follows these steps:

1. Calculate e = HASH(m) , where HASH is a
cryptographic hash function, such as SHA-2.

2. Let z be the Ln leftmost bits of e , where Ln is the
bit length of the group order n .

3. Select a cryptographically secure random integer
k from [1, n− 1] .

4. Calculate the curve point (x1, y1) = k ×G .

5. Calculate r = x1 mod n . If r = 0 , go back to step
3.

6. Calculate s = k−1(z + rdA) mod n . If s = 0 , go
back to step 3.

7. The signature is the pair (r, s) .

When computing s , the string z resulting from
HASH(m) shall be converted to an integer. Note that
z can be greater than n but not longer.[1]

As the standard notes, it is crucial to select different k
for different signatures, otherwise the equation in step 6
can be solved for dA , the private key: Given two signa-
tures (r, s) and (r, s′) , employing the same unknown k
for different known messages m and m′ , an attacker can
calculate z and z′ , and since s − s′ = k−1(z − z′) (all
operations in this paragraph are done modulo n ) the at-
tacker can find k = z−z′

s−s′ . Since s = k−1(z+rdA) , the
attacker can now calculate the private key dA = sk−z

r
. This implementation failure was used, for example, to
extract the signing key used in the PlayStation 3 gaming-
console.[2] Another way ECDSA signature may leak pri-
vate keys is when k is generated by a faulty random num-
ber generator. Such a failure in random number genera-
tion caused users of Android Bitcoin Wallet to lose their
funds in August 2013.[3] To ensure that k is unique for
each message one may bypass random number genera-
tion completely and generate deterministic signatures by
deriving k from both the message and the private key.[4]

4.3.3 Signature verification algorithm

For Bob to authenticate Alice’s signature, he must have a
copy of her public-key curve point QA . Bob can verify
QA is a valid curve point as follows:

1. Check that QA is not equal to the identity element
O , and its coordinates are otherwise valid
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2. Check that QA lies on the curve

3. Check that n×QA = O

After that, Bob follows these steps:

1. Verify that r and s are integers in [1, n− 1] . If not,
the signature is invalid.

2. Calculate e = HASH(m) , where HASH is the same
function used in the signature generation.

3. Let z be the Ln leftmost bits of e .

4. Calculate w = s−1 mod n .

5. Calculate u1 = zw mod n and u2 = rw mod n .

6. Calculate the curve point (x1, y1) = u1×G+u2×
QA .

7. The signature is valid if r ≡ x1 (mod n) , invalid
otherwise.

Note that using Shamir’s trick, a sum of two scalar mul-
tiplications u1 × G + u2 × QA can be calculated faster
than two scalar multiplications done independently.[5]

4.3.4 Correctness of the algorithm

It is not immediately obvious why verification even func-
tions correctly. To see why, denote as C the curve point
computed in step 6 of verification,
C = u1 ×G+ u2 ×QA

From the definition of the public key as QA = dA ×G ,
C = u1 ×G+ u2dA ×G

Because elliptic curve scalar multiplication distributes
over addition,
C = (u1 + u2dA)×G

Expanding the definition of u1 and u2 from verification
step 5,
C = (zs−1 + rdAs

−1)×G

Collecting the common term s−1 ,
C = (z + rdA)s

−1 ×G

Expanding the definition of s from signature step 6,
C = (z + rdA)(z + rdA)

−1(k−1)−1 ×G

Since the inverse of an inverse is the original element, and
the product of an element’s inverse and the element is the
identity, we are left with
C = k ×G

From the definition of r , this is verification step 6.
This shows only that a correctly signed message will verify
correctly; many other properties are required for a secure
signature algorithm.

4.3.5 Security

In December 2010, a group calling itself fail0verflow an-
nounced recovery of the ECDSA private key used by
Sony to sign software for the PlayStation 3 game console.
However, this attack only worked because Sony did not
properly implement the algorithm, because k was static
instead of random. As pointed out in the Signature gen-
eration algorithm Section above, this makes dA solvable
and the entire algorithm useless.[6]

On March 29, 2011, two researchers published an IACR
paper[7] demonstrating that it is possible to retrieve a
TLS private key of a server using OpenSSL that authen-
ticates with Elliptic Curves DSA over a binary field via a
timing attack.[8] The vulnerability was fixed in OpenSSL
1.0.0e.[9]

In August 2013, it was revealed that bugs in some imple-
mentations of the Java class SecureRandom sometimes
generated collisions in the k value. As discussed above,
this allowed solution of the private key, in turn allowing
stealing bitcoins from the containing wallet on Android
app implementations, which use Java and rely on ECDSA
to authenticate transactions.[10]

This issue can be prevented by deterministic generation
of k, as described by RFC 6979.

4.3.6 See also

• Elliptic curve cryptography

• EdDSA

4.3.7 Notes
[1] NIST FIPS 186-4, July 2013, pp. 19 and 26

[2] Console Hacking 2010 - PS3 Epic Fail, page 123–128

[3] “Android Security Vulnerability”. Retrieved February 24,
2015.

[4] “RFC 6979 - Deterministic Usage of the Digital Signature
Algorithm (DSA) and Elliptic Curve Digital Signature Al-
gorithm (ECDSA)". Retrieved February 24, 2015.

[5] “The Double-Base Number System in Elliptic Curve
Cryptography” (PDF). Retrieved 22 April 2014.

[6] Bendel, Mike (2010-12-29). “Hackers Describe PS3 Se-
curity As Epic Fail, Gain Unrestricted Access”. Ex-
ophase.com. Retrieved 2011-01-05.

[7] “Cryptology ePrint Archive: Report 2011/232”. Re-
trieved February 24, 2015.

[8] Vulnerability Note VU#536044 - OpenSSL leaks ECDSA
private key through a remote timing attack

[9] “ChangeLog”. OpenSSL Project. Retrieved 22 April
2014.
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4.3.9 External links

• Digital Signature Standard; includes info on ECDSA

4.4 Peer-to-peer

Not to be confused with Point-to-point (telecommunica-
tions).
This article is about peer-to-peer computer networks. For
other uses, see Peer-to-peer (disambiguation).
Peer-to-peer (P2P) computing or networking is a dis-

tributed application architecture that partitions tasks or
work loads between peers. Peers are equally privileged,
equipotent participants in the application. They are said
to form a peer-to-peer network of nodes.
Peers make a portion of their resources, such as process-
ing power, disk storage or network bandwidth, directly
available to other network participants, without the need
for central coordination by servers or stable hosts.[1] Peers
are both suppliers and consumers of resources, in contrast

A peer-to-peer (P2P) network in which interconnected nodes
(“peers”) share resources amongst each other without the use of
a centralized administrative system

A network based on the client-server model, where individual
clients request services and resources from centralized servers

to the traditional client-server model in which the con-
sumption and supply of resources is divided. Emerging
collaborative P2P systems are going beyond the era of
peers doing similar things while sharing resources, and
are looking for diverse peers that can bring in unique re-
sources and capabilities to a virtual community thereby
empowering it to engage in greater tasks beyond those
that can be accomplished by individual peers, yet that are
beneficial to all the peers.[2]

While P2P systems had previously been used in many
application domains,[3] the architecture was popularized
by the file sharing system Napster, originally released
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in 1999. The concept has inspired new structures and
philosophies in many areas of human interaction. In
such social contexts, peer-to-peer as a meme refers to the
egalitarian social networking that has emerged through-
out society, enabled by Internet technologies in general.

4.4.1 Historical development

While P2P systems had previously been used in many
application domains,[3] the concept was popularized by
file sharing systems such as the music-sharing application
Napster (originally released in 1999). The peer-to-peer
movement allowed millions of Internet users to connect
“directly, forming groups and collaborating to become
user-created search engines, virtual supercomputers, and
filesystems.” [4] The basic concept of peer-to-peer com-
puting was envisioned in earlier software systems and net-
working discussions, reaching back to principles stated in
the first Request for Comments, RFC 1.[5]

Tim Berners-Lee's vision for the World Wide Web was
close to a P2P network in that it assumed each user of
the web would be an active editor and contributor, cre-
ating and linking content to form an interlinked “web”
of links. The early Internet was more open than present
day, where two machines connected to the Internet could
send packets to each other without firewalls and other se-
curity measures.[4] This contrasts to the broadcasting-like
structure of the web as it has developed over the years.[6]

As a precursor to the Internet, ARPANET was a success-
ful client-server network where “every participating node
could request and serve content.” However, ARPANET
was not self-organized, and it lacked the ability to “pro-
vide any means for context or content-based routing be-
yond 'simple' address-based routing.”[7]

Therefore, a distributed messaging system that is often
likened as an early peer-to-peer architecture was estab-
lished: USENET. USENET was developed in 1979 and
is a system that enforces a decentralized model of control.
The basic model is a client-server model from the user or
client perspective that offers a self-organizing approach
to newsgroup servers. However, news servers commu-
nicate with one another as peers to propagate Usenet
news articles over the entire group of network servers.
The same consideration applies to SMTP email in the
sense that the core email-relaying network of mail trans-
fer agents has a peer-to-peer character, while the periph-
ery of e-mail clients and their direct connections is strictly
a client-server relationship.
In May 1999, with millions more people on the Internet,
Shawn Fanning introduced the music and file-sharing ap-
plication called Napster.[7] Napster was the beginning of
peer-to-peer networks, as we know them today, where
“participating users establish a virtual network, entirely
independent from the physical network, without having
to obey any administrative authorities or restrictions.”[7]

4.4.2 Architecture

A peer-to-peer network is designed around the notion
of equal peer nodes simultaneously functioning as both
“clients” and “servers” to the other nodes on the net-
work. This model of network arrangement differs from
the client–server model where communication is usually
to and from a central server. A typical example of a file
transfer that uses the client-server model is the File Trans-
fer Protocol (FTP) service in which the client and server
programs are distinct: the clients initiate the transfer, and
the servers satisfy these requests.

Routing and resource discovery

Peer-to-peer networks generally implement some form of
virtual overlay network on top of the physical network
topology, where the nodes in the overlay form a subset
of the nodes in the physical network. Data is still ex-
changed directly over the underlying TCP/IP network,
but at the application layer peers are able to communi-
cate with each other directly, via the logical overlay links
(each of which corresponds to a path through the under-
lying physical network). Overlays are used for indexing
and peer discovery, and make the P2P system indepen-
dent from the physical network topology. Based on how
the nodes are linked to each other within the overlay net-
work, and how resources are indexed and located, we can
classify networks as unstructured or structured (or as a hy-
brid between the two).[8][9][10]

Overlay network diagram for an unstructured P2P network, il-
lustrating the ad hoc nature of the connections between nodes

Unstructured networks Unstructured peer-to-peer
networks do not impose a particular structure on the
overlay network by design, but rather are formed
by nodes that randomly form connections to each
other.[11] (Gnutella, Gossip, and Kazaa are examples of
unstructured P2P protocols).[12]

Because there is no structure globally imposed upon
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them, unstructured networks are easy to build and al-
low for localized optimizations to different regions of the
overlay.[13] Also, because the role of all peers in the net-
work is the same, unstructured networks are highly robust
in the face of high rates of “churn”—that is, when large
numbers of peers are frequently joining and leaving the
network.[14][15]

However the primary limitations of unstructured net-
works also arise from this lack of structure. In particular,
when a peer wants to find a desired piece of data in the
network, the search query must be flooded through the
network to find as many peers as possible that share the
data. Flooding causes a very high amount of signaling
traffic in the network, uses more CPU/memory (by re-
quiring every peer to process all search queries), and does
not ensure that search queries will always be resolved.
Furthermore, since there is no correlation between a peer
and the content managed by it, there is no guarantee that
flooding will find a peer that has the desired data. Pop-
ular content is likely to be available at several peers and
any peer searching for it is likely to find the same thing.
But if a peer is looking for rare data shared by only a few
other peers, then it is highly unlikely that search will be
successful.[16]

Overlay network diagram for a structured P2P network, us-
ing a distributed hash table (DHT) to identify and locate
nodes/resources

Structured networks In structured peer-to-peer net-
works the overlay is organized into a specific topology,
and the protocol ensures that any node can efficiently[17]

search the network for a file/resource, even if the resource
is extremely rare.
The most common type of structured P2P networks im-
plement a distributed hash table (DHT),[18][19] in which a
variant of consistent hashing is used to assign ownership
of each file to a particular peer.[20][21] This enables peers
to search for resources on the network using a hash ta-
ble: that is, (key, value) pairs are stored in the DHT, and
any participating node can efficiently retrieve the value
associated with a given key.[22][23]

However, in order to route traffic efficiently through the
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network, nodes in a structured overlay must maintain lists
of neighbors that satisfy specific criteria. This makes
them less robust in networks with a high rate of churn (i.e.
with large numbers of nodes frequently joining and leav-
ing the network).[15][24] More recent evaluation of P2P
resource discovery solutions under real workloads have
pointed out several issues in DHT-based solutions such as
high cost of advertising/discovering resources and static
and dynamic load imbalance.[25]

Notable distributed networks that use DHTs include
BitTorrent’s distributed tracker, the Kad network, the
Storm botnet, YaCy, and the Coral Content Distribu-
tion Network. Some prominent research projects include
the Chord project, Kademlia, PAST storage utility, P-
Grid, a self-organized and emerging overlay network, and
CoopNet content distribution system.[26] DHT-based net-
works have also been widely utilized for accomplishing
efficient resource discovery[27][28] for grid computing sys-
tems, as it aids in resource management and scheduling
of applications.

Hybrid models Hybrid models are a combination of
peer-to-peer and client-server models.[29] A common hy-
brid model is to have a central server that helps peers
find each other. Spotify is an example of a hybrid model.
There are a variety of hybrid models, all of which make
trade-offs between the centralized functionality provided
by a structured server/client network and the node equal-
ity afforded by the pure peer-to-peer unstructured net-
works. Currently, hybrid models have better performance
than either pure unstructured networks or pure structured
networks because certain functions, such as searching, do
require a centralized functionality but benefit from the
decentralized aggregation of nodes provided by unstruc-
tured networks.[30]

Security and trust

Peer-to-peer systems pose unique challenges from a
computer security perspective.
Like any other form of software, P2P applications can
contain vulnerabilities. What makes this particularly dan-
gerous for P2P software, however, is that peer-to-peer
applications act as servers as well as clients, meaning that
they can be more vulnerable to remote exploits.[31]
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Routing attacks Also, since each node plays a role in
routing traffic through the network, malicious users can
perform a variety of “routing attacks”, or denial of service
attacks. Examples of common routing attacks include
“incorrect lookup routing” whereby malicious nodes de-
liberately forward requests incorrectly or return false re-
sults, “incorrect routing updates” where malicious nodes
corrupt the routing tables of neighboring nodes by send-
ing them false information, and “incorrect routing net-
work partition” where when new nodes are joining they
bootstrap via a malicious node, which places the new
node in a partition of the network that is populated by
other malicious nodes.[32]

Corrupted data and malware See also: Data valida-
tion and Malware

The prevalence of malware varies between different peer-
to-peer protocols. Studies analyzing the spread of mal-
ware on P2P networks found, for example, that 63% of
the answered download requests on the Limewire net-
work contained some form of malware, whereas only 3%
of the content on OpenFT contained malware. In both
cases, the top three most common types of malware ac-
counted for the large majority of cases (99% in Limewire,
and 65% in OpenFT). Another study analyzing traffic on
the Kazaa network found that 15% of the 500,000 file
sample taken were infected by one or more of the 365
different computer viruses that were tested for.[33]

Corrupted data can also be distributed on P2P networks
by modifying files that are already being shared on the
network. For example, on the FastTrack network, the
RIAA managed to introduce faked chunks into down-
loads and downloaded files (mostly MP3 files). Files in-
fected with the RIAA virus were unusable afterwards and
contained malicious code. The RIAA is also known to
have uploaded fake music and movies to P2P networks
in order to deter illegal file sharing.[34] Consequently, the
P2P networks of today have seen an enormous increase
of their security and file verification mechanisms. Mod-
ern hashing, chunk verification and different encryption
methods have made most networks resistant to almost any
type of attack, even when major parts of the respective
network have been replaced by faked or nonfunctional
hosts.[35]

Resilient and scalable computer networks

See also: Wireless mesh network and Distributed com-
puting

The decentralized nature of P2P networks increases ro-
bustness because it removes the single point of failure
that can be inherent in a client-server based system.[36]

As nodes arrive and demand on the system increases, the
total capacity of the system also increases, and the like-

lihood of failure decreases. If one peer on the network
fails to function properly, the whole network is not com-
promised or damaged. In contrast, in a typical client–
server architecture, clients share only their demands with
the system, but not their resources. In this case, as more
clients join the system, fewer resources are available to
serve each client, and if the central server fails, the entire
network is taken down.

Distributed storage and search

Search results for the query "software libre", using YaCy a free
distributed search engine that runs on a peer-to-peer network in-
stead making requests to centralized index servers (like Google,
Yahoo, and other corporate search engines)

There are both advantages and disadvantages in P2P net-
works related to the topic of data backup, recovery, and
availability. In a centralized network, the system admin-
istrators are the only forces controlling the availability
of files being shared. If the administrators decide to no
longer distribute a file, they simply have to remove it
from their servers, and it will no longer be available to
users. Along with leaving the users powerless in decid-
ing what is distributed throughout the community, this
makes the entire system vulnerable to threats and requests
from the government and other large forces. For example,
YouTube has been pressured by the RIAA, MPAA, and
entertainment industry to filter out copyrighted content.
Although server-client networks are able to monitor and
manage content availability, they can have more stability
in the availability of the content they choose to host. A
client should not have trouble accessing obscure content
that is being shared on a stable centralized network. P2P
networks, however, are more unreliable in sharing unpop-
ular files because sharing files in a P2P network requires
that at least one node in the network has the requested
data, and that node must be able to connect to the node
requesting the data. This requirement is occasionally hard
to meet because users may delete or stop sharing data at
any point.[37]

In this sense, the community of users in a P2P network is
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completely responsible for deciding what content is avail-
able. Unpopular files will eventually disappear and be-
come unavailable as more people stop sharing them. Pop-
ular files, however, will be highly and easily distributed.
Popular files on a P2P network actually have more sta-
bility and availability than files on central networks. In a
centralized network a simple loss of connection between
the server and clients is enough to cause a failure, but in
P2P networks the connections between every node must
be lost in order to cause a data sharing failure. In a cen-
tralized system, the administrators are responsible for all
data recovery and backups, while in P2P systems, each
node requires its own backup system. Because of the lack
of central authority in P2P networks, forces such as the
recording industry, RIAA, MPAA, and the government
are unable to delete or stop the sharing of content on P2P
systems.[38]

4.4.3 Applications

Content delivery

In P2P networks, clients both provide and use resources.
This means that unlike client-server systems, the content
serving capacity of peer-to-peer networks can actually in-
crease as more users begin to access the content (espe-
cially with protocols such as Bittorrent that require users
to share, refer a performance measurement study[39]).
This property is one of the major advantages of using P2P
networks because it makes the setup and running costs
very small for the original content distributor.[40][41]

File-sharing networks

Many file peer-to-peer file sharing networks, such as
Gnutella, G2, and the eDonkey network popularized
peer-to-peer technologies.

• Peer-to-peer content delivery networks.

• Peer-to-peer content services, e.g. caches for im-
proved performance such as Correli Caches[42]

• Software publication and distribution (Linux distri-
bution, several games); via file sharing networks.

Copyright infringements Peer-to-peer networking in-
volves data transfer from one user to another without
using an intermediate server. Companies developing
P2P applications have been involved in numerous legal
cases, primarily in the United States, over conflicts with
copyright law.[43] Two major cases are Grokster vs RIAA
and MGM Studios, Inc. v. Grokster, Ltd..[44] In both of
the cases the file sharing technology was ruled to be le-
gal as long as the developers had no ability to prevent the
sharing of the copyrighted material.

Multimedia

• The P2PTV and PDTP protocols.

• Some proprietary multimedia applications, such as
Spotify, use a peer-to-peer network along with
streaming servers to stream audio and video to their
clients.

• Peercasting for multicasting streams.

• Pennsylvania State University, MIT and Simon
Fraser University are carrying on a project called
LionShare designed for facilitating file sharing
among educational institutions globally.

• Osiris is a program that allows its users to create
anonymous and autonomous web portals distributed
via P2P network.

Other P2P applications

• Tradepal and M-commerce applications that power
real-time marketplaces.

• Bitcoin and alternatives such as Peercoin and Nxt are
peer-to-peer-based digital cryptocurrencies.

• I2P, an overlay network used to browse the Internet
anonymously.

• Infinit is an unlimited and encrypted peer to peer file
sharing application for digital artists written in C++.

• Netsukuku, a Wireless community network de-
signed to be independent from the Internet.

• Dalesa, a peer-to-peer web cache for LANs (based
on IP multicasting).

• Open Garden, connection sharing application that
shares Internet access with other devices using Wi-
Fi or Bluetooth.

• Peerspace is a peer-to-peer marketplace for booking
space for events, meetings and productions.

• Research like the Chord project, the PAST storage
utility, the P-Grid, and the CoopNet content distri-
bution system.

• JXTA, a peer-to-peer protocol designed for the Java
platform.

• The U.S. Department of Defense is conducting re-
search on P2P networks as part of its modern net-
work warfare strategy.[45] In May, 2003, Anthony
Tether, then director of DARPA, testified that the
United States military uses P2P networks.
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4.4.4 Social implications

See also: Social peer-to-peer processes

Incentivizing resource sharing and cooperation

Further information: Uberisation
Cooperation among a community of participants is key

The BitTorrent protocol: In this animation, the colored bars be-
neath all of the 7 clients in the upper region above represent the
file being shared, with each color representing an individual piece
of the file. After the initial pieces transfer from the seed (large
system at the bottom), the pieces are individually transferred from
client to client. The original seeder only needs to send out one
copy of the file for all the clients to receive a copy.

to the continued success of P2P systems aimed at casual
human users; these reach their full potential only when
large numbers of nodes contribute resources. But in cur-
rent practice P2P networks often contain large numbers
of users who utilize resources shared by other nodes, but
who do not share anything themselves (often referred to
as the “freeloader problem”). Freeloading can have a
profound impact on the network and in some cases can
cause the community to collapse.[46] In these types of
networks “users have natural disincentives to cooperate
because cooperation consumes their own resources and
may degrade their own performance.” [47] Studying the
social attributes of P2P networks is challenging due to
large populations of turnover, asymmetry of interest and
zero-cost identity.[47] A variety of incentive mechanisms
have been implemented to encourage or even force nodes
to contribute resources.[48]

Some researchers have explored the benefits of enabling
virtual communities to self-organize and introduce incen-
tives for resource sharing and cooperation, arguing that
the social aspect missing from today’s P2P systems should
be seen both as a goal and a means for self-organized vir-
tual communities to be built and fostered.[49] Ongoing

research efforts for designing effective incentive mech-
anisms in P2P systems, based on principles from game
theory, are beginning to take on a more psychological and
information-processing direction.

Privacy and anonymity Some peer-to-peer networks
(e.g. Freenet) place a heavy emphasis on privacy
and anonymity—that is, ensuring that the contents of
communications are hidden from eavesdroppers, and
that the identities/locations of the participants are con-
cealed. Public key cryptography can be used to provide
encryption, data validation, authorization, and authenti-
cation for data/messages. Onion routing and other mix
network protocols (e.g. Tarzan) can be used to provide
anonymity.[50]

4.4.5 Political implications

Intellectual property law and illegal sharing

Although peer-to-peer networks can be used for legit-
imate purposes, rights holders have targeted peer-to-
peer over the involvement with sharing copyrighted ma-
terial. Peer-to-peer networking involves data transfer
from one user to another without using an interme-
diate server. Companies developing P2P applications
have been involved in numerous legal cases, primarily
in the United States, primarily over issues surrounding
copyright law.[43] Two major cases are Grokster vs RIAA
and MGM Studios, Inc. v. Grokster, Ltd..[44] In both of
the cases the file sharing technology was ruled to be le-
gal as long as the developers had no ability to prevent the
sharing of the copyrighted material. To establish crim-
inal liability for the copyright infringement on peer-to-
peer systems, the government must prove that the defen-
dant infringed a copyright willingly for the purpose of
personal financial gain or commercial advantage.[51] Fair
use exceptions allow limited use of copyrighted material
to be downloaded without acquiring permission from the
rights holders. These documents are usually news report-
ing or under the lines of research and scholarly work.
Controversies have developed over the concern of ille-
gitimate use of peer-to-peer networks regarding public
safety and national security. When a file is downloaded
through a peer-to-peer network, it is impossible to know
who created the file or what users are connected to the
network at a given time. Trustworthiness of sources is
a potential security threat that can be seen with peer-to-
peer systems.[52]

Network neutrality

Peer-to-peer applications present one of the core issues
in the network neutrality controversy. Internet service
providers (ISPs) have been known to throttle P2P file-
sharing traffic due to its high-bandwidth usage.[53] Com-
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pared to Web browsing, e-mail or many other uses of the
internet, where data is only transferred in short intervals
and relative small quantities, P2P file-sharing often con-
sists of relatively heavy bandwidth usage due to ongoing
file transfers and swarm/network coordination packets.
In October 2007, Comcast, one of the largest broadband
Internet providers in the United States, started block-
ing P2P applications such as BitTorrent. Their rationale
was that P2P is mostly used to share illegal content, and
their infrastructure is not designed for continuous, high-
bandwidth traffic. Critics point out that P2P network-
ing has legitimate legal uses, and that this is another way
that large providers are trying to control use and con-
tent on the Internet, and direct people towards a client-
server-based application architecture. The client-server
model provides financial barriers-to-entry to small pub-
lishers and individuals, and can be less efficient for shar-
ing large files. As a reaction to this bandwidth throttling,
several P2P applications started implementing protocol
obfuscation, such as the BitTorrent protocol encryption.
Techniques for achieving “protocol obfuscation” involves
removing otherwise easily identifiable properties of pro-
tocols, such as deterministic byte sequences and packet
sizes, by making the data look as if it were random.[54]

The ISP’s solution to the high bandwidth is P2P caching,
where an ISP stores the part of files most accessed by P2P
clients in order to save access to the Internet.

4.4.6 Current research

Researchers have used computer simulations to aid in un-
derstanding and evaluating the complex behaviors of in-
dividuals within the network. “Networking research of-
ten relies on simulation in order to test and evaluate new
ideas. An important requirement of this process is that
results must be reproducible so that other researchers can
replicate, validate, and extend existing work.” [55] If the
research cannot be reproduced, then the opportunity for
further research is hindered. “Even though new simu-
lators continue to be released, the research community
tends towards only a handful of open-source simulators.
The demand for features in simulators, as shown by our
criteria and survey, is high. Therefore, the community
should work together to get these features in open-source
software. This would reduce the need for custom simula-
tors, and hence increase repeatability and reputability of
experiments.” [55]

Besides above, there have been work done on ns-2 open
source network simulator. One research issue related to
free rider detection and punishment has been explored
using ns-2 simulator here.[56]

4.4.7 See also

• Client–queue–client

• Cultural-Historical Activity Theory (CHAT)

• Decentralized computing

• Distributed Data Management Architecture

• Friend-to-friend

• List of P2P protocols

• Segmented downloading

• Semantic P2P networks

• Sharing economy

• Wireless ad hoc network

• USB dead drop
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4.5 Proof-of-work system

A proof-of-work (POW) system (or protocol, or func-
tion) is an economic measure to deter denial of service
attacks and other service abuses such as spam on a net-
work by requiring some work from the service requester,
usually meaning processing time by a computer. The con-
cept may have been first presented by Cynthia Dwork and
Moni Naor in a 1993 journal article.[1] The term “Proof
of Work” or POW was first coined and formalized in a
1999 paper by Markus Jakobsson and Ari Juels.[2]

A key feature of these schemes is their asymmetry: the
work must be moderately hard (but feasible) on the re-
quester side but easy to check for the service provider.
This idea is also known as a CPU cost function, client
puzzle, computational puzzle or CPU pricing function. It
is distinct from a CAPTCHA, which is intended for a hu-
man to solve quickly, rather than a computer. Proof of
space (PoS) proposal apply the same principle by prov-
ing a dedicated amount of memory or disk space instead
of CPU time. Proof of bandwidth approaches have been
discussed in the context of cryptocurrency. Proof of own-
ership aims at proving that specific data are held by the
prover.

4.5.1 Background

One popular system—used in bitcoin mining and
Hashcash— uses partial hash inversions to prove that

work was done, as a good-will token to send an e-
mail. For instance the following header represents
about 252 hash computations to send a message to
calvin@comics.net on January 19, 2038:
X-Hashcash: 1:52:380119:calvin@comics.net:::9B760005E92F0DAE
It is verified with a single computation by checking that
the SHA-1 hash of the stamp (omit the header name X-
Hashcash: including the colon and any amount of whites-
pace following it) begins with 52 binary zeros, that is 13
hexadecimal zeros:^
0000000000000756af69e2ffbdb930261873cd71
Whether POW systems can actually solve a particular
denial-of-service issue such as the spam problem is sub-
ject to debate;[3][4] the system must make sending spam
emails obtrusively unproductive for the spammer, but
should also not prevent legitimate users from sending
their messages. Proof-of-work systems are being used as
a primitive by other more complex cryptographic systems
such as bitcoin which uses a system similar to Hashcash.

4.5.2 Variants

There are two classes of proof-of-work protocols.

• Challenge-response protocols assume a direct in-
teractive link between the requester (client) and the
provider (server). The provider chooses a challenge,
say an item in a set with a property, the requester
finds the relevant response in the set, which is sent
back and checked by the provider. As the challenge
is chosen on the spot by the provider, its difficulty
can be adapted to its current load. The work on
the requester side may be bounded if the challenge-
response protocol has a known solution (chosen by
the provider), or is known to exist within a bounded
search space.

1. request service

3. challenge

7. grant service

5. response

6. verify

4. solve

Client

2. choose

Server

• Solution-verification protocols do not assume such
a link: as a result the problem must be self-imposed
before a solution is sought by the requester, and
the provider must check both the problem choice
and the found solution. Most such schemes are un-
bounded probabilistic iterative procedures such as
Hashcash.

Known-solution protocols tend to have slightly lower vari-
ance than unbounded probabilistic protocols, because the
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Sender Receiver

1. compute

2. solve

4. verify
3. send

variance of a rectangular distribution is lower than the
variance of a Poisson distribution (with the same mean).
A generic technique for reducing variance is to use mul-
tiple independent sub-challenges, as the average of mul-
tiple samples will have lower variance.
There are also fixed-cost functions such as the time-lock
puzzle.
Moreover, the underlying functions used by these
schemes may be:

• CPU-bound where the computation runs at the
speed of the processor, which greatly varies in time,
as well as from high-end server to low-end portable
devices.[5]

• Memory-bound[6][7][8][9] where the computation
speed is bound by main memory accesses (either la-
tency or bandwidth), the performance of which is
expected to be less sensitive to hardware evolution.

• Network-bound[10] if the client must perform few
computations, but must collect some tokens from
remote servers before querying the final service
provider. In this sense the work is not actually per-
formed by the requester, but it incurs delays anyway
because of the latency to get the required tokens.

Finally, some POW systems offer shortcut computations
that allow participants who know a secret, typically a pri-
vate key, to generate cheap POWs. The rationale is that
mailing-list holders may generate stamps for every recip-
ient without incurring a high cost. Whether such a feature
is desirable depends on the usage scenario.

4.5.3 List of proof-of-work functions

Here is a list of known proof-of-work functions:

• Integer square root modulo a large prime[1]

• Weaken Fiat–Shamir signatures[1]

• Ong–Schnorr–Shamir signature broken by
Pollard[1]

• Partial hash inversion[11][12][2] This paper formalizes
the idea of a proof of work (POW) and introduces
“the dependent idea of a bread pudding protocol",
a “re-usable proof of work” (RPOW) system.[13] as
Hashcash

• Hash sequences[14]

• Puzzles[15]

• Diffie–Hellman-based puzzle[16]

• Moderate[6]

• Mbound[7]

• Hokkaido[8]

• Cuckoo Cycle[9]

• Merkle tree based[17]

• Guided tour puzzle protocol[10]

4.5.4 Reusable proof-of-work as e-money

Computer scientist Hal Finney built on the proof-of-work
idea, yielding a system that exploited reusable proof of
work (“RPOW”).[18] The idea of making proofs-of-work
reusable for some practical purpose had already been es-
tablished in 1999.[2] Finney’s purpose for RPOW was as
token money. Just as a gold coin’s value is thought to be
underpinned by the value of the raw gold needed to make
it, the value of an RPOW token is guaranteed by the value
of the real-world resources required to 'mint' a POW to-
ken. In Finney’s version of RPOW, the POW token is a
piece of Hashcash.
A website can demand a POW token in exchange for
service. Requiring a POW token from users would in-
hibit frivolous or excessive use of the service, sparing the
service’s underlying resources, such as bandwidth to the
Internet, computation, disk space, electricity and admin-
istrative overhead.
Finney’s RPOW system differed from a POW system in
permitting random exchange of tokens without repeating
the work required to generate them. After someone had
“spent” a POW token at a website, the website’s operator
could exchange that “spent” POW token for a new, un-
spent RPOW token, which could then be spent at some
third party web site similarly equipped to accept RPOW
tokens. This would save the resources otherwise needed
to 'mint' a POW token. The anti-counterfeit property of
the RPOW token was guaranteed by remote attestation.
The RPOW server that exchanges a used POW or RPOW
token for a new one of equal value uses remote attes-
tation to allow any interested party to verify what soft-
ware is running on the RPOW server. Since the source
code for Finney’s RPOW software was published (under
a BSD-like license), any sufficiently knowledgeable pro-
grammer could, by inspecting the code, verify that the
software (and, by extension, the RPOW server) never is-
sued a new token except in exchange for a spent token of
equal value.
Until 2009, Finney’s system was the only RPOW sys-
tem to have been implemented; it never saw economically
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significant use. In 2009, the bitcoin network went on-
line. Bitcoin is a proof-of-work cryptocurrency that, like
Finney’s RPOW, is also based on the Hashcash POW. But
in bitcoin double-spend protection is provided by a de-
centralized P2P protocol for tracking transfers of coins,
rather than the hardware trusted computing function used
by RPOW. Bitcoin has better trustworthiness because it
is protected by computation; RPOW is protected by the
private keys stored in the TPM hardware and manufac-
turers holding TPM private keys. Hackers who steal a
TPM manufacturer key, or anyone capable of obtaining
the key by examining the TPM chip itself, could subvert
that assurance. Bitcoins are “mined” using the Hashcash
proof-of-work function by individual nodes and verified
by the decentralized P2P bitcoin network.
Other cryptocurrencies have used different hashing algo-
rithms, as well as prime chains as proof of work.

4.5.5 Notes

1.^ On most Unix systems this can
be verified with a command: echo -n
1:52:380119:calvin@comics.net:::9B760005E92F0DAE
| openssl sha1

4.5.6 See also

• Bitcoin

• Cryptocurrency

• Bitmessage

• Proof-of-stake
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4.6 SHA-2

SHA-2 (Secure Hash Algorithm 2) is a set of
cryptographic hash functions designed by the National
Security Agency (NSA).[3] SHA stands for Secure Hash
Algorithm. Cryptographic hash functions are mathemat-
ical operations run on digital data; by comparing the com-
puted “hash” (the output from execution of the algorithm)
to a known and expected hash value, a person can deter-
mine the data’s integrity. For example, computing the
hash of a downloaded file and comparing the result to
a previously published hash result can show whether the
download has been modified or tampered with.[4] A key
aspect of cryptographic hash functions is their collision
resistance: nobody should be able to find two different
input values that result in the same hash output.
SHA-2 includes significant changes from its predecessor,
SHA-1. The SHA-2 family consists of six hash functions
with digests (hash values) that are 224, 256, 384 or 512
bits: SHA-224, SHA-256, SHA-384, SHA-512, SHA-
512/224, SHA-512/256.
SHA-256 and SHA-512 are novel hash functions com-
puted with 32-bit and 64-bit words, respectively. They
use different shift amounts and additive constants, but
their structures are otherwise virtually identical, differing
only in the number of rounds. SHA-224 and SHA-384
are simply truncated versions of the first two, computed
with different initial values. SHA-512/224 and SHA-
512/256 are also truncated versions of SHA-512, but the
initial values are generated using the method described
in Federal Information Processing Standards (FIPS) PUB
180-4. SHA-2 was published in 2001 by the National In-
stitute of Standards and Technology (NIST) a U.S. fed-
eral standard (FIPS). The SHA-2 family of algorithms are
patented in US patent 6829355.[5] The United States has
released the patent under a royalty-free license.[6]

In 2005, an algorithm emerged for finding SHA-1 col-
lisions in about 2,000-times fewer steps than was previ-
ously thought possible.[7] Although (as of 2015) no ex-
ample of a SHA-1 collision has been published yet, the
security margin left by SHA-1 is weaker than intended,
and its use is therefore no longer recommended for appli-
cations that depend on collision resistance, such as digital
signatures. Although SHA-2 bears some similarity to the
SHA-1 algorithm, these attacks have not been success-
fully extended to SHA-2.
Currently, the best public attacks break preimage resis-
tance for 52 rounds of SHA-256 or 57 rounds of SHA-
512, and collision resistance for 46 rounds of SHA-
256, as shown in the Cryptanalysis and validation section
below.[1][2]
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One iteration in a SHA-2 family compression function. The blue
components perform the following operations:
Ch(E,F,G) = (E ∧ F )⊕ (¬E ∧G) Ma(A,B,C) = (A ∧
B) ⊕ (A ∧ C) ⊕ (B ∧ C) Σ0(A) = (A ≫ 2) ⊕ (A ≫
13)⊕(A≫22)Σ1(E) = (E≫6)⊕(E≫11)⊕(E≫25)
The bitwise rotation uses different constants for SHA-512. The
given numbers are for SHA-256. The red ⊞ is addition modulo
232.

4.6.1 Hash standard

With the publication of FIPS PUB 180-2, NIST added
three additional hash functions in the SHA family. The
algorithms are collectively known as SHA-2, named after
their digest lengths (in bits): SHA-256, SHA-384, and
SHA-512.
The algorithms were first published in 2001 in the draft
FIPS PUB 180-2, at which time public review and com-
ments were accepted. In August 2002, FIPS PUB 180-2
became the new Secure Hash Standard, replacing FIPS
PUB 180-1, which was released in April 1995. The up-
dated standard included the original SHA-1 algorithm,
with updated technical notation consistent with that de-
scribing the inner workings of the SHA-2 family.[8]

In February 2004, a change notice was published for FIPS
PUB 180-2, specifying an additional variant, SHA-224,
defined to match the key length of two-key Triple DES.[9]

In October 2008, the standard was updated in FIPS PUB
180-3, including SHA-224 from the change notice, but
otherwise making no fundamental changes to the stan-
dard. The primary motivation for updating the standard
was relocating security information about the hash algo-
rithms and recommendations for their use to Special Pub-
lications 800-107 and 800-57.[10][11][12] Detailed test data
and example message digests were also removed from the
standard, and provided as separate documents.[13]

In January 2011, NIST published SP800-131A, which
specified a move from the current minimum security of
80-bits (provided by SHA-1) allowable for federal gov-
ernment use until the end of 2013, with 112-bit security
(provided by SHA-2) being the minimum requirement
current thereafter, and the recommended security level
from the publication date.[14]
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In March 2012, the standard was updated in FIPS PUB
180-4, adding the hash functions SHA-512/224 and
SHA-512/256, and describing a method for generating
initial values for truncated versions of SHA-512. Addi-
tionally, a restriction on padding the input data prior to
hash calculation was removed, allowing hash data to be
calculated simultaneously with content generation, such
as a real-time video or audio feed. Padding the final data
block must still occur prior to hash output.[15]

In July 2012, NIST revised SP800-57, which provides
guidance for cryptographic key management. The publi-
cation disallows creation of digital signatures with a hash
security lower than 112-bits after 2013. The previous re-
vision from 2007 specified the cutoff to be the end of
2010.[12] In August 2012, NIST revised SP800-107 in
the same manner.[11]

The NIST hash function competition selected a new hash
function, SHA-3, in 2012.[16] The SHA-3 algorithm is not
derived from SHA-2.

4.6.2 Applications

For more details on this topic, see Cryptographic hash
function § Applications.

The SHA-2 hash function is implemented in some widely
used security applications and protocols, including TLS
and SSL, PGP, SSH, S/MIME, and IPsec.
SHA-256 partakes in the process of authenticating
Debian GNU/Linux software packages[17] and in the
DKIM message signing standard; SHA-512 is part
of a system to authenticate archival video from the
International Criminal Tribunal of the Rwandan geno-
cide.[18] SHA-256 and SHA-512 are proposed for use
in DNSSEC.[19] Unix and Linux vendors are moving
to using 256- and 512-bit SHA-2 for secure password
hashing.[20]

Several cryptocurrencies like Bitcoin use SHA-256 for
verifying transactions and calculating proof-of-work or
proof-of-stake. The rise of ASIC SHA-2 accelerator
chips has led to the use of scrypt-based proof-of-work
schemes.
SHA-1 and SHA-2 are the secure hash algorithms re-
quired by law for use in certain U.S. Government ap-
plications, including use within other cryptographic al-
gorithms and protocols, for the protection of sensitive
unclassified information. FIPS PUB 180-1 also encour-
aged adoption and use of SHA-1 by private and com-
mercial organizations. SHA-1 is being retired for most
government uses; the U.S. National Institute of Standards
and Technology says, “Federal agencies should stop us-
ing SHA-1 for...applications that require collision resis-
tance as soon as practical, and must use the SHA-2 fam-
ily of hash functions for these applications after 2010”
(emphasis in original).[21] NIST’s directive that U.S. gov-

ernment agencies must stop uses of SHA-1 after 2010[22]

was hoped to accelerate migration away from SHA-1.
The SHA-2 functions were not quickly adopted, de-
spite better security than SHA-1. Reasons might include
lack of support for SHA-2 on systems running Windows
XP SP2 or older[23] and a lack of perceived urgency
since SHA-1 collisions have not yet been found. The
Google Chrome team announced a plan to make their
web browser gradually stop honoring SHA-1-dependent
TLS certificates over a period from late 2014 and early
2015.[24][25][26]

4.6.3 Cryptoanalysis and validation

For a hash function for which L is the number of bits in
the message digest, finding a message that corresponds to
a given message digest can always be done using a brute
force search in 2L evaluations. This is called a preimage
attack and may or may not be practical depending on L
and the particular computing environment. The second
criterion, finding two different messages that produce the
same message digest, known as a collision, requires on
average only 2L/2 evaluations using a birthday attack.
Some of the applications that use cryptographic hashes,
such as password storage, are only minimally affected by
a collision attack. Constructing a password that works for
a given account requires a preimage attack, as well as ac-
cess to the hash of the original password (typically in the
shadow file) which may or may not be trivial. Revers-
ing password encryption (e.g., to obtain a password to try
against a user’s account elsewhere) is not made possible
by the attacks. (However, even a secure password hash
cannot prevent brute-force attacks on weak passwords.)
In the case of document signing, an attacker could not
simply fake a signature from an existing document—the
attacker would have to produce a pair of documents, one
innocuous and one damaging, and get the private key
holder to sign the innocuous document. There are prac-
tical circumstances in which this is possible; until the
end of 2008, it was possible to create forged SSL certifi-
cates using an MD5 collision which would be accepted
by widely used web browsers.[27]

Increased interest in cryptographic hash analysis during
the SHA-3 competition produced several new attacks on
the SHA-2 family, the best of which are given in the table
below. Only the collision attacks are of practical com-
plexity; none of the attacks extend to the full round hash
function.
At FSE 2012, researchers at Sony gave a presentation sug-
gesting pseudo-collision attacks could be extended to 52
rounds on SHA-256 and 57 rounds on SHA-512 by build-
ing upon the biclique pseudo-preimage attack.[28]
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Official validation

Main article: Cryptographic Module Validation Program

Implementations of all FIPS-approved security functions
can be officially validated through the CMVP program,
jointly run by the National Institute of Standards and
Technology (NIST) and the Communications Security
Establishment (CSE). For informal verification, a pack-
age to generate a high number of test vectors is made
available for download on the NIST site; the resulting ver-
ification, however, does not replace the formal CMVP
validation, which is required by law for certain applica-
tions.
As of December 2013, there are over 1300 validated im-
plementations of SHA-256 and over 900 of SHA-512,
with only 5 of them being capable of handling messages
with a length in bits not a multiple of eight while support-
ing both variants (see SHS Validation List).

4.6.4 Test vectors

Hash values of empty string.
SHA224("") 0x d14a028c2a3a2bc9476102bb288234c415a2b01f828ea62ac5b3e42f
SHA256("") 0x e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855
SHA384("") 0x 38b060a751ac96384cd9327eb1b1e36a21fdb71114be07434c0cc7bf63f6e1da274edebfe76f65fbd51ad2f14898b95b
SHA512("") 0x cf83e1357eefb8bdf1542850d66d8007d620e4050b5715dc83f4a921d36ce9ce47d0d13c5d85f2b0ff8318d2877eec2f63b931bd47417a81a538327af927da3e
SHA512/224("") 0x 6ed0dd02806fa89e25de060c19d3ac86cabb87d6a0ddd05c333b84f4
SHA512/256("") 0x c672b8d1ef56ed28ab87c3622c5114069bdd3ad7b8f9737498d0c01ecef0967a
Even a small change in the message will (with overwhelm-
ing probability) result in a mostly different hash, due to
the avalanche effect. For example, adding a period to the
end of this sentence changes 111 out of 224 bits in the
hash:
SHA224("The quick brown fox
jumps over the lazy dog") 0x
730e109bd7a8a32b1cb9d9a09aa2325d2430587ddbc0c38bad911525
SHA224("The quick brown fox
jumps over the lazy dog.”) 0x
619cba8e8e05826e9b8c519c0a5c68f4fb653e8a3d8aa04bb2c8cd4c

4.6.5 Pseudocode

Pseudocode for the SHA-256 algorithm follows. Note
the great increase in mixing between bits of the w[16..63]
words compared to SHA-1.
Note 1: All variables are 32 bit unsigned integers and ad-
dition is calculated modulo 232 Note 2: For each round,
there is one round constant k[i] and one entry in the mes-
sage schedule array w[i], 0 ≤ i ≤ 63 Note 3: The com-
pression function uses 8 working variables, a through h
Note 4: Big-endian convention is used when expressing the
constants in this pseudocode, and when parsing message
block data from bytes to words, for example, the first word

of the input message “abc” after padding is 0x61626380
Initialize hash values: (first 32 bits of the fractional
parts of the square roots of the first 8 primes 2..19):
h0 := 0x6a09e667 h1 := 0xbb67ae85 h2 := 0x3c6ef372
h3 := 0xa54ff53a h4 := 0x510e527f h5 := 0x9b05688c
h6 := 0x1f83d9ab h7 := 0x5be0cd19 Initialize array of
round constants: (first 32 bits of the fractional parts of
the cube roots of the first 64 primes 2..311): k[0..63]
:= 0x428a2f98, 0x71374491, 0xb5c0fbcf, 0xe9b5dba5,
0x3956c25b, 0x59f111f1, 0x923f82a4, 0xab1c5ed5,
0xd807aa98, 0x12835b01, 0x243185be, 0x550c7dc3,
0x72be5d74, 0x80deb1fe, 0x9bdc06a7, 0xc19bf174,
0xe49b69c1, 0xefbe4786, 0x0fc19dc6, 0x240ca1cc,
0x2de92c6f, 0x4a7484aa, 0x5cb0a9dc, 0x76f988da,
0x983e5152, 0xa831c66d, 0xb00327c8, 0xbf597fc7,
0xc6e00bf3, 0xd5a79147, 0x06ca6351, 0x14292967,
0x27b70a85, 0x2e1b2138, 0x4d2c6dfc, 0x53380d13,
0x650a7354, 0x766a0abb, 0x81c2c92e, 0x92722c85,
0xa2bfe8a1, 0xa81a664b, 0xc24b8b70, 0xc76c51a3,
0xd192e819, 0xd6990624, 0xf40e3585, 0x106aa070,
0x19a4c116, 0x1e376c08, 0x2748774c, 0x34b0bcb5,
0x391c0cb3, 0x4ed8aa4a, 0x5b9cca4f, 0x682e6ff3,
0x748f82ee, 0x78a5636f, 0x84c87814, 0x8cc70208,
0x90befffa, 0xa4506ceb, 0xbef9a3f7, 0xc67178f2 Pre-
processing: append the bit '1' to the message append k
bits '0', where k is the minimum number >= 0 such that
the resulting message length (modulo 512 in bits) is 448.
append length of message (without the '1' bit or padding),
in bits, as 64-bit big-endian integer (this will make the en-
tire post-processed length a multiple of 512 bits) Process
the message in successive 512-bit chunks: break message
into 512-bit chunks for each chunk create a 64-entry mes-
sage schedule array w[0..63] of 32-bit words (The initial
values in w[0..63] don't matter, so many implementations
zero them here) copy chunk into first 16 words w[0..15] of
the message schedule array Extend the first 16 words into
the remaining 48 words w[16..63] of the message sched-
ule array: for i from 16 to 63 s0 := (w[i-15] rightrotate
7) xor (w[i-15] rightrotate 18) xor (w[i-15] rightshift
3) s1 := (w[i-2] rightrotate 17) xor (w[i-2] rightrotate
19) xor (w[i-2] rightshift 10) w[i] := w[i-16]+ s0+w[i-
7] + s1 Initialize working variables to current hash value:
a := h0 b := h1 c := h2 d := h3 e := h4 f := h5 g := h6
h := h7 Compression function main loop: for i from 0 to
63 S1 := (e rightrotate 6) xor (e rightrotate 11) xor (e
rightrotate 25) ch := (e and f) xor ((not e) and g) temp1
:= h + S1 + ch + k[i] + w[i] S0 := (a rightrotate 2) xor
(a rightrotate 13) xor (a rightrotate 22) maj := (a and
b) xor (a and c) xor (b and c) temp2 := S0 + maj h :=
g g := f f := e e := d + temp1 d := c c := b b := a a :=
temp1 + temp2 Add the compressed chunk to the current
hash value: h0 := h0 + a h1 := h1 + b h2 := h2 + c h3
:= h3 + d h4 := h4 + e h5 := h5 + f h6 := h6 + g h7 :=
h7 + h Produce the final hash value (big-endian): digest
:= hash := h0 append h1 append h2 append h3 append
h4 append h5 append h6 append h7
The computation of the ch and maj values can be opti-
mized the same way as described for SHA-1.
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SHA-224 is identical to SHA-256, except that:

• the initial hash values h0 through h7 are different,
and

• the output is constructed by omitting h7.

SHA-224 initial hash values (in big endian): (The second
32 bits of the fractional parts of the square roots of the
9th through 16th primes 23..53) h[0..7] := 0xc1059ed8,
0x367cd507, 0x3070dd17, 0xf70e5939, 0xffc00b31,
0x68581511, 0x64f98fa7, 0xbefa4fa4
SHA-512 is identical in structure to SHA-256, but:

• the message is broken into 1024-bit chunks,

• the initial hash values and round constants are ex-
tended to 64 bits,

• there are 80 rounds instead of 64,

• the message schedule array w has 80 64-bit words
instead of 64 32-bit words,

• to extend the message schedule array w, the loop is
from 16 to 79 instead of from 16 to 63,

• the round constants are based on the first 80 primes
2..409,

• the word size used for calculations is 64 bits long,

• the appended length of the message (before pre-
processing), in bits, is a 128-bit big-endian integer,
and

• the shift and rotate amounts used are different.

SHA-512 initial hash values (in big-endian): h[0..7]
:= 0x6a09e667f3bcc908, 0xbb67ae8584caa73b,
0x3c6ef372fe94f82b, 0xa54ff53a5f1d36f1,
0x510e527fade682d1, 0x9b05688c2b3e6c1f,
0x1f83d9abfb41bd6b, 0x5be0cd19137e2179 SHA-512
round constants: k[0..79] := [ 0x428a2f98d728ae22,
0x7137449123ef65cd, 0xb5c0fbcfec4d3b2f,
0xe9b5dba58189dbbc, 0x3956c25bf348b538,
0x59f111f1b605d019, 0x923f82a4af194f9b,
0xab1c5ed5da6d8118, 0xd807aa98a3030242,
0x12835b0145706fbe, 0x243185be4ee4b28c,
0x550c7dc3d5ffb4e2, 0x72be5d74f27b896f,
0x80deb1fe3b1696b1, 0x9bdc06a725c71235,
0xc19bf174cf692694, 0xe49b69c19ef14ad2,
0xefbe4786384f25e3, 0x0fc19dc68b8cd5b5,
0x240ca1cc77ac9c65, 0x2de92c6f592b0275,
0x4a7484aa6ea6e483, 0x5cb0a9dcbd41fbd4,
0x76f988da831153b5, 0x983e5152ee66dfab,
0xa831c66d2db43210, 0xb00327c898fb213f,
0xbf597fc7beef0ee4, 0xc6e00bf33da88fc2,
0xd5a79147930aa725, 0x06ca6351e003826f,
0x142929670a0e6e70, 0x27b70a8546d22ffc,

0x2e1b21385c26c926, 0x4d2c6dfc5ac42aed,
0x53380d139d95b3df, 0x650a73548baf63de,
0x766a0abb3c77b2a8, 0x81c2c92e47edaee6,
0x92722c851482353b, 0xa2bfe8a14cf10364,
0xa81a664bbc423001, 0xc24b8b70d0f89791,
0xc76c51a30654be30, 0xd192e819d6ef5218,
0xd69906245565a910, 0xf40e35855771202a,
0x106aa07032bbd1b8, 0x19a4c116b8d2d0c8,
0x1e376c085141ab53, 0x2748774cdf8eeb99,
0x34b0bcb5e19b48a8, 0x391c0cb3c5c95a63,
0x4ed8aa4ae3418acb, 0x5b9cca4f7763e373,
0x682e6ff3d6b2b8a3, 0x748f82ee5defb2fc,
0x78a5636f43172f60, 0x84c87814a1f0ab72,
0x8cc702081a6439ec, 0x90befffa23631e28,
0xa4506cebde82bde9, 0xbef9a3f7b2c67915,
0xc67178f2e372532b, 0xca273eceea26619c,
0xd186b8c721c0c207, 0xeada7dd6cde0eb1e,
0xf57d4f7fee6ed178, 0x06f067aa72176fba,
0x0a637dc5a2c898a6, 0x113f9804bef90dae,
0x1b710b35131c471b, 0x28db77f523047d84,
0x32caab7b40c72493, 0x3c9ebe0a15c9bebc,
0x431d67c49c100d4c, 0x4cc5d4becb3e42b6,
0x597f299cfc657e2a, 0x5fcb6fab3ad6faec,
0x6c44198c4a475817] SHA-512 Sum & Sigma:
S0 := (a rightrotate 28) xor (a rightrotate 34) xor
(a rightrotate 39) S1 := (e rightrotate 14) xor (e
rightrotate 18) xor (e rightrotate 41) s0 := (w[i-15]
rightrotate 1) xor (w[i-15] rightrotate 8) xor (w[i-15]
rightshift 7) s1 := (w[i-2] rightrotate 19) xor (w[i-2]
rightrotate 61) xor (w[i-2] rightshift 6)
SHA-384 is identical to SHA-512, except that:

• the initial hash values h0 through h7 are different
(taken from the 9th through 16th primes), and

• the output is constructed by omitting h6 and h7.

SHA-384 initial hash values (in big-endian): h[0..7]
:= 0xcbbb9d5dc1059ed8, 0x629a292a367cd507,
0x9159015a3070dd17, 0x152fecd8f70e5939,
0x67332667ffc00b31, 0x8eb44a8768581511,
0xdb0c2e0d64f98fa7, 0x47b5481dbefa4fa4
SHA-512/t is identical to SHA-512 except that:

• the initial hash values h0 through h7 are given by the
SHA-512/t IV generation function,

• the output is constructed by truncating the concate-
nation of h0 through h7 at t bits,

• t equal to 384 is not allowed, instead SHA-384
should be used as specified, and

• t values 224 and 256 are especially mentioned as ap-
proved.

The SHA-512/t IV generation function evaluates a modi-
fied SHA-512 on the ASCII string “SHA-512/t", substi-
tuted with the decimal representation of t. The modified
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SHA-512 is the same as SHA-512 except its initial values
h0 through h7 have each been XORed with the hexadec-
imal constant 0xa5a5a5a5a5a5a5a5.

C++ Implementation

#include <cstring> // memcpy, memset #define ROL(v,
c) (((v) << (c)) | ((v) >> ((sizeof(v) * 8) - (c)))) #define
ROR(v, c) (((v) >> (c)) | ((v) << ((sizeof(v) * 8) - (c))))
// len usually does not include null terminator; o1 is
the most significant dword, 07 the least void __cdecl
SHA256(const char *src, unsigned int len, unsigned int
*o0, unsigned int *o1, unsigned int *o2, unsigned int *o3,
unsigned int *o4, unsigned int *o5, unsigned int *o6, un-
signed int *o7) { unsigned int h0 = 1779033703; unsigned
int h1 = −1150833019; unsigned int h2 = 1013904242;
unsigned int h3 = −1521486534; unsigned int h4 =
1359893119; unsigned int h5 = −1694144372; unsigned
int h6 = 528734635; unsigned int h7 = 1541459225;
const int k[64] = { 1116352408, 1899447441,
−1245643825, −373957723, 961987163, 1508970993,
−1841331548, −1424204075, −670586216,
310598401, 607225278, 1426881987, 1925078388,
−2132889090, −1680079193, −1046744716,
−459576895, −272742522, 264347078, 604807628,
770255983, 1249150122, 1555081692, 1996064986,
−1740746414, −1473132947, −1341970488,
−1084653625, −958395405, −710438585,
113926993, 338241895, 666307205, 773529912,
1294757372, 1396182291, 1695183700, 1986661051,
−2117940946, −1838011259, −1564481375,
−1474664885, −1035236496, −949202525,
−778901479, −694614492, −200395387, 275423344,
430227734, 506948616, 659060556, 883997877,
958139571, 1322822218, 1537002063, 1747873779,
1955562222, 2024104815, −2067236844,
−1933114872, −1866530822, −1538233109,
−1090935817, −965641998 }; unsigned int width
= (len + 63) & 0xFFFFFFC0; if (!((len + 63) &
0xFFFFFFC0)) width = 64; if ((len & 0x7F) > 0x38)
width += 64; unsigned int *msg = new unsigned int[width
<< 2]; memset(msg, 0, width); memcpy(msg, src, len); //
append 1 *((char *)msg + len) = −128; // append length
in big endian *((char *)msg + width - 1) = 8 * len; *((char
*)msg + width - 2) = (8 * len) >> 8; *((char *)msg +
width - 3) = (8 * len) >> 16; *((char *)msg + width - 4)
= (8 * len) >> 24; unsigned int w[64]; unsigned char lsb;
int other, s1, offset; unsigned int value, def; unsigned int
t1, t2, a, b, c, d, e, f, g, h; unsigned int blocks = width
>> 6; if (blocks) { int chunk = (int)((char *)msg + 2); do
{ unsigned int r = 0; do // w[0] -- w[15] { // must be in
big endian lsb = *(char *)(chunk + 1); other = (*(char
*)chunk | (((*(char *)(chunk - 2) << 8) | *(char *)(chunk
- 1)) << 8)) << 8; chunk += 4; w[r++] = lsb | other; }
while (r < 0x10); unsigned int *set = &w[14]; r = 48;
do // w[16] -- w[63] { value = *set; ++set; def = *(set -
14); s1 = (value >> 10) ^ ROL(value, 13) ^ ROL(value,
15); set[1] = *(set - 6) + *(set - 15) + ((def >> 3) ^

ROR(def, 7) ^ ROL(*(set - 14), 14)) + s1; --r; } while
(r); a = h0; b = h1; c = h2; d = h3; e = h4; f = h5; g = h6;
h = h7; offset = 0; do // SHA-256 compression function
{ t1 = h + *(int *)((char *)k + offset) + *(unsigned int
*)((char *)w + offset) + (e & f ^ g & ~e) + (ROR(e, 6)
^ ROL(e, 7) ^ ROR(e, 11)); t2 = (a & b ^ c & (a ^ b))
+ (ROR(a, 2) ^ ROL(a, 10) ^ ROR(a, 13)); h = g; g = f;
f = e; e = d + t1; d = c; c = b; b = a; a = t1 + t2; offset
+= 4; } while (offset < 0x100); h0 += a; h1 += b; h2 +=
c; h3 += d; h4 += e; h5 += f; h6 += g; h7 += h; } while
(!(blocks--)); } delete[] msg; *o0 = h0; *o1 = h1; *o2
= h2; *o3 = h3; *o4 = h4; *o5 = h5; *o6 = h6; *o7 = h7; }

4.6.6 Comparison of SHA functions

In the table below, internal state means the “internal hash
sum” after each compression of a data block.
Further information: Merkle–Damgård construction

In the bitwise operations column, “rot” stands for rotate
no carry, and “shr” stands for right logical shift. All of
these algorithms employ modular addition in some fash-
ion except for SHA-3.
The performance numbers above were for a single-
threaded implementation on an AMD Opteron 8354 run-
ning at 2.2 GHz under Linux in 64-bit mode, and serve
only as a rough point for general comparison. More de-
tailed performance measurements on modern processor
architectures are given in the table below.
The performance numbers labeled 'x86' were running us-
ing 32-bit code on 64-bit processors, whereas the 'x86-
64' numbers are native 64-bit code. While SHA-256
is designed for 32-bit calculations, it does benefit from
code optimized for 64-bit processors on the x86 archi-
tecture. 32-bit implementations of SHA-512 are signifi-
cantly slower than their 64-bit counterparts. Variants of
both algorithms with different output sizes will perform
similarly, since the message expansion and compression
functions are identical, and only the initial hash values
and output sizes are different. The best implementations
of MD5 and SHA-1 perform between 4.5 and 6 cycles
per byte on modern processors.
Testing was performed by the University of Illinois at
Chicago on their hydra8 system running an Intel Xeon
E3-1275 V2 at a clock speed of 3.5 GHz, and on their
hydra9 system running an AMD A10-5800K at a clock
speed of 3.8 GHz.[41] The referenced cycles per byte
speeds above are the median performance of an algo-
rithm digesting a 4,096 byte message using the SU-
PERCOP cryptographic benchmarking software.[42] The
MiB/s performance is extrapolated from the CPU clock-
speed on a single core, real world performance will vary
due to a variety of factors.
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4.6.7 See also

• Comparison of cryptographic hash functions

• Hash-based message authentication code

• Hashcash

• International Association for Cryptologic Research
(IACR)

• sha1sum (sha224sum, sha256sum, sha384sum and
sha512sum) commands

• Trusted timestamping
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Chapter 5

Exchanges

5.1 ANX (Hong Kong company)

ANX INTERNATIONAL (formerly known as Asia
Nexgen[1]) is a Hong Kong-based financial technology
company which operates Bitcoin exchanges and associ-
ated services, such as prepaid debit cards for which the
balance is backed by Bitcoin or other fiat currencies, and
mobile applications for transfer of digital assets held in
the customer account.[2][3][1]

5.1.1 Sub-brands

ANX offers Debit Cards to connect digital assets with
traditional payment system.
ANX offers two trading platforms and both offer 24-hour
online exchange:[4]

ANXBTC.com - a user-friendly Bitcoin exchange plat-
form for general Bitcoin trading.
ANXPRO.com - a cryptocurrency exchange platform for
experienced traders.

5.1.2 History

Billed as the biggest bitcoin giveaway to date, in January
2014, ANX distributed $64,000 worth of bitcoin vouch-
ers by tapping into Chinese cash-giving tradition.[5][6]

As Chinese markets increasingly embrace online transac-
tions and e-commerce models, the tradition of giving cash
gifts of “lucky money” is transformed to convenience as
more and more lucky money recipients prefer to receive
their money via electronic means.

5.1.3 Company Growth

In February 28, 2014, ANX INTERNATIONAL
launched the world’s first Digital Assets physical retail
store in Sai Ying Pun, Hong Kong.[7][8][9] It has become a
digital assets exchange that operates both online and brick
and mortar trading platforms.[10] For the first time, buyers
can simply walk into the store, pay cash and send bitcoins

to their virtual wallets, instead of buying with credit cards
on online exchanges.[11]

In March 13, 2014, ANX INTERNATIONAL an-
nounced the launch of its first Digital Assets ATMs,[12][13]

which was the first digital currency ATMs in Hong Kong.
The machine accepts deposit of Hong Kong dollars to ex-
change Bitcoins.
In April 2014, ANX INTERNATIONAL launched mo-
bile app ANX Vault on Apple App Store[14] and Google
Play Store.[15] The app features high security encryp-
tion, one-time passwords, and send privilege controls. It
relies on industrial strength security standards provided
by the ANX platform including optical three-factor au-
thentication. The app supports major fiat currencies and
cryptocurrencies.[16] All customers funds are held in the
cold storage for protection against hackers.[17] ANX IN-
TERNATIONAL also works with an industry leading
service provider of DDos protection. The multi-firewall
protection is also implemented into their services. All
servers are hosted in the Tier 3 compliant data center.[1]

In July 2014, ANX INTERNATIONAL introduced one
of the first Bitcoin debit card that can be used world-
wide at any merchant that accepts debit cards and at reg-
ular ATMs to withdraw cash.[18] The ANX card is a Bit-
coin only card yet it spports 10 fiat currencies.[19] One
of the largest problems that Bitcoin has is that Bitcoin
is not widely accepted; users want to use it have to ex-
change for fiat currencies. ANX has basically eliminated
the problem with its Bitcoin debit card that allows users
to use Bitcoins within the traditional credit card payment
system.[20] Users can reload funds to the debit cards using
Bitcoin. The card can be used for both online and Point of
Sale purchases as well as withdrawals through the Global
AT&T Network, in other words, they can easily spend
their bitcoins at many locations that take traditional debit
cards.[21]

In July 2014, ANX INTERNATIONAL has launched
the ANX Vault that allowed to sending and receiving
functionality for the Apple App Store and Google Play
Store.[22] iOS users who make sure of ANX services will
be able to conduct their digital assets sending/ receiv-
ing business, in addition to being able to send bitcoin by
email.[22] For the security features, both versions of the
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app support optional three-factor authentication, although
it still allows fast transactions, the app allows users to set
daily spending limits that bypass the security feature.[23]

ANX digital assets exchange said that other security fea-
tures include the ability to disable sending privileges from
a user’s desktop account in the event of a lost mobile de-
vice, OTP (one-time password) support for logging in and
sending funds, and 'industry standard' encryption for all
data communication.[23]

5.1.4 Acquisitions

In November 2014, Hong Kong-based exchange ANX
INTERNATIONAL has expanded its global presence
with the acquisition of Norwegian exchange [24] Just-
coin, expanding its presence in the European Bitcoin
Market.[25] Justcoin was moving to run on ANX infras-
tructure as well as incorporating features available on
ANX[25] and customers of Justcoin can trade Ripple and
Stellar using the ANX order book powered by ANX’s lat-
est technology. ANX said that it was able to migrate the
Justcoin platform in “less than a week” with the ANX pro-
prietary trading engine and white-label capabilities.[26]

In January 2015, ANX announced that it required
CoinMkt, the Santa Monica-based cryptocurrency
exchange.[27] The acquisition will help ANX to expand
the footprint in the America.[27] Whereas ANX is
focused in Asia, the CoinMkt is focused in the US.
ANX will have a wide of reach to cater the requirements
from clients or customers.[27] CoinMkt will continue to
operate under its original brand, but reside under the
umbrella of ANX.[28]

5.1.5 Agreements

In December 2014, the Payment Processing special-
ist Vogogo signed an agreement with ANXPRO and
The Rock Trading Company of Malta, a Maltese-based
exchanges.[29] Rock Trading and ANXPRO will be inte-
grated with Vogogo’s payment processing and risk man-
agement platform enable each to offer users of their re-
spective platform’s seamless transactions between Bitcoin
and fiat currencies in the US, Canada and the Euro-
pean Union. The ability to conduct transactions with
traditional banks has been a major hurdle for compa-
nies of crypto-currencies to date and is seen by critical
to the widespread adoption and proliferation of virtual
currencies.[29] With Vogogo providing sophisticated risk
management and compliance, exchanges like these have
the freedom to focus on its technology and building its
respective business.[29]

In January 2015, ANX added “Black Gold” Coin, which
was launched by National Aten Coin.[30] Clients in Na-
tional Aten Coin (NAC) will have instant access to ANX-
PRO’s simple and user friendly UI, consolidated shared
order book for blended multi-currency settlement, real

time FX pricing, deposit options and risk management
and trading tools.[31]
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5.2 BitInstant

BitInstant was a bitcoin exchange start-up based in New
York City.[1][2] Founded in 2011 by Gareth Nelson and
Charlie Shrem, BitInstant provided a means to rapidly
pay traditional funds to bitcoin exchanges.[3] As of Jan-
uary 2014, BitInstant’s website is no longer available, dis-
playing only a blank page.[1] Its blog, at was unavailable
as of October 31, 2014.

5.2.1 History

BitInstant was founded in 2011 by Gareth Nelson and
Charlie Shrem.[3] The company allowed its customers to
purchase the bitcoins via more than 700,000 stores, in-
cluding Walmart, Walgreens, and Duane Reade.[4]

In September 2012, when presidential candidate Mitt
Romney was threatened with blackmail unless he paid an

anonymous group $1 million in bitcoin, BitInstant’s Erik
Voorhees offered to purchase the bitcoin for him without
a fee.[5]

According to Shrem, transaction volume grew rapidly
during 2013 as the price of bitcoin rose, and “basically
tripled” during April.[6]

As of May 2013, BitInstant had 16 employees when
Winklevoss Capital invested $1.5 million in the
company.[2] According to the Winklevosses, the funding
is “meant to allow the company to further scale up
its staff and product.” BitInstant later announced a
partnership with the Winklevosses’ bitcoin investment
fund.[7]

In June 2013, BitInstant announced integration with
Jumio, an online payment company led by Daniel Mat-
tes. Jumio’s Netverify software allows BitInstant to ver-
ify customers’ identity.[8] BitInstant also restricted bitcoin
transactions in some states, stating that “We have tem-
porarily limited transactions in some locations, and we
apologize for the inconvenience. We believe that these
measures are vital to serving the interests of both BitIn-
stant and the greater bitcoin community.”.[9]

In July 2013, BitInstant suspended services, saying it
wanted “to improve the code based on trends they no-
ticed” in nearly 17,300 customer service complaints.[10]

Several days earlier, a class action lawsuit had been filed
on behalf of customers, claiming failure to perform ser-
vices and false representation.[11]

On January 27, 2014, company CEO Charlie Shrem was
arrested at New York’s JFK airport and charged with
“conspiring to commit money laundering by selling more
than $1 million in bitcoins to users of the black mar-
ket website Silk Road...”.[12] BitInstant website has been
blank since then.

5.2.2 Criticism

BitInstant received many complaints from customers con-
cerning transaction processing delays sometimes of sev-
eral days.[6][13] In response to complaints, BitInstant CTO
Gareth Nelson stated that “we are all stressing out and
working day and night (literally) to get things fixed and
hope to have a proper resolution for the backlogged
orders”.[13]

The New York State Department of Financial Ser-
vices issued a warning letter to BitInstant, asking it to
comply with regulations governing money transmission
businesses.[14]
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5.2.4 External links

• Bitcoin Debit Card

5.3 Bitstamp

Bitstamp is a bitcoin exchange based in Luxembourg.
As of 2016 it was the world’s second largest by volume.[2]

It allows trading between USD currency and bitcoin
cryptocurrency. It allows USD, EUR, bitcoin or Ripple
deposits and withdrawals. The company is headed by
CEO Nejc Kodrič, a widely known member of the bit-
coin community, who co-founded the company in August
2011 with Damijan Merlak.[1] in his native Slovenia, but

later moved its registration to the UK in April 2013, then
to Luxembourg in 2016.[1][nb 1]

The company was founded as a European-focused alter-
native to then-dominant bitcoin exchange Mt. Gox.[1]

While the company trades in US dollars, it allows money
to be deposited through the European Union’s Single
Euro Payments Area, allowing a relatively quick, low cost
way of transferring money from European bank accounts
to purchase bitcoins.[1]

When incorporating in the United Kingdom, the com-
pany approached the UK’s Financial Conduct Authority
for guidance, but was told that bitcoin was not classed as a
currency, so the exchange was not subject to regulation.[1]

Bitstamp says that it instead regulates itself, following a
set of best practices to authenticate customers and deter
money laundering.[1] In September 2013, the company
began requiring account holders to verify their identity
with copies of their passports and official records of their
home address.[1] In 2016 the Luxembourgish government
granted a license to Bitstamp to be fully regulated in the
EU. The license is usable around the 28 member states of
the EU. This will help the industry become more secure,
robust and transparent.
Bitstamp offers an API to allow clients to use custom soft-
ware to access and control their accounts.[3]

Bitstamp also acts as a gateway for the Ripple payment
protocol.

5.3.1 Service disruptions

In February 2014, the company suspended withdrawals
for several days in the face of a distributed denial-of-
service.[4] Bitcoin Magazine reported that people behind
the attack sent a ransom demand of 75 bitcoins to Kodrič,
who refused due to a company policy against negotiating
with “terrorists”.[5] Days after restoring service, Bitstamp
temporarily suspended withdrawals for some users as a
security precaution due to increased phishing attempts.[6]

In January 2015, Bitstamp suspended its service af-
ter a hack during which less than 19,000 bitcoins were
stolen.[7]

5.3.2 Notes

[1] The company is registered in Reading in the UK, but this
is in fact just the offices of UK PLC, a company specialis-
ing in company formation and which, amongst its services,
allows companies to use its own address as their registered
office, effectively acting as a forwarding address. There
is no clear information available as to where Bitstamp’s
operations are located or whether they actually have any
presence at all in the UK, or are still run out of Slovenia.
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5.3.4 External links

• Official website

5.4 BTC-e

BTC-e is a digital currency trading platform and
exchange.[1] It was founded in July 2011 and as of
February 2015 handles around 2.5% of all Bitcoin ex-
change volume.[2] It allows trading between the U.
S. dollar, Russian ruble and euro currencies, and the
bitcoin, litecoin, namecoin, novacoin, peercoin, dash and
ethereum cryptocurrencies.
It has been a component of the CoinDesk Bitcoin Price
Index since the index started in September 2013.[3]

Neither the names of the management, the name of the
company nor the jurisdiction of incorporation are known.

5.4.1 History

BTC-e started in July 2011, handling just a few coin pairs,
including Bitcoin/U. S. dollar and I0Coin to Bitcoin. By
October 2011, they supported many different currency
pairs, including Litecoin to dollars, Bitcoin to rubles and
RuCoin to rubles.[4]

On July 31, 2012, BTC-e had their Liberty Reserve API
Key compromised, the attacker injected thousands of
fake U. S. dollars into the site and used it to disrupt the
markets. A large amount of Bitcoins were taken dur-
ing the attack, some sources estimate the equivalent of
$35,000 were taken in Bitcoins. The attackers are still un-
known, although BTC-e recovered without taking coins
from their users.

During 2013 and 2014, BTC-e had many outages related
to Distributed Denial of Service attacks.[5] They later be-
gan using the reverse proxy service CloudFlare to help
mitigate these attacks, reducing downtime for the ex-
change.

5.4.2 References

[1] Benjamin Guttmann (2014). “The Bitcoin Bible Gold
Edition”. Books on Demand. pp. 175–176. ISBN
9783732296965.

[2] “Bitcoin Exchanges Market Share”. Bitcoinity. Retrieved
2015-02-10.

[3] Del Rey, Jason (September 11, 2013). “What’s a Bitcoin
Really Worth? CoinDesk Thinks It Has the Answer.”. All
Things D.

[4] BTC-e (2011-10-25). “Start trading on a pairs of
BTC/RUB, LTC/USD, RUC/RUB, USD/RUB!". Re-
trieved 2015-11-20.

[5] Jonathon Millet @ NewsBTC. “BTC-e Reports DDOS
Attack Against Their Server”.

• “The Bitcoin Bible Gold Edition”. google.com.

• “BTC-e Pulls Support for Ruble As Russia Bans Bit-
coin”. CoinDesk.

• “BTC-e Empowers Veteran Investors with Ad-
vanced PAMM Trading Account”. CoinDesk.

• “BTC-e Back Online Following DDoS Attack”.
CoinDesk.

• Digiconomist. “Exchange Review: BTC-e”. Digi-
conomist.

• “BTC-e - Terrorist or Freedom Fighter?". The
Merkle.

• “Bitcoin exchange BTC-e, a Mt. Gox alternative, is
an Internet black hole”. Marketwatch.

5.5 BTC China

BTCChina, based in Shanghai, China, is the world’s sec-
ond largest bitcoin exchange by volume as of October
2014.[1] Founded in June 2011, it was the China’s first
bitcoin exchange, and most of its customers are thought
to be Chinese.[2] In November 2013, the company had
grown to 20 employees.[2]
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5.5.1 History

Company CEO Bobby Lee approached the then two-
person company in early 2013, and after investing his
own money and attracting investors, oversaw the com-
pany’s rapid expansion and marketshare growth by the
end of the year.[2] The Stanford computer science gradu-
ate, whose brother founded the cryptocurrency Litecoin,
previously worked for Yahoo! in the United States, and
for Walmart China as Vice President of Technology.[2]

In November 2013, BTCChina raised $5 million in Series
A funding from investors Lightspeed China Partners and
Lightspeed Venture Partners.[3]

On 18 December 2013, BTCChina announced that it was
temporarily suspending acceptance of Chinese yuan de-
posits, attributing the decision to government regulations,
following a 5 December statement from the People’s
Bank of China (PBOC).[4] On 30 January 2014, the
exchange resumed accepting yuan deposits, after fur-
ther studying the PBOC statement and other rules.[5]

While the PBOC prohibited banks from trading in Bit-
coin, BTCChina explained that they were accepting yuan
into their corporate bank account, and transferring that
money to their customer accounts, before it was traded
for bitcoins.[5]

5.5.2 References
[1] “Bitcoin Market”. Bitcoin Charts. Retrieved October 10,

2014.

[2] Hill, Kashmir (2013-11-08). “From Walmart To Bitcoin:
The CEO Behind The Chinese Exchange Sending BTC
To New Highs”. Forbes. Retrieved 2013-11-08.

[3] Lomas, Natasha (2013-11-18). “As Chinese Investors
Pile Into Bitcoin, China’s Oldest Exchange, BTCChina,
Raises $5M From Lightspeed”. TechCrunch. Retrieved
2014-02-21.

[4] Rose, Adam (2013-12-18). “China tightens curbs on bit-
coin trade”. Reuters. Retrieved 2014-02-21.

[5] Casey, Michael J. (2014-01-31). “China Bitcoin ex-
change restores deposit facility”. The Wall Street Journal.
Retrieved 2014-03-03.

5.5.3 External links

• Official site

5.6 Buttercoin

Warning: Page using Template:Infobox company with
unknown parameter “Former type” (this message is
shown only in preview).

Buttercoin was a private American start-up company
that provided digital currency exchange services to the
US.[2][3] Specifically, Buttercoin operated a full order
book trading platform for buying and selling bitcoins.
On April 6, 2015, citing a loss of interest in bitcoin from
venture capital firms, the company announced that it was
shutting down as of April 10, 2015.[5]

5.6.1 Funding

Y Combinator, Google Ventures (Kevin Rose and Chris
Hutchins), Floodate, Initialized Capital, Rothenberg
Ventures, and Reddit co-founder Alexis Ohanian in-
vested approximately $1 million into Buttercoin.[1][4] A
Swiss company, Centralway Ventures, invested an addi-
tional $250,000 into Buttercoin.[3] Combined with other
sources, Buttercoin raised a total of $1.6 million as of
September 2013.[3] Subsequently, Buttercoin raised an
undisclosed sum from Wedbush Securities, making it the
first bitcoin company to receive investment from a large
Wall Street institution. [6]

5.6.2 References
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[2] Reutzel, Bailey (September 9, 2013). “Buttercoin Takes
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mentsSource. Retrieved November 30, 2013.
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Bitcoin Whitelabel Exchange Buttercoin”. TechCrunch.
Retrieved December 1, 2013.

[4] Kolodny, Lora (August 19, 2013). “International Bit-
coin Exchange Buttercoin Raises $1M to Revamp Re-
mittance”. VentureWire. Retrieved November 30, 2013.
(subscription required (help)).

[5] Russell, Jon (April 6, 2015). “Google Ventures-
Backed Bitcoin Exchange Buttercoin Is Shutting Down”.
TechCrunch. Retrieved April 6, 2015.

[6] Kharif, Olga (November 17, 2014). “Bitcoin Startup But-
tercoin Draws Wedbush as Investor”. "Bloomberg". Re-
trieved December 9, 2014.

5.6.3 External links
• Buttercoin Official website

5.7 Coinbase

Coinbase is a digital asset exchange company headquar-
tered in San Francisco, California. It operates exchanges
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of bitcoin, Ethereum and other digital assets with fiat cur-
rencies in 32 countries, and bitcoin transactions and stor-
age in 190 countries worldwide. [5][6][7][8]

5.7.1 History

Coinbase was founded in June 2012 by Brian Armstrong
and Fred Ehrsam.[3][9] It enrolled in the summer 2012 Y
Combinator startup incubator program. In October 2012
the company launched the services to buy and sell bitcoin
through bank transfers.[10]

In May 2013, the company received a US$5 million
Series A investment led by Fred Wilson from the ven-
ture capital firm Union Square Ventures.[11] In December
2013, the company received a US$25 million investment,
from the venture capital firms Andreessen Horowitz,
Union Square Ventures and Ribbit Capital.[12]

In 2014 the company grew to one million users, acquired
the blockchain explorer service Blockr and the web book-
marking company Kippt, secured insurance covering the
value of bitcoin stored on their servers, and launched
the vault system for secure bitcoin storage.[13][14][15]

Throughout 2014 the company also formed partner-
ships with Overstock, Dell, Expedia, Dish Network,
Time Inc., and Wikipedia to power accepting bitcoin
payments.[16][17][18][19][20] The company also added bit-
coin payment processing capabilities to the traditional
payment companies Stripe, Braintree, and PayPal.[21]

In January 2015, the company received a US$75 mil-
lion investment, led by Draper Fisher Jurvetson, the New
York Stock Exchange, USAA, and several banks, “ap-
parently the first time any traditional financial institu-
tions have taken direct stakes in a bitcoin enterprise.”[22]

Later in January the company launched a U.S.-based bit-
coin exchange for professional traders called Coinbase
Exchange.[23]

Coinbase began to offer services in Canada in 2015, but
in July 2016 announced it would halt services in August
after the closure of their Canadian online payments ser-
vice provider Vogogo.[24]

On 29 March 2016, Coinbase was listed by UK-based
company Richtopia at number 2 in the list of 100 Most
Influential Blockchain Organisations.[25][26]

In May 2016, the company rebranded the Coinbase Ex-
change, changing the name to the Global Digital Asset
Exchange (GDAX) and offering Ether, the value token of
Ethereum, for trade on its professional trading exchange
service.[27] In July 2016, they extended the support to
their “Coinbase” retail exchange by adding Ether as only
the second digital currency offered to retail customers.[28]

5.7.2 Products

Coinbase has two core products: a Global Digital As-
set Exchange (GDAX) for trading a variety of digital
assets on its professional asset trading platform, and a
user-facing retail exchange of bitcoin and Ether for fiat
currency.[28] It also offers an API for developers and
merchants to build applications and accept payments in
both digital currencies. As of 2014, the company offered
buy/sell trading functionality in 25 countries, while the
wallet was available in 190 countries worldwide.[29]

The exchange can be funded through a bank transfer or
wire, and trades on the exchange have a maker/taker price
model in which traders pay either a 0.25% fee (taker) or
nothing (maker) to execute trades.[30]

5.7.3 See also

• Bitcoin

• Xapo

• BitPay

• Blockchain

• Uphold

• Circle (company)

• List of bitcoin companies
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5.8 Huobi

Huobi ( ) is a Chinese digital currency trading plat-
form and exchange based in Beijing.[1][2][3][4][5][6]

It was founded in September 2013.
It is one of the largest digital currency exchanges in
China.[7]
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5.9 ItBit

itBit is a financial services company that offers a suite
of bitcoin trading services, including a global bitcoin ex-
change and over-the-counter (OTC) trading desk. The
company launched in November 2013.
In May 2015, itBit received a trust charter [1] from the
New York State Department of Financial Services (DFS)
and became the first company to operate a regulated bit-
coin exchange in the United States.
itBit received more than US$5 million in venture capi-
tal [2] from Canaan Partners, RRE Ventures, Liberty City
Ventures, and angel investors Jay W. Jordan II and Ben
Davenport in their initial funding round. itBit’s Series
A round raised $25 million from RRE Ventures, Liberty
City Ventures and others.
The company is headquartered in New York with an in-
ternational office in Singapore.
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5.10 LocalBitcoins

LocalBitcoins is a bitcoin startup company based in
Helsinki, Finland. Its service facilitates over-the-counter
trading of local currency for bitcoins.[2] Users post ad-
vertisements on the website, where they state exchange
rates and payment methods for buying or selling bitcoins.
Other users reply to these advertisements and agree to
meet the person to buy bitcoins with cash[3] or pay with
online banking. LocalBitcoins also offers a reputation
and feedback mechanism for users and an escrow and
conflict-resolution service. As of December 2013, Lo-
calBitcoins has around 110,000 active traders with a trade
volume of 1400–3000 bitcoins per day.[4]

In February 2014, two Florida men were charged
with violating state money laundering laws for using
LocalBitcoins.com.[5] In that same month the company
announced that it would begin mass-producing low-cost
bitcoin ATMs.[6] April 2016, another two men from
Louisiana, a former Shreveport chiropractor and his son
plead guilty to funneling money through an unlawful Bit-
coin financial scheme. The men were using localbitcoins
to advertise their services.[7]
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5.10.2 External links

• Official website

5.11 Mt. Gox

Mt. Gox was a bitcoin exchange based in Tokyo, Japan.
It was launched in July 2010, and by 2013 was handling
70% of all bitcoin transactions.[1] In February 2014, the
Mt. Gox company suspended trading, closed its website
and exchange service, and filed for a form of bankruptcy
protection from creditors called minji saisei, or civil re-
habilitation, to allow courts to seek a buyer.[2][3] In April
2014, the company began liquidation proceedings.[4] It
announced that around 850,000 bitcoins belonging to
customers and the company were missing and likely
stolen, an amount valued at more than $450 million
at the time.[5][6] Although 200,000 bitcoins have since
been “found”, the reason(s) for the disappearance—theft,
fraud, mismanagement, or a combination of these—were
initially unclear. New evidence presented in April 2015
by WizSec lead them to conclude that “most or all of the
missing bitcoins were stolen straight out of the MtGox hot
wallet over time, beginning in late 2011.”[7]

5.11.1 Founding

In late 2006, programmer Jed McCaleb (eDonkey2000,
Overnet1, Ripple, Stellar) thought of building a website
for users of the Magic: The Gathering Online service to let
them trade cards like stocks.[8] In January 2007, he pur-
chased the domain name mtgox.com, short for “Magic:
The Gathering Online eXchange”.[9][10][11][12] Initially in
beta release,[13] sometime around late 2007, the service
went live for around 3 months before McCaleb moved
on to other projects, having decided it was not worth his
time. He reused the domain name in 2009 to advertise
his card game The Far Wilds.[14]

In July 2010, McCaleb read about bitcoin on Slashdot,[15]

and decided that the bitcoin community needed an ex-
change for trading bitcoin and regular currencies after
writing an exchange website, he launched it while reusing
the spare mtgox.com domain name.[8]

Logarithmic scaled bitcoin price history in USD on the Mt. Gox
exchange from February 2012 until its shutdown in February
2014
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I created mtgox on a lark after reading
about bitcoins last summer. It has been inter-
esting and fun to do. I’m still very confident
that bitcoins have a bright future. But to re-
ally make mtgox what it has the potential to be
would require more time than I have right now.
So I’ve decided to pass the torch to someone
better able to take the site to the next level.

5.11.2 2011

On 19 June 2011, a security breach of the Mt. Gox
bitcoin exchange caused the nominal price of a bitcoin
to fraudulently drop to one cent on the Mt. Gox ex-
change, after a hacker allegedly used credentials from
a Mt. Gox auditor’s compromised computer illegally
to transfer a large number of bitcoins to himself. He
used the exchange’s software to sell them all nominally,
creating a massive "ask" order at any price. Within
minutes the price corrected to its correct user-traded
value.[16][17][18][19][20][21] Accounts with the equivalent of
more than $8,750,000 were affected.[18] In order to prove
that Mt.Gox still had control of the coins, the move of
424,242 bitcoins from “cold storage” to a Mt.Gox ad-
dress was announced beforehand and executed in Block
132749.[22]

In October 2011, about two dozen transactions appeared
in the block chain (Block 150951)[23] that sent a total of
2,609 BTC to invalid addresses. As no private key could
ever be assigned to them, these bitcoins were effectively
lost. While the standard client would check for such an
error and reject the transactions, nodes on the network
would not, exposing a weakness in the protocol.

5.11.3 2013

On 22 February 2013, following an introduction of new
anti-money laundering requirements by Dwolla, some
Dwolla accounts became temporarily restricted. As a re-
sult, transactions from Mt. Gox to those accounts were
cancelled by Dwolla. The funds never made it back to
Mt. Gox accounts. Mt. Gox help desk issued the follow-
ing comment: “Please be advised that you are actually
not allowed to cancel any withdrawals received from Mt.
Gox as we have never had this case before and we are
working with Dwolla to locate your returned funds.” The
funds were finally returned on May 3, more than 3 months
later, with a note “Please be advised never to cancel any
Dwolla withdrawals from us again”.
In March 2013, the bitcoin transaction log or
“blockchain” temporarily forked into two indepen-
dent logs with differing rules on how transactions could
be accepted. The Mt. Gox bitcoin exchange briefly
halted bitcoin deposits. Bitcoin prices briefly dipped
by 23% to $37 as the event occurred[24][25] before
recovering to their previous level in the following hours,

a price of approximately $48.[26]

By April 2013 the site had grown to handle 70% of the
world’s bitcoin trades.[27] With prices increasing rapidly,
Mt. Gox suspended trading from 11–12 April for a “mar-
ket cooldown”.[28] The value of a single bitcoin fell to a
low of $55.59 after the resumption of trading before sta-
bilizing above $100. Around mid May 2013, Mt. Gox
traded 150,000 bitcoins per day, per Bitcoin Charts.[29]

On 2 May 2013 CoinLab filed a $75 million lawsuit
against Mt. Gox alleging a breach of contract.[30] The
companies had formed a partnership in February 2013
under which CoinLab handled all of Mt. Gox’s North
American services.[30] CoinLab’s lawsuit contends that
Mt. Gox failed to allow them to move existing U.S. and
Canadian customers from Mt. Gox to CoinLab.[30]

On 15 May 2013 the US Department of Homeland Se-
curity (DHS) issued a warrant to seize money from Mt.
Gox’s US subsidiary’s account with payment processor
Dwolla.[31] The warrant suggests the US Immigration and
Customs Enforcement, an investigative branch of the
DHS, felt that the subsidiary, which was not licensed
by the US Financial Crimes Enforcement Network (Fin-
CEN), was operating as an unregistered money transmit-
ter in the US.[31][32] Between May and July more than $5
million were seized.[29] On 29 June 2013, Mt. Gox re-
ceived its money services business (MSB) license from
FinCEN.[32]

On August 5, 2013, Mt. Gox announced that they
incurred “significant losses” due to crediting deposits
which had not fully cleared and that new deposits would
no longer be credited until the funds transfer was fully
completed.[33]

5.11.4 Insolvency and shutdown

Mt. Gox suspended withdrawals in US dollars on June
20, 2013.[34] The Mizuho Bank branch in Tokyo that han-
dled Mt. Gox transactions pressured Mt. Gox from then
on to close its account.[29] On July 4, 2013, Mt. Gox an-
nounced that it had “fully resumed” withdrawals, but as of
September 5, 2013, few US dollar withdrawals had been
successfully completed.[35][36][37]

Wired Magazine reported in November 2013 that cus-
tomers were experiencing delays of weeks to months
in withdrawing funds from their accounts.[27] The arti-
cle said that the company had “effectively been frozen
out of the U.S. banking system because of its regulatory
problems”. Customer complaints about long delays were
mounting as of February 2014, with more than 3300 posts
in a thread about the topic on the Bitcoin Talk online
forum.[38]

On 7 February 2014, all bitcoin withdrawals were halted
by Mt. Gox.[39] The company said it was pausing with-
drawal requests “to obtain a clear technical view of the
currency processes”.[39] The company issued a press re-
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lease on February 10, 2014 stating that the issue was due
to transaction malleability: “A bug in the bitcoin software
makes it possible for someone to use the bitcoin network
to alter transaction details to make it seem like a sending
of bitcoins to a bitcoin wallet did not occur when in fact
it did occur. Since the transaction appears as if it has not
proceeded correctly, the bitcoins may be resent. MtGox
is working with the bitcoin core development team and
others to mitigate this issue.”[40][41]

On 17 February 2014, with all Mt. Gox withdrawals
still halted and competing exchanges back in full oper-
ation, the company published another press release in-
dicating the steps they claim they are taking to address
security issues.[42] In an email interview with the Wall
Street Journal, CEO Mark Karpelès refused to comment
on increasing concerns among customers about the finan-
cial status of the exchange, did not give a definite date
on which withdrawals would be resumed, and wrote that
the exchange would impose “new daily and monthly lim-
its” on withdrawals if and when they were resumed.[43]

A poll of 3000 Mt. Gox customers by CoinDesk indi-
cated that 68% of customers were still awaiting funds
from Mt. Gox. The median waiting time was between
one and three months. 21% of poll respondents had been
waiting for three months or more.[44]

On 20 February 2014, with all withdrawals still halted,
Mt. Gox issued yet another statement, giving no date for
the resumption of withdrawals.[45] A protest by two bit-
coin enthusiasts outside the building that houses the Mt.
Gox headquarters in Tokyo continued. Citing “security
concerns”, Mt. Gox announced they had moved their of-
fices to a different location in Shibuya. Bitcoin prices
quoted by Mt. Gox dropped below 20% of the prices on
other exchanges, reflecting the market’s estimate of the
unlikelihood of Mt. Gox paying their customers.[46][47]

On 23 February 2014, Mark Karpelès, the CEO of Mt.
Gox, resigned from the board of the Bitcoin Founda-
tion.[48] The same day, all posts on their Twitter account
were removed.[49]

On 24 February 2014, Mt. Gox suspended all trading,
and hours later its website went offline, returning a blank
page.[50][51][52] An alleged leaked internal crisis manage-
ment document claimed that the company was insolvent,
after losing 744,408 bitcoins in a theft which went unde-
tected for years.[50][51][53][54] Six other major bitcoin ex-
changes released a joint statement distancing themselves
from Mt. Gox, shortly before Mt. Gox’s website went
offline.[55][56]

On 25 February 2014, Mt. Gox reported on its website
that a “decision was taken to close all transactions for the
time being”, citing “recent news reports and the potential
repercussions on MtGox’s operations”. The chief execu-
tive, Mark Karpelès, told Reuters that Mt. Gox was “at a
turning point”.[57][58][59][60]

In a January 6, 2015 interview[61] Kraken CEO Jesse
Powell discussed being appointed by the bankruptcy

trustee[62] to assist processing claims.[63]

5.11.5 Legal action

On 28 February 2014 Mt. Gox filed for bankruptcy pro-
tection in Tokyo, reporting that it had liabilities of about
6.5 billion yen ($64 million at the time), and 3.84 bil-
lion yen in assets.[64][65] The company said they had lost
almost 750,000 of its customers’ bitcoins, and around
100,000 of its own bitcoins, totaling around 7% of all bit-
coins, and worth around $473 million near the time of the
filing.[64][65] Mt. Gox released a statement saying “The
company believes there is a high possibility that the bit-
coins were stolen,”[6] blaming hackers,[29] thus beginning
a search for the missing money. The Chief Executive of
Mt. Gox, Mark Karpelès, said technical issues opened up
the way for fraudulent withdrawals.
Mt. Gox also faces lawsuits from its customers.[66][67]

On 9 March 2014, Mt. Gox filed for bankruptcy protec-
tion in the US, to temporarily halt U.S. legal action by
traders who alleged the operation was a fraud.[68][69][70]

On 20 March 2014, Mt. Gox reported on its website that
it found some bitcoins — worth around $116 million —
in an old digital wallet from 2011. That brings the total
number of bitcoins the firm lost down to 650,000 from
850,000.[71]

On April 14, Mt. Gox lawyers said that Mark Karpe-
les would not appear for a deposition in a Dallas court,
or heed a subpoena by FinCEN.[29] On 16 April 2014,
Mt. Gox gave up its plan to rebuild under bankruptcy
protection, and asked a Tokyo court to allow it to be
liquidated.[72]

5.11.6 See also

• Digital currency exchanger
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technology, seeks to dramatically improve payment sys-
tems. OKCoin Exchange China operates CNY/BTC spot
pair with margin trading from its Beijing entity, while
OKCoin International operates USD/BTC spot pair with
margin trading and BTC/USD futures from its Singapore
entity.
As of August 2016, OKCoin is the largest Bitcoin ex-
change in the world with a volume of over 16,000,000
Bitcoins per month.[1]

5.12.1 History

OKCoin was founded by CEO Star Xu in 2013 and has
raised US$10mm in investments from Ceyuan Ventures,
Mantra Capital, Ventures Lab and other notable private
investors including Silicon Valley investor Tim Draper.
Star Xu is an experienced technology execu-
tive.Professionally, Star worked at Yahoo/Alibaba
as a search algorithm engineer before serving as Chief
Technical Officer of DocIn.com – a popular file sharing
company – where he managed a team of 120 engineers.[2]

OKCoin has publicly expressed intention to expand over-
seas and become a worldwide digital currency services
company.[3]

5.12.2 Controversy

On May 23, 2015, OKCoin made public a contractual
dispute the company was having with Roger Ver over the
management rights to the domain name “bitcoin.com.”[4]

OKCoin management claimed that they could no longer
pay Ver the money which was contractually owed to him
due to a recent case in which Ripple Labs was fined
$700,000 by FinCEN for failure to collect proper KYC
paperwork from Ver.[5] In response, Ver published sev-
eral months of email history between himself and OK-
Coin demonstrating that OKCoin had not been making
payments for several months prior to the news about Rip-
ple’s fine.[6] In the emails, OKCoin CEO Star Xu claims
to have discovered a more recent version of the con-
tract signed by both parties, which included a clause that
gave OKCoin the right to terminate the contract upon six
months notice. Until this point, all communications be-
tween the two parties had been cryptographically signed
using GPG, but Ver was able to prove that the newer
version of the contract was signed with the same times-
tamped signature he appended to the previous version
of the contract, indicating that his signature was merely
copied over to the new document.[7] OKCoin proceeded
to make a public offer of a $20,000 reward for anyone
who was able to prove that Ver’s statements were false;
Ver responded in kind by offering a $1,000,000 reward
to anyone who could prove that the signature on the more
recent contract was actually valid and not a forgery.[7] The
OKCoin reward was paid at the end of May, 2015 follow-

ing the report of analysis of the contracts posted publicly
by OKCoin.[8]
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tributors: ? Original artist: ?

• File:Flag_of_Bangladesh.svg Source: https://upload.wikimedia.org/wikipedia/commons/f/f9/Flag_of_Bangladesh.svg License: Public
domain Contributors: http://www.dcaa.com.bd/Modules/CountryProfile/BangladeshFlag.aspx Original artist: User:SKopp

• File:Flag_of_Belgium_(civil).svg Source: https://upload.wikimedia.org/wikipedia/commons/9/92/Flag_of_Belgium_%28civil%29.svg
License: Public domain Contributors: ? Original artist: ?

• File:Flag_of_Bolivia.svg Source: https://upload.wikimedia.org/wikipedia/commons/4/48/Flag_of_Bolivia.svg License: Public domain
Contributors: Own work Original artist: User:SKopp

• File:Flag_of_Brazil.svg Source: https://upload.wikimedia.org/wikipedia/en/0/05/Flag_of_Brazil.svg License: PD Contributors: ? Origi-
nal artist: ?

• File:Flag_of_Bulgaria.svg Source: https://upload.wikimedia.org/wikipedia/commons/9/9a/Flag_of_Bulgaria.svg License: Public do-
main Contributors: The flag of Bulgaria. The colors are specified at http://www.government.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0034&
n=000005&g= as: Original artist: SKopp

• File:Flag_of_Canada.svg Source: https://upload.wikimedia.org/wikipedia/en/c/cf/Flag_of_Canada.svg License: PD Contributors: ?
Original artist: ?

• File:Flag_of_Chile.svg Source: https://upload.wikimedia.org/wikipedia/commons/7/78/Flag_of_Chile.svg License: Public domain Con-
tributors: Own work Original artist: SKopp

• File:Flag_of_Colombia.svg Source: https://upload.wikimedia.org/wikipedia/commons/2/21/Flag_of_Colombia.svg License: Public do-
main Contributors: Drawn by User:SKopp Original artist: SKopp
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• File:Flag_of_Croatia.svg Source: https://upload.wikimedia.org/wikipedia/commons/1/1b/Flag_of_Croatia.svg License: Public domain
Contributors: http://www.sabor.hr/Default.aspx?sec=4317 Original artist: Nightstallion, Elephantus, Neoneo13, Denelson83, Rainman,
R-41, Minestrone, Lupo, Zscout370,
<a href='//commons.wikimedia.org/wiki/User:MaGa' title='User:MaGa'>Ma</a><a href='//commons.wikimedia.org/wiki/File:
Croatian_squares_Ljubicic.png' class='image'><img alt='Croatian squares Ljubicic.png' src='https://upload.wikimedia.org/wikipedia/
commons/thumb/7/7f/Croatian_squares_Ljubicic.png/15px-Croatian_squares_Ljubicic.png' width='15' height='15' srcset='https:
//upload.wikimedia.org/wikipedia/commons/thumb/7/7f/Croatian_squares_Ljubicic.png/23px-Croatian_squares_Ljubicic.png 1.5x,
https://upload.wikimedia.org/wikipedia/commons/thumb/7/7f/Croatian_squares_Ljubicic.png/30px-Croatian_squares_Ljubicic.png
2x' data-file-width='202' data-file-height='202' /></a><a href='//commons.wikimedia.org/wiki/User_talk:MaGa' title='User
talk:MaGa'>Ga</a> (based on Decision of the Parliament)

• File:Flag_of_Cyprus.svg Source: https://upload.wikimedia.org/wikipedia/commons/d/d4/Flag_of_Cyprus.svg License: Public domain
Contributors: Own work Original artist: User:Vzb83

• File:Flag_of_Denmark.svg Source: https://upload.wikimedia.org/wikipedia/commons/9/9c/Flag_of_Denmark.svg License: Public do-
main Contributors: Own work Original artist: User:Madden

• File:Flag_of_Ecuador.svg Source: https://upload.wikimedia.org/wikipedia/commons/e/e8/Flag_of_Ecuador.svg License: Public domain
Contributors: http://www.presidencia.gob.ec/pdf/Simbolos-Patrios.pdf Original artist: President of the Republic of Ecuador, Zscout370

• File:Flag_of_Estonia.svg Source: https://upload.wikimedia.org/wikipedia/commons/8/8f/Flag_of_Estonia.svg License: Public domain
Contributors: http://www.riigikantselei.ee/?id=73847 Original artist: Originally drawn by User:SKopp. Blue colour changed by User:PeepP
to match the image at [1].

• File:Flag_of_Europe.svg Source: https://upload.wikimedia.org/wikipedia/commons/b/b7/Flag_of_Europe.svg License: Public domain
Contributors:

• File based on the specification given at [1]. Original artist: User:Verdy p, User:-xfi-, User:Paddu, User:Nightstallion, User:Funakoshi,
User:Jeltz, User:Dbenbenn, User:Zscout370

• File:Flag_of_Finland.svg Source: https://upload.wikimedia.org/wikipedia/commons/b/bc/Flag_of_Finland.svg License: Public domain
Contributors: http://www.finlex.fi/fi/laki/ajantasa/1978/19780380 Original artist: Drawn by User:SKopp

• File:Flag_of_France.svg Source: https://upload.wikimedia.org/wikipedia/en/c/c3/Flag_of_France.svg License: PD Contributors: ? Orig-
inal artist: ?

• File:Flag_of_Germany.svg Source: https://upload.wikimedia.org/wikipedia/en/b/ba/Flag_of_Germany.svg License: PD Contributors: ?
Original artist: ?

• File:Flag_of_Greece.svg Source: https://upload.wikimedia.org/wikipedia/commons/5/5c/Flag_of_Greece.svg License: Public domain
Contributors: own code Original artist: (of code) cs:User:-xfi- (talk)

• File:Flag_of_Hong_Kong.svg Source: https://upload.wikimedia.org/wikipedia/commons/5/5b/Flag_of_Hong_Kong.svg License: Public
domain Contributors: http://www.protocol.gov.hk/flags/chi/r_flag/index.html Original artist: Tao Ho

• File:Flag_of_Iceland.svg Source: https://upload.wikimedia.org/wikipedia/commons/c/ce/Flag_of_Iceland.svg License: Public domain
Contributors: Islandic National Flag Original artist: Ævar Arnfjörð Bjarmason, Zscout370 and others

• File:Flag_of_India.svg Source: https://upload.wikimedia.org/wikipedia/en/4/41/Flag_of_India.svg License: Public domain Contributors:
? Original artist: ?

• File:Flag_of_Indonesia.svg Source: https://upload.wikimedia.org/wikipedia/commons/9/9f/Flag_of_Indonesia.svg License: Public do-
main Contributors: Law: s:id:Undang-Undang Republik Indonesia Nomor 24 Tahun 2009 (http://badanbahasa.kemdiknas.go.id/
lamanbahasa/sites/default/files/UU_2009_24.pdf) Original artist: Drawn by User:SKopp, rewritten by User:Gabbe

• File:Flag_of_Ireland.svg Source: https://upload.wikimedia.org/wikipedia/commons/4/45/Flag_of_Ireland.svg License: Public domain
Contributors: Drawn by User:SKopp Original artist: ?

• File:Flag_of_Israel.svg Source: https://upload.wikimedia.org/wikipedia/commons/d/d4/Flag_of_Israel.svg License: Public domain Con-
tributors: http://www.mfa.gov.il/MFA/History/Modern%20History/Israel%20at%2050/The%20Flag%20and%20the%20Emblem Origi-
nal artist: “The Provisional Council of State Proclamation of the Flag of the State of Israel” of 25 Tishrei 5709 (28 October 1948) provides
the official specification for the design of the Israeli flag.

• File:Flag_of_Italy.svg Source: https://upload.wikimedia.org/wikipedia/en/0/03/Flag_of_Italy.svg License: PD Contributors: ? Original
artist: ?

• File:Flag_of_Japan.svg Source: https://upload.wikimedia.org/wikipedia/en/9/9e/Flag_of_Japan.svg License: PD Contributors: ? Origi-
nal artist: ?

• File:Flag_of_Jordan.svg Source: https://upload.wikimedia.org/wikipedia/commons/c/c0/Flag_of_Jordan.svg License: Public domain
Contributors: ? Original artist: ?

• File:Flag_of_Kyrgyzstan.svg Source: https://upload.wikimedia.org/wikipedia/commons/c/c7/Flag_of_Kyrgyzstan.svg License: Public
domain Contributors: Drawn by User:SKopp, construction sheet. Redo by: cs:User:-xfi- Original artist: Made by Andrew Duhan for the
Sodipodi SVG flag collection, and is public domain.

• File:Flag_of_Lebanon.svg Source: https://upload.wikimedia.org/wikipedia/commons/5/59/Flag_of_Lebanon.svg License: Public do-
main Contributors: ? Original artist: Traced based on the CIA World Factbook with some modification done to the colours based on
information at Vexilla mundi.

• File:Flag_of_Lithuania.svg Source: https://upload.wikimedia.org/wikipedia/commons/1/11/Flag_of_Lithuania.svg License: Public do-
main Contributors: Own work Original artist: SuffKopp

• File:Flag_of_Luxembourg.svg Source: https://upload.wikimedia.org/wikipedia/commons/d/da/Flag_of_Luxembourg.svg License: Pub-
lic domain Contributors: Own work http://www.legilux.public.lu/leg/a/archives/1972/0051/a051.pdf#page=2, colors from http://www.
legilux.public.lu/leg/a/archives/1993/0731609/0731609.pdf Original artist: Drawn by User:SKopp
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• File:Flag_of_Malaysia.svg Source: https://upload.wikimedia.org/wikipedia/commons/6/66/Flag_of_Malaysia.svg License: Public
domain Contributors: Create based on the Malaysian Government Website (archive version)
Original artist: SKopp, Zscout370 and Ranking Update

• File:Flag_of_Malta.svg Source: https://upload.wikimedia.org/wikipedia/commons/7/73/Flag_of_Malta.svg License: CC0 Contributors:
? Original artist: ?

• File:Flag_of_New_Zealand.svg Source: https://upload.wikimedia.org/wikipedia/commons/3/3e/Flag_of_New_Zealand.svg License:
Public domain Contributors: http://www.mch.govt.nz/files/NZ%20Flag%20-%20proportions.JPG Original artist: Zscout370, Hugh Jass
and many others

• File:Flag_of_Nicaragua.svg Source: https://upload.wikimedia.org/wikipedia/commons/1/19/Flag_of_Nicaragua.svg Li-
cense: Public domain Contributors: Own work based on: <a data-x-rel='nofollow' class='external text' href='https:
//docs.google.com/viewer?a=v,<span>,&,</span>,q=cache:tRiqYRg_YJ4J:www.casc.gob.ni/index.php?option%3Dcom_
docman%26task%3Ddoc_download%26gid%3D704%26Itemid%3D4+ley+sobre+los+simbolo+patrios+nicaragua+
2002,<span>,&,</span>,hl=es,<span>,&,</span>,gl=ni,<span>,&,</span>,pid=bl,<span>,&,</span>,srcid=ADGEEShaqFptSDRqZyUoeWlWgMGTvcFvWOsTQZlTlyvedBwKROAimbxEBMh6XvMzWTEvPSShZSsfAmNjgHCsxaa_mL_oAI0_ziRjWy2hVI1bLM1ox1uT29qoxXXbvNVc5V6UULXA5Zem,<span>,&,</span>,sig=AHIEtbRqa3CfiX_QHt0oFqu6kSyS3jJjfQ'>Law
About Characteristics And Use Of Patriotic Symbols of Nicaragua</a> Original artist: C records (talk · contribs)

• File:Flag_of_Norway.svg Source: https://upload.wikimedia.org/wikipedia/commons/d/d9/Flag_of_Norway.svg License: Public domain
Contributors: Own work Original artist: Dbenbenn

• File:Flag_of_Pakistan.svg Source: https://upload.wikimedia.org/wikipedia/commons/3/32/Flag_of_Pakistan.svg License: Public do-
main Contributors: The drawing and the colors were based from flagspot.net. Original artist: User:Zscout370

• File:Flag_of_Poland.svg Source: https://upload.wikimedia.org/wikipedia/en/1/12/Flag_of_Poland.svg License: Public domain Contrib-
utors: ? Original artist: ?

• File:Flag_of_Portugal.svg Source: https://upload.wikimedia.org/wikipedia/commons/5/5c/Flag_of_Portugal.svg License: Public do-
main Contributors: http://jorgesampaio.arquivo.presidencia.pt/pt/republica/simbolos/bandeiras/index.html#imgs Original artist: Colum-
bano Bordalo Pinheiro (1910; generic design); Vítor Luís Rodrigues; António Martins-Tuválkin (2004; this specific vector set: see sources)

• File:Flag_of_Romania.svg Source: https://upload.wikimedia.org/wikipedia/commons/7/73/Flag_of_Romania.svg License: Public do-
main Contributors: Own work Original artist: AdiJapan

• File:Flag_of_Russia.svg Source: https://upload.wikimedia.org/wikipedia/en/f/f3/Flag_of_Russia.svg License: PD Contributors: ? Origi-
nal artist: ?

• File:Flag_of_Singapore.svg Source: https://upload.wikimedia.org/wikipedia/commons/4/48/Flag_of_Singapore.svg License: Public do-
main Contributors: The drawing was based from http://app.www.sg/who/42/National-Flag.aspx. Colors from the book: (2001). The
National Symbols Kit. Singapore: Ministry of Information, Communications and the Arts. pp. 5. ISBN 8880968010 Pantone 032 shade from
http://www.pantone.com/pages/pantone/colorfinder.aspx?c_id=13050 Original artist: Various

• File:Flag_of_Slovakia.svg Source: https://upload.wikimedia.org/wikipedia/commons/e/e6/Flag_of_Slovakia.svg License: Public do-
main Contributors: Own work; here, colors Original artist: SKopp

• File:Flag_of_Slovenia.svg Source: https://upload.wikimedia.org/wikipedia/commons/f/f0/Flag_of_Slovenia.svg License: Public domain
Contributors: Own work construction sheet from http://flagspot.net/flags/si%27.html#coa Original artist: User:Achim1999

• File:Flag_of_South_Africa.svg Source: https://upload.wikimedia.org/wikipedia/commons/a/af/Flag_of_South_Africa.svg License:
Public domain Contributors: Per specifications in the Constitution of South Africa, Schedule 1 - National flag Original artist: Flag de-
sign by Frederick Brownell, image by Wikimedia Commons users

• File:Flag_of_South_Korea.svg Source: https://upload.wikimedia.org/wikipedia/commons/0/09/Flag_of_South_Korea.svg License:
Public domain Contributors: Ordinance Act of the Law concerning the National Flag of the Republic of Korea, Construction and color
guidelines (Russian/English) Original artist: Various

• File:Flag_of_Spain.svg Source: https://upload.wikimedia.org/wikipedia/en/9/9a/Flag_of_Spain.svg License: PD Contributors: ? Original
artist: ?

• File:Flag_of_Sweden.svg Source: https://upload.wikimedia.org/wikipedia/en/4/4c/Flag_of_Sweden.svg License: PD Contributors: ?
Original artist: ?

• File:Flag_of_Switzerland.svg Source: https://upload.wikimedia.org/wikipedia/commons/f/f3/Flag_of_Switzerland.svg License: Public
domain Contributors: PDF Colors Construction sheet Original artist: User:Marc Mongenet

Credits:
• File:Flag_of_Thailand.svg Source: https://upload.wikimedia.org/wikipedia/commons/a/a9/Flag_of_Thailand.svg License: Public do-

main Contributors: Own work Original artist: Zscout370
• File:Flag_of_Turkey.svg Source: https://upload.wikimedia.org/wikipedia/commons/b/b4/Flag_of_Turkey.svg License: Public domain

Contributors: Turkish Flag Law (Türk Bayrağı Kanunu), Law nr. 2893 of 22 September 1983. Text (in Turkish) at the website of the
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